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Pa3padoruukmu:
[Tpenonasarens kadenpsl MHGOpMAIIIOHHO-U3MEPUTEIBHBIX CUCTEM
ITuckapes A. /1.

@DOH/| OLICHOYHBIX CPEICTB MO TUCIUILIMHE (MOIYII0) COCTABIEH B COOTBETCTBHH C TPEOOBaHUSIMHU
OI'OC BO no mwnanpaiaeHutro mnoarotoBku 27.03.03 CucteMHbld aHaIUM3 H  YNOpPABJICHUE,
yTBEpKAeHHOTO NpukazoM Munooprayku ot 07.08.2020 Ne 902

ComnacoBaHue U yTBEPKACHUE

OTBETCTBEHHOE ara, IIPOTOKOJI
Ne | [Togpaznenenue DUO Busa Jlara, np
JIALIO (Ipu HaNMUYUN)
1 ¢akynsrer [Ipencenarens Boponriosa A. A. Paccmorpeno | 19.12.2024, Neo
VIpAaBICHMA | yyenoro coBeTa 2-2024
TEPPUTOPUSIMU (baKyJILTeTa




1. IlmanupyemMble pe3yabTaThbl 00y4eHUs, COOTHECEHHbIE ¢ IJIAHUPYEeMbIMH Pe3yJIbTaTaMHI
0CBOEHHSI 00pa30BaTeJIbHOI MPOrpaMMbl

YK-8 CnocobeH co3maBaTh W TOMJAEPKUBATh B TOBCEAHEBHON >XM3HU U B MPO(HECCHOHAIBHOU
NESATETLHOCTH O€30TacHbIC YCIIOBUS JKU3HENCITCIIBHOCTH Il COXPAHEHHUsS TPUPOTHON CPEIbl,
obOecrieueHrss yCTOWYMBOTO Pa3BUTHUSI OOIIECTBA, B TOM YHCJIE TMPH Yrpo3e ¥ BO3HUKHOBCHUH
Ype3BBIYAHBIX CUTYAIM B BOCHHBIX KOH(PJIUKTOB

VYK-8.1 AnanusupyeTt (HakTopbl BPEIHOTO BIMSIHUS HA KU3HEIEATEILHOCTh 3JIEMEHTOB CPEIbI
oOuTaHusl (TEXHUYECKUX CPENCTB, TEXHOJOTMYECKUX IPOIECCOB, MaTepUasoB, 3MaHUN H
COOPY)KEHUH, TPUPOIHBIX M COIUATILHBIX SBIICHU )

3nams:
VYK-8.1/3u1 ®akropsl BpeIHOr0 BIMSHUSA Ha KU3HEIACSATEIHHOCTH SJIEMEHTOB CpEIIbI

o0uTaHus (TEXHUIECKUX CPEICTB, TEXHOIOTHYECKHUX MPOIECCOB, MATEPHUAIIOB, 3MaHUN U
COOPY>KE€HUM, TPUPOAHBIX M COLUATIBHBIX SIBICHHI)

VK-8.1/302 Unentudukanuio TpaBMHUPYIONIUX, BPEIHBIX W MOpaKaOIMMX (HaKTOPOB
Ype3BbIYANHBIX CUTYaIINI

Ymems:

VYK-8.1/¥YMm1 AnanuzupoBarh (hakTopbl BpEIHOTO BIHUSHHUA Ha >KU3HENEATEIBHOCTD
BIIEMEHTOB CpeIbl OOMTaHUS (TEXHHUECKHUX CPEICTB, TEXHOJOTHYECKHX IIPOLIECCOB,
MaTepualoB, 30aHUH U COOPYKEHUH, IPUPOAHBIX U COLIMATILHBIX SIBJICHUN)

Bnaoemw:

VK-8.1/HB1 HaBbikamu aHanmu3za (GpakToOpoB BPEIHOTO BIUSHHS Ha KHU3HEICATEIHLHOCTh
BIIEMEHTOB CpeIbl OOMTaHUS (TEXHHYECKHUX CPEICTB, TEXHOJOTHYECKHX IIPOLIECCOB,
MaTepualoB, 30aHUH U COOPYKEHUH, IPUPOAHBIX U COLIMAIILHBIX SIBJICHUN)

VYK-8.2 Hnentudunmpyer omacHble W BpeaHbie (AKTOPhl B paMKaxX OCYIIECTBISIEMON
NesITeIbHOCTH

3namu:

VYK-8.2/3u1 OnacHele u BpeaHbie (JaKTOPhI B paMKaXx OCYIIECTBISIEMON IEATeIbHOCTH
VYK-8.2/302  ®usuonoruyeckue  IMOCIEACTBUS  BO3ACHCTBHS ~ HA  YeJIOBEKa
TPaBMHUPYIOIINX, BPSIHBIX U MOPAXKAIONINX (HaKTOPOB

Ymemns:

VK-8.2/¥m1l UnentudunmpoBaTh omacHble W BpemHble (akTOpel B paMKax
OCYIIIECTBISIEMOH JeSITeITbHOCTH

Braoems:

YK-8.2/HBl Mertogamu 3ammuThl OT ONAcHOCTEH NPUMEHUTENLHO K cdepe cBoei
npodecCHOHANTBHON IeATeIbHOCTH

VYK-8.3 BrisiBisieT npo0iembl, CBsI3aHHBIE C HAPYLIICHUEM TEXHUKH 0€30MacHOCTH Ha pabouem
MecTe, IpeiaraeT MEpOIIPUATHS 110 TPEIOTBPAILECHUIO YPE3BbIYAHBIX CUTYallui
3nams:

VK-8.3/3u1 Texnuky Oe30macHOCTH Ha pabodyeM MecTe M Mepbl IMPeNOTBPAICHHS
YpE3BBIYANHBIX CUTYalLINI

VK-8.3/352 CpenctBa W METOAbl TOBBIICHUS O€30MACHOCTH M yCTOWYHBOCTH
TEXHUYECKHUX CPEJICTB M TEXHOJIOTHYECKUX MPOIIECCOB

Ymemns:
VK-8.3/YMm1 BrIsaBasaTe HapylieHUsI TEXHUKY 0€30MMaCHOCTH Ha paboyeM MecTe
Braoems:

VK-8.3/HBl HaBwsikamu mpemaoTBpaiieHusi HapyIMICHWH TEXHUKH O€30MacHOCTH Ha
paboueM MecTe



VK-8.4 Pa3pscHsieT npaBuia IMOBEIEHUS IIPU BO3HMKHOBEHMM YpPE3BbIYAWHBIX CUTYyallui
IIPUPOAHOTO M TEXHOTCHHOIO IIPOMCXOXKIACHUS; OKA3bIBACT IIEPBYIO IIOMOIIb, OIMCBIBACT
CIOCOOBI y4acTHs B BOCCTAHOBHUTEIBHBIX MEPONIPUATHUAX

3namu:

VK-8.4/3u1 Ilpunnumnsl 6€30MaCHOCTH KU3HEACSTSIIBHOCTH M TIOPSIOK MPUMEHEHHS UX
B pabore

VK-8.4/302 IlpaBuna moBeACHHS TPHU BO3HUKHOBEHHHM YPE3BBIYAHHBIX CHUTYyaIHi
MPUPOTHOTO U TEXHOTEHHOTO IPOUCXOKACHUS

Ymems:

VYK-8.4/Ym1 Cobntonate M pa3biCHATH IpaBHJa IOBEIEHHUS IPH BO3HHUKHOBEHUH
Ype3BbIYAHHBIX CUTYALMI MPUPOTHOTO U TEXHOTEHHOTO ITPOUCXOKICHHS

Braoems:

VYK-8.4/HB1 MeToaukoii 1 HaBbIKaMH OLIEHKH JOIYCTUMOTO PHUCKa

OIIK-2 Cnocoben dhopMynupoBarh 3a1aun MpodheCCHOHABHON IesSTEIPHOCTH Ha OCHOBE 3HAHUU
MPO(QUIBHBIX Pa3/eIOB MATEMATUIECKUX U €CTECTBEHHOHAYYHBIX JUCIUTLIINH (MOIYJICH )

OIIK-2.1 Hcnomp3yeT 3HaHHWE alrOpUTMa OpPTaHU3AIMH BBIMOJIHEHUS pPabOT B TMporecce
MPOEKTHOM JEeATETbHOCTH

3namu:
OIIK-2.1/311 OcHOBHBIE 3Tanbl U AITOPUTMBI OPraHU3AIUHA MTPOCKTHOMN NEATEIbHOCTH,

BKJIIOYAsl TUIAHMPOBAHME, HWHMIIMALIMIO, pEeaju3alyio, COMPOBOXKICHHE, KOHTPOJIb U
OLICHKY IIPOEKTa

Ymemns:
OIIK-2.1/¥Ym1 ®opmynupoBaTh 3ama4u MPOoPECCUOHATBLHON EATeTLHOCTH B 00JacTH

MHGOPMAIIMOHHON  0€30MacHOCTH, ONHMpasCh Ha 3HAHUA MaTEeMaTUYeCKUX U
€CTECTBEHHOHAYYHBIX TUCUUIUINH

Braoems:

OIIK-2.1/HBl HaBwikamu 3((PEeKTHBHOTO B3aMMOACUCTBUS C YYAaCTHHKAMH IPOECKTAa,
pacrpenerneHust 00SI3aHHOCTEW U OI[CHKH Ka4eCTBa BBHITOJTHEHUS 33134

OIIK-2.2 ®opmynmupyeT 1IeIu BBIMOIHEHUST pabOT U MpemjiaraeT MyTH MX JOCTHOKCHHS MPHU
OpraHM3alliy MPOU3BOJCTBA U YIPABICHUH B IpodeccruoHanbHol cepe

3namu:

OIIK-2.2/311 OcHOBBI TOCTAHOBKH IIeJIeH U 3a1a4 B IPO()ECCHOHAITBHON NESITEIIbHOCTH
¢ yueToM crieniupuku HHPOPMAITMOHHON 0€301MacHOCTH

Ymems:

OIIK-2.2/¥Ym1 ®@opMyaupoBaTh LEIH BHIMOJIHEHHUS paboT B 001acTu MHPOPMAITUOHHON

0e30macHOCTH, HUCXOAs W3 TpeOOoBaHMN TNPOPECCHOHANBHONW AEATENbHOCTH U
npOopUIBHBIX 3HAHUH

OIIK-2.2/¥YMm2 Tlpemmarath 000CHOBaHHBIE MTyTH U METOBI JOCTH)KCHHSI ITOCTABICHHBIX
1eJIeH C UCTI0JIb30BaHUEM MAaTeMaTHIECKUX MOJIeNIel U HayYHBIX METOJIOB
Braoems:

OIIK-2.2/HB1 HaBblkaMu CUCTEMHOTO aHAJIN3a U CUHTE3a IpU (HopMynHpOBaHUH LIETIeH
¥ 3a/1a4 B TPO(eCCUOHATILHON IeATEIIbHOCTH

OIIK-2.3 OcymiecTBisieT cOOp MCXOAHBIX TaHHBIX ISl COCTABICHHS HAYYHO- TEXHUYECKOH,
MIPOEKTHOM U CITYKeOHOH TOKyMEHTalUN

3name:



OIIK-2.3/31]1 OcHOBHBIE MCTOYHHKHA M BHAB MCXOMHBIX TAHHBIX, HEOOXOOMMBIX IS
COCTaBJICHUSI HAYYHO-TEXHUYECKOM, MPOEKTHON U CITy>)KEOHOH JOKyMEHTAIluK B 00JacTu
UH(POPMAITMOHHON 0€30MaCHOCTH

Ymems:

OIIK-2.3/¥m1 IIpoBomuTh cUCTEeMaTHYECKUN COOp W TEPBUYHBIA aHAIU3 HMCXOIHBIX
JTAHHBIX, HEOOXOAMMBIX JJIs1 pa3pabOTKU JOKyMEHTAIUH

Braoemy:

OIIK-2.3/HB1 HaBbikamMu TpUMEHEHHUS COBPEMEHHBIX MHCTPYMEHTOB M IPOTPAMMHBIX
CpenCTB JJ1sl cOOpa M aHAJIM3a JaHHBIX B 00J1acTH WH()OPMAITMOHHOM 0€301TaCHOCTH

OIIK-2.4 BpiGupaeT COOTBETCTBYIOIINE MPOTPAMMHBIC TIPOAYKTHI MJIM UX YACTH VISl PEIICHUS
KOHKPETHBIX IIPpOo(heCcCHOHAIBHBIX 3a]1a4

3nams:

OIIK-2.4/311 OcHoBHBIE KaTeropuu M (HyHKIIMOHATIBHBIE BOZMOXKHOCTH MPOTPAMMHBIX
MPOAYKTOB, IPUMEHIEMbIX B UH(POPMALIMOHHON 6E€30MaCHOCTH

Ymemu:

OIIK-2.4/¥YMm1 OuenuBars ¥ CpaBHUBATH IPOTPAMMHBIE TPOAYKTHI M KX KOMIIOHEHTHI 110
(YHKIMOHATBHOCTH, 0€30MaCHOCTH, Ha/IEKHOCTH U COBMECTUMOCTH

Braoemy:

OIIK-2.4/HBl HaBwsikamu pabOTHI C COBPEMEHHBIMH MPOTPAMMHBIMU CPEACTBAMHU H
MHCTPYMEHTAMHM, TPUMEHSIEMbIMU B HHPOPMAIIMOHHOW 6€301MacHOCTH

OIIK-2.5 JleMOHCTpUPYET HABBIKM aBTOMATHU3UPOBAHHOTO MPOCKTUPOBAHUS TEXHOJIOTMYECKUX
MPOLIECCOB
3namu:
OIIK-2.5/311 OcHOBBI aBTOMAaTU3UPOBAHHOTO IPOCKTUPOBAHUS TEXHOJIOTHYECCKHUX
MIPOIIECCOB M KX TPUMEHEHNE B MHPOPMAITMOHHON 0€301MacHOCTH
Ymems:
OIIK-2.5/¥m1 Hcnonp30BaTh CHENHMAIM3UPOBAHHOE MPOTPaMMHOE ObOecrieueHue s
ABTOMATU3UPOBAHHOIO IPOECKTUPOBAHUS TEXHOJIOTUUECKUX MPOIECCOB
Braoems:
OIIK-2.5/HBl HaBbikamu pabGoTBl C HMHCTPYMEHTAaMH  aBTOMAaTH3UPOBAHHOTO

MPOCKTUPOBAHHUS, BKIIOYAs CO3JaHHWE, PEIAKTUPOBAHUE M ONTHMH3AIUI0 MOJCIeH
IIPOIECCOB

OIIK-2.6 Bnaneer HaBbIKaMu pa3pabOTKH U COCTABJICHUS OTIENbHBIX HAYYHO- TEXHUYECKHX,
MPOCKTHBIX U CIY)KEOHBIX JIOKyMEHTOB, O(MOPMIJICHHSI HAyYHO- TEXHHYECKUX OTYETOB,
0030poB, MyONIMKaLKUK IO Pe3yIbTaTaM BBIMOJIHEHHBIX PadoT
3namu:
OIIK-2.6/301 CrpykTtypy u TpeOOBaHMS K HAyYHO-TEXHUYECKOH, IPOEKTHOH |
CIy)XKEOHOM  JOKYMEHTaluu B  mnpodeccuoHanbHOi  cdepe  HHPOpMAITMOHHOM
0e30MmacHOCTH
Ymemns:
OIIK-2.6/Ym1 Pa3zpabarbiBaTh W COCTABISITH OTIEIbHBIC BHIBI MPOQECCUOHATBLHOMN
JOKYMEHTAIlMN: HAy4YHO-TEXHUYECKHUE OTYEThl, NMPOEKTHBIE JTOKYMEHTHI, CIy>KEOHbIE
3aIlUCKU
Braoems:
OIIK-2.6/HBl HaBblkamMu CHCTEMHOTO TMOAXOJa K TIOATOTOBKE W O(GOPMIICHUIO
npodeccuoHaNbHOM T0KyMEHTALUN

OIIK-2.7 BnaaeeT COBpeMEHHBIMH TEXHOJOTHSIMHU U T€OMH()OPMAITMOHHBIMA CHCTEMaMH IS
oopMIICHHUST HAYYHO- TEXHUYECKUX OTUYETOB, 0030POB, IMyOJUKAIINH, PEIISH3HI



3namu:

OIIK-2.7/311 BazoBbie MOHATHS U BO3MOXXHOCTH TeonH(popmaimoHHbeix cuctem (I'MC)
U UX MOTEHIMaJ IPUMEHEHHSI B KOHTEKCTE Mpo(eccCHOHaTbHON AESITENbHOCTH
OIIK-2.7/382  TlpuHmunel  pabOTBI  COBPEMEHHBIX  TEKCTOBBIX  IPOIIECCOPOB,
U3JaTeIbCKUX CUCTEM U MHCTPYMEHTOB JUIsl 0(hOpMIICHHSI TOKYMEHTAIlUU

Ymemu:

OIIK-2.7/¥m1 Hcnonb30BaTh COBpeMEHHBIE MPOTpaMMHBIE CPEJCTBA JJIS TOATOTOBKU U
o OopMIIeHHUSI HAYYHO-TEXHUYECKUX OTYETOB, 0030pOB U MyOIUKaInit

Braoems:

OIIK-2.7/HBl HaBblkamMH HCTOJIB30BaHUS COBPEMEHHBIX O(DHCHBIX M H3AATEITHCKUX
nporpamm AJis mpodeccuoHanbHOro 0hopMIICHHS T0KyMEHTOB

OIIK-10 CriocobeH nmoHMMaTh MPUHIIUIEI PAa0OTHI COBPEMEHHBIX MH(POPMAIIMOHHBIX TEXHOJIOTHH U
WCIOIB30BaTh UX JIJISl pelIeHHs 3a/1a4 podeccuoHanbHON AeITeIbHOCTH

OIIK-10.1 JleMoHCTpupyeT 3HaHHME COBPEMEHHBIX HH(OPMAIMOHHBIX  TEXHOJOTHH,
MPUHIUIIOB B3aUMOACHUCTBUS CO CIIy)OaMu MH(OPMAIIMOHHBIX TEXHOJIOTUH.
3namo:
OIIK-10.1/3ul CoBpemenHble MH()OPMAIIMOHHBIE TEXHOJOTHUH, BKJIIOYAs apXHUTEKTYpY
KOMIIBIOTEPHBIX CUCTEM, CETH, 0OJIaYHbIe CEPBHUCHI U 0a3bl JaHHBIX
Ymemo:
OIIK-10.1/Ym1 Ananu3upoBarh U OlICHUBATh BO3MOKHOCTU UT-cructeM ¢ TOUKH 3peHus
0€301aCHOCTH ¥ COOTBETCTBHS TPeOOBaHUAM NMPOGECCHOHATILHOMN IS TEIBHOCTH
Braoemy:
OIIK-10.1/HB1 HaBeikamu paboTel ¢ coBpeMeHHbIMH MT-cucremamu u cepBHcamu,
BKJIIOUAsi CpE/ICTBAa KOMMYHMKALWH U ynpasinenus UT-pecypcamu

OIIK-10.2 [IpuMeHsieT METOABI U MPOTPaMMHBIE CPEICTBa 00OPaOOTKHU /1€7I0BOM MHPOPMALIUU
BO B3aMMOJICHCTBHHU CO CIIYy>KOaMU MHPOPMAITMOHHBIX TEXHOJIOTHMA

3namo:

OIIK-10.2/3u1 OcHoBHBIE MeTOIBI 00pPa0OTKM AET0BOI MH(pOpPMALUK M UX 3HAYECHUE B
npodecCHOHATLHON AEATEIbHOCTH

Ymemo:

OIIK-10.2/Ym1 Hcnonws3oBaTh mporpaMMHbIe cpeacTBa s 3GGEeKTHBHON 00pabOTKH

JIeNI0BOM MH(pOpMaIuu: co3aHue, peJakTUPOBaHUE, XpaHEHUE U Mepeada T0KyMEHTOB
U JTaHHBIX

Braoems:
OIIK-10.2/HB1 HaBbikamu paGOThI ¢ COBPEMEHHBIMH MTPOTPAMMHBIMU TPOAYKTAMH IS

00paboTku JemoBoM MH(OpPMAIIMK, BKJIIOYAs CHEIUATU3UPOBAHHBIE CHUCTEMBI U
UHCTPYMEHTHI

OIIK-10.3 Bmageer  HaBblkamMM  3()()EKTUBHOTO  HMCIOJNB30BAaHHUS  KOPIIOPATHBHBIX
MH(POPMALMOHHBIX CUCTEM IIPH PEIICHUHU 3aJ1a4 MPO(eCCHOHATBHOM NesTeTbHOCTH
3namo:
OIIK-10.3/3ul  OcHOBHBIE  KOMIIOHEHTBI M  apXUTEKTypy  KOPIIOPATUBHBIX
UH(POPMAITMOHHBIX CUCTEM, UX (YHKLIUU U HA3HAYCHHE
Ymemo:
OIIK-10.3/Ym1 MHcnonb3oBaTh (PYHKITMOHAIBHBIE BO3MOXKHOCTH KOPIIOPATHBHBIX
MH(QOPMAILMOHHBIX CUCTEM Ul PELICHUs NIPOPEeCCHOHANIBHBIX 3a/1a4
Braoemy:



OIIK-10.3/HB1

HaBpikamu

paboTbl ¢ COBpPEMEHHBIMH  KOPIOPATHBHBIMU

I/IH(bOpMaL[I/IOHHI:IMI/I CUCTCMaMH1 U UX OCHOBHBIMU MOIYJIAMU

2. Iloka3aTesin 1 KPUTEPHHU OLCHUBAHUS KOMIIEeTeHIM I

[Inanupyemele YpoBeHb Kpurepuu onennBanus (nepeueHsb chopMUpPOBaHHBIX
pe3ynbTaThl OCBOCHUS |OBJIAJICHUS NJIK/3YB no ypoBHSIM OCBOCHHS)

MIPOrpaMMBbI

VK-8 Criocoben [oseimennsii  [MJIK YK-8.1 Ananuzupyet (pakTopbl BpEAHOTO BIMSHUS

co3/aBarh U
MOJJICP>KUBATh B
MMOBCEHEBHOW KU3HU
U B
npodeccuoHaNbHON
NESITENIBHOCTU
0e30macHbIe yCIOBHSA
KHU3HEAESITEIbHOCTH
JUTSI COXPAHEHUS
MIPUPOIHON CpELIbI,
obecriedeHus
YCTOMYUBOTO
pa3ButTus 00IIECTBA, B
TOM YHCJIE TIPU yTPO3e
Y BOBHUKHOBEHUU
Ype3BbIYaHbIX
CUTyalid U BOEHHBIX
KOH()JIMKTOB

Ha KU3HEIEATEIILHOCTD JIEMEHTOB CpeIbl OOUTAHUS
(TEXHHMYECKHUX CPEICTB, TEXHOJIOITMUYECKUX ITPOLIECCOB,
MaTepHUAJIOB, 30aHUN U COOPYKEHUMN, IPUPOIHBIX U
COLIMAJIBHBIX SIBJICHUI)

3HaTh:
VYK-8.1/3u1 ®axTopsl BpeIHOTO BIUSHUS HA
KHU3HEJEATSTbHOCTh 3JIEMEHTOB CpeJbl OOMTaHUS
(TEXHHMUYECKHUX CPEICTB, TEXHOJIOIMUYECKUX ITPOLIECCOB,
MaTEpHUAJIOB, 30aHUN U COOPYKEHUMN, IPUPOIHBIX U
COLIMAJIBHBIX SIBJICHUM)
VK-8.1/302 U neHTuuKanuo TpaBMUPYIOIIUX, BPEIHBIX
U TOpaXaromux (akTOPOB YPE3BbIUANHBIX CUTYAIIUN

YMmeTs:
VYK-8.1/¥Ym1 AnanuszupoBaTh (pakTOpbl BPEIHOTO BIUSHHS
Ha KU3HENEATEIIbHOCTD JIEMEHTOB CpeIbl OOUTAHUS
(TEXHMUYECKHUX CPEICTB, TEXHOJIOIMUYECKUX ITPOLIECCOB,
MaTEepHUAJIOB, 30aHUN U COOPYKEHUMN, IPUPOIHBIX U
COLIMAJIBHBIX SIBJICHUM)

Bnagers:
VK-8.1/HB1 HaBbikamu ananusa (hakTopoB BpeTHOTO
BIIMSIHUSL HA KU3HEAESTEIbHOCTD 3JIEMEHTOB CPEbl
o0uTaHus (TEXHUYECKUX CPEACTB, TEXHOJIOTUIECKHX
IIPOLIECCOB, MATEPUAJIOB, 31AHUI U COOPYKCHMUIA,
IPUPOIHBIX U COLMAJIBHBIX SIBJICHUI)

MK YK-8.2 UnerTtuduimpyer onacHbIe U BpEIHBIC
(akTOpBI B paMKax OCYIIECTBISIEMON ACSITETbHOCTH

3HaTh:
VYK-8.2/3u1 OnacHele u BpenHbie (haKTOphl B paMKax
OCYUIECTBIIIEMOH 1€ATEIbHOCTU

VK-8.2/302 ®u3nonorndeckue mociaeaCcTBUA BO3ACHCTBUS
Ha YeJIOoBeKa TPAaBMUPYIOUINX, BPEIHBIX U MOPAKAIOLINX
¢dakTopoB
YMeTs:
YK-8.2/¥Ym1 UnentuunupoBars onacHble U BPEAHbIC
(bakTOpBI B paMKaX OCYIIECTBISIEMON ACSITEILHOCTH
Bnanets:
VYK-8.2/Hs1 MeTtomamu 3amuTsl OT OIACHOCTEH
MPUMEHUTEIBHO K chepe cBoel mpodeccnoHanbHOMU
JEeSITeIbHOCTH




MK YK-8.3 Brisiisietr npoOneMsl, CBsI3aHHBIE C
HapyLICHUEM TEXHUKH 0e30MacHOCTH Ha pabovyeM MecTe,
IpeUIaracT MEPONPUATHUS IO IPEIOTBPAIIECHUIO
Ype3BbIYANHBIX CUTYyalUil

3HaTh:
VK-8.3/3u1 TexHuky Ge30macHOCTH Ha paboyeM MecTe U
MepBI NIPEAOTBPALCHUS YPE3BBIYANHBIX CUTYaLUN
VYK-8.3/362 CpencrtBa u METO/IbI MOBBITIICHUS
0€30I1aCHOCTH U YCTOWYMBOCTH TEXHUYECKHUX CPE/ICTB U
TEXHOJOIMUYECKUX MTPOLIECCOB

YMeTs:
VYK-8.3/YMI BoIsBIATh HapyLICHUS TEXHUKY
0e30MmacHOCTH Ha paboueM MecTe

Bnanets:
VYK-8.3/HB1 HaBblkamu npei0TBpaIlleHUs HApYyIICHUA
TEXHUKH 0€3011aCHOCTH Ha pabodyem mMecTe

NJIK VK-8.4 PazpscHseT npaBuia OBEAECHUS IPU
BO3HUKHOBEHUH YPE3BbIYANHBIX CUTYaLUIl IPUPOAHOIO U
TEXHOT'€HHOT'O ITPOUCXOKIEHUS; OKa3bIBAET IIEPBYIO
IIOMOII[b, OTIMCHIBAET CIIOCOOBI yUacTHs B
BOCCTaHOBMTEJIbHBIX MEPOIPUATHUAX

3HarTh:
YK-8.4/3u1 [Ipunnums! 6e30macHOCTH
KU3HEACSITEILHOCTH U TIOPSIOK MPUMEHEHUS UX B paboTe

VYK-8.4/3n2 IIpaBuia nmoBeaeHUs MPpU BOSHUKHOBEHUH
Ype3BbIUAHHBIX CUTYAIH IPUPOTHOTO U TEXHOTEHHOTO
MIPOUCXOKICHUS

YMerTsb:
VK-8.4/Ym1 Cobmronarh U pa3bsCHATH NMPaBHIIa
MOBEJICHUS TIPYU BOZHUKHOBEHUH UPE3BbIYAMHBIX CUTYaUI
MPUPOTHOTO U TEXHOTEHHOTO IPOUCXOKACHUS

Bnanets:
VK-8.4/H1 MeToankoi 1 HaBBIKAMU OLIEHKH
JOTTYCTUMOTO pUCKa




bazosniit

NIK YK-8.1 AnanuszupyeT GpakTopbl BpeIHOTO BIUSHUS
Ha KU3HEIEATEIIbHOCTD JIEMEHTOB CpeIbl OOUTAHHUS
(TEXHUUYECKHUX CPEICTB, TEXHOJIOTMUYECKUX ITPOLIECCOB,
MaTEepHUAJIOB, 30aHUN U COOPYKEHUMN, IPUPOIHBIX U
COLIMAJIbHBIX SIBJICHUI)

3HaTh:
VYK-8.1/3u1 ®axTopsl BpeHOTO BIUSHUS HA
KHU3HEJEATETbHOCTh 3JIEMEHTOB CPeZbl OOMTaHUS
(TEXHHMYECKHUX CPEICTB, TEXHOJIOITMUYECKUX ITPOLIECCOB,
MaTEpHUAJIOB, 30aHUN U COOPYKEHUMN, IPUPOIHBIX U
COLIMAJIbHBIX SIBJICHUI)
VK-8.1/382 U neHTuuKanuo TpaBMUPYIOIIUX, BPEIHBIX
U TOpaXaromuXx (akTOPOB YPE3BbIUANHBIX CUTYAIIUN
YMmeTs:
VYK-8.1/¥YM1 AnanuszupoBaTh (pakTopbl BPEIHOTO BIUSHHS
Ha KU3HENEATEIIbHOCTD JIEMEHTOB CpeIbl OOUTAHUS
(TEXHUUYECKHUX CPEJCTB, TEXHOJIOITMUYECKUX ITPOLIECCOB,
MaTepHUAJIOB, 30aHUN U COOPYKEHUMN, IPUPOIHBIX U
COLIMAJIBHBIX SIBJICHUM)

MK YK-8.2 UnerTtuduimpyer onacHbIe U BpEIHBIC
(akTOpBI B paMKaxX OCYIIECTBISIEMON ACSITETbHOCTH

3HaTh:
VYK-8.2/3u1 OnacHele u BpenHbie (haKTOphl B paMKax
OCYUIECTBIIIEMOH 1€ATEIbHOCTU

VK-8.2/302 ®u3nonorndeckue mociaeaCcTBUA BO3ACHCTBU
Ha YeJI0BeKa TPAaBMUPYIOUINX, BPEIHBIX U MOPAKAIOLIUX
¢dakTopoB

YMeTs:
YK-8.2/¥Ym1 UnentudunupoBars onacHble U BPEAHbIC
(akTOpBI B paMKaxX OCYIIECTBISIEMON ACSITEILHOCTH

MK YK-8.3 Beissisier npoOiieMbl, CBSI3aHHBIE C
HapylIeHHeM TeXHUKHA 0€30MacHOCTH Ha pabodeM MecTe,
npearaeT MEpONpUsATUS IO TPETOTBPAIICHUIO
Ype3BbIYANHBIX CUTYaIINi

3HaTh:
VK-8.3/3u1 TexHnuky 6e30macHOCTH Ha pabodyeM MeCTe 1
MeEpHbI TPEAOTBPAIICHUS YPE3BIYANHBIX CUTYAIINI
YK-8.3/382 CpenctBa u METOIBI MTOBBIIICHUS
0€30MacCHOCTH B YCTOWYMBOCTU TEXHUIECKUX CPEICTB U
TEXHOJIOTHYECKHUX TPOIIECCOB

YMerTsb:
VK-8.3/YMm1 BrIsSBasSTh HApyIIEHUSI TEXHUKY
0e30macHOCTH Ha pabouyeM MecTe




NJIK VK-8.4 PazpscHseT npaBuia OBEAECHUS IPU
BO3HUKHOBEHUH YPE3BbIYANHBIX CUTYALlMl IPUPOAHOIO U
TEXHOT'€HHOT'O ITPOUCXOKIEHHS; OKa3bIBAET IIEPBYIO
IIOMOII[b, OTIMCHIBAET CIIOCOOBI yUacTHs B
BOCCTaHOBMTEIbHBIX MEPOIPUATHUAX

3HaTh:
YK-8.4/3u1 [Ipunnums! 6e30macHOCTH
KU3HEACSITEILHOCTH U TIOPSIOK MPUMEHEHUS HX B paboTe

VK-8.4/312 IIpaBuia nmoBeaeHUs MpU BOSHUKHOBEHUH
Ype3BBIYAWHBIX CUTYAIM IPUPOJAHOTO U TEXHOTEHHOTO
POUCXOXKICHUS

YMmerTs:
VK-8.4/Ym1 Cobmronath U pa3bsCHATH NMPaBHIIa
HOBEJICHUS TIPY BO3HUKHOBEHUH YPE3BbIUANHBIX CUTyallUH
IPUPOIHOTO U TEXHOTEHHOT'O MTPOUCXOKICHHS

[ToporoBbiii

NJIK YK-8.1 Ananusupyet (hakTOpbl BpeIHOTO BIUSHUS
HAa JKU3HENIEATENbHOCTD AJIEMEHTOB Cpellbl OOUTaHUS
(TEXHHUYECKHUX CPEJCTB, TEXHOJIOTMYECKUX MPOLIECCOB,
MaTepualioB, 3[aHUI U COOPYKECHUH, TPUPOIHBIX 1
COLIMAJIbHBIX SIBJICHMIA)

3HaTh:
VK-8.1/3u1 ®aktopsl BpeAHOTO BIUSHUS HA
KU3HEACSITEIbHOCTh 3JIEMEHTOB Cpebl OOUTaAHUS
(TEXHUYECKHUX CPEJCTB, TEXHOJIOTMUYECKUX MTPOLIECCOB,
MaTepUalioB, 3[aHUI U COOPYKECHUM, TPUPOIHBIX 1
COLIMAJIBHBIX SIBJICHMIA)
VK-8.1/362 UnenTuduxaiuio TpaBMUPYIOIINX, BPEIHBIX
Y TTOpaKaromux (HaKTOPOB YPE3BBIUAWHBIX CUTYAITUH

MUK YK-8.2 Unentudunupyer onacHble U BpeIHbIe
(akTOpbI B paMKax OCyIIECTBIIIEMON ACATEIbHOCTH

3HaTh:
VYK-8.2/3u1 OnacHele u Bpeanblie (pakTopsl B paMKax
OCYLIECTBIIIEMOM AEATEIBHOCTH

VK-8.2/312 ®U3n0I0rHUeCKUE MOCIEACTBAA BO3ACHCTBUS
Ha YeJIOBEKa TPAaBMUPYIOIINX, BPEIHBIX U MOPAKAIOITUX
¢baxTopoB

MK YK-8.3 BeissisieT npoOiieMbl, CBI3aHHBIE C
HapylIeHHeM TeXHUKHA 0€30MacHOCTH Ha pabodeM MecTe,
npeiaraeT MEpONpUSATUS IO TPETOTBPAIICHUIO
Ype3BbIYANHBIX CUTYaIINi

3HaTh:
VK-8.3/3u1 TexHnuky 6e30macHOCTH Ha pabodyeM MeCTe 1
MeEpHbI IPEAOTBPAIICHUS YPE3BIYANHBIX CUTYAINI
YK-8.3/382 CpenctBa u METOIBI MOBBIIICHUS
0€30MacCHOCTH B YCTOWYMBOCTU TEXHUIECKUX CPEICTB U
TEXHOJIOTHYECKHUX TPOIIECCOB




NJIK VK-8.4 PazpscHseT npaBuia OBEAECHUS IPU
BO3HUKHOBEHUH YPE3BbIYANHBIX CUTYALlMl IPUPOAHOIO U
TEXHOT'€HHOT'O ITPOUCXOKIEHHS; OKa3bIBAET IIEPBYIO
IIOMOII[b, OTIMCHIBAET CIIOCOOBI yUacTHs B
BOCCTaHOBMTEIbHBIX MEPOIPUATHUAX

3HaTh:!
YK-8.4/3u1 [Ipunnums! 6e30macHOCTH
KHU3HEJEATSTLHOCTH U MOPSAA0K IPUMEHEHHUS UX B paboTe
VK-8.4/312 IIpaBuia nmoBeaeHUs MpU BOSHUKHOBEHUH
Ype3BbIYANHBIX CUTyallMi IPUPOTHOTO U TEXHOTEHHOTO
IIPOUCXOXKACHUS

OIIK-2 Cnocoben [Tospimennsi  |MJAK OIIK-2.1 Mcnonb3yeT 3HaHUE alrOpuT™Ma

bopMyaMpoBaTh OpraHu3aIiK BHITIOJIHEHUS paboT B poliecce MPOSKTHOM

3a/auu JeSITeTbHOCTH

npodeccuoHaIbHOM

JIeITeIbHOCTH Ha 3HaTh:

OCHOBE 3HAaHUU OIIK-2.1/311 OcHOBHBIE 3Tabl U ANTOPUTMBI

pOQUIBHBIX OpraHu3aIK IPOEKTHOMN JEATEIIbHOCTH, BKITIOYAs

paszznenoB IUTAHUPOBAHKE, MHUITHALINIO, PEaH3alHIO,

MaTeMaTU4YeCKUX U COIIPOBOX/ICHUE, KOHTPOJIb U OLIEHKY IPOEKTa

€CTECTBEHHOHAYYHBIX YMmeTb:

JTUCITUTUTNH (MOIYJICH ) OIIK-2.1/¥YMm1 @opmynupoBarh 3a1a4u
npodecCHOHANBHON IeATeIhHOCTH B 001acTH
UH(POPMAIIMOHHOW 0€30MTaCHOCTH, ONUPAsiCh HA 3HAHUS
MaTeMaTH4eCcKHX M €CTECTBEHHOHAYYHBIX JUCLIUTUINH

Bnanets:

OIIK-2.1/HB1 HaBbikamu 3¢ (eKTHBHOTO B3aUMOICHCTBHS
C YYaCTHHKaMHM MIPOEKTa, pacrpeaesieH s 00s3aHHOCTEN U
OLIEHKU KaueCTBa BBIMIOJIHEHUS 3a/1a4

OIIK-2 Cnocoben [ToBbIIIEHHBIT

dhopmynupoBaTh

3a/auu

npodeccuoHaIbHOM MK OIIK-2.2 ®opMynupyeT eI BHIMOTHEHUS paboT 1

JIEATENILHOCTH HA
OCHOBE 3HAHUM

PO UITHHBIX
paszenoB
MaTreMaTHYECKHX U
€CTECTBEHHOHAYYHBIX
JUCITUTIINH (MOIYJICH )

npeasiaraeT MmyTH WX JOCTH)KCHUS TIPU OpraHU3aIuu
MIPOU3BOJICTBA U YIIPABJIICHUH B MPOo(deCCHOHABHOM chepe

3HaTh:
OI1IK-2.2/311 OCHOBBI TIOCTAaHOBKH LI€JI€H U 3a1a4 B
npodeccroHaTbHOM IEATETLHOCTH C YUETOM CIICIHU(UKH
nH()OPMAITMOHHON 0€30MTaCHOCTH

YMeTs:
OIIK-2.2/¥YMm1 @opMyaupoBaTh eI BHITOJIHEHUS paboT
B 00J1aCTH MH(POPMALIMOHHON OE€30MTaCHOCTH, UCXOAS U3
TpeboBaHUil MPOPECCUOHATEHON JESTSIEHOCTH U
npopUIBHBIX 3HAHUH
OIIK-2.2/¥YMm2 Ipemiarate 000CHOBAHHBIEC TYTH M METO/IBI
JOCTHYKEHUS TIOCTABICHHBIX LEJIeH C HCIOIb30BaHUEM
MaTeMaTU4eCKHX MOJIETeH U HayYHbIX METOJIOB

Bnanets:
OIIK-2.2/He1 HaBbikamMu CHCTEMHOTO aHAINM3a U CUHTE3a
npu GOPMYTUPOBAHUY TICTICH 1 331349 B
npoQeCCHOHATLHON CATEITEHOCTH




MK OIIK-2.3 OcymiecTBiusieT cOOp UCXOAHBIX JaHHBIX
JUISL COCTABJICHUS HAyYHO- TEXHUYECKOU, IPOCKTHOU U
CITy’K€OHOM TOKyMEHTAIUH

3HaTh:
OIIK-2.3/311 OcHOBHBIE HCTOYHUKH U BUJBI UCXOIHBIX
JTAHHBIX, HEOOXOIUMBIX JJIsi COCTABIICHUS
HayYHO-TEXHUUECKOU, IPOESKTHOM U CITy)eOHOM
JOKYMEHTAIH B 00JIaCTH WH(POPMALIMOHHOM
0€301acHOCTH

YMerTsb:
OIIK-2.3/YMmI1 TIpoBoauTh cUCTEMaTHUECKUI COOp 1
MEPBUYHBIN aHAJIN3 UCXOAHBIX JTAHHBIX, HEOOXOIUMBIX
JUIst pa3paboTKU TOKyMEHTALUN

Bnanets:
OIIK-2.3/HB1 HaBblkamu MpUMEHEHHSI COBPEMEHHBIX
WHCTPYMEHTOB U MPOTPaMMHBIX CPEACTB Uit cOopa 1
aHaJu3a JaHHBIX B 00J1acTH WH(DOPMAITMOHHON
0e30MmacHOCTH

MK OIIK-2.4 BeiOupaeT COOTBETCTBYIOITUE
POTPaMMHBIE IPOIYKTHI MM WX YacTH JJISl PEIICHUS
KOHKPETHBIX MPO(EeCCHOHATBHBIX 33124

3HaTh:
OIIK-2.4/311 OcHOBHBIE KaTEeropuH M (PYHKITHOHAITBHBIC
BO3MO)KHOCTH IIPOTPAaMMHBIX IPOJYKTOB, IPUMEHSIEMBIX B
nH()OPMAITMOHHON 0€30MTaCHOCTH

YMeTs:
OIIK-2.4/¥YMm1 OnenuBath U CpaBHUBATh IPOTPAMMHBIE
HPOIYKTHI U UX KOMIOHEHTHI 110 (PYHKIIMOHAIBHOCTH,
0€30MacHOCTH, Ha/IEKHOCTH U COBMECTUMOCTH

Bnaners:
OIIK-2.4/HB1 HaBbikamu paOoThI C COBpEMEHHBIMU
POTrPaMMHBIMU CPEACTBAMH U MHCTPYMEHTAMH,
NPUMEHSIEMBIMH B HH(POPMALIMOHHOM 0€30MacHOCTH

NJK OIIK-2.5 JleMOHCTpHUpYET HaBBIKH
ABTOMAaTU3UPOBAHHOTIO IPOEKTUPOBAHUS
TEXHOJIOTHYECKUX TPOLIECCOB

3HaTh:
OIIK-2.5/311 OCHOBBI aBTOMAaTH3UPOBAHHOTO
IPOEKTHPOBAHUS TEXHOJIOTHYECKHX MPOLIECCOB U UX
npUMeHeHre B MH(OpMaIIMOHHOM 0€301macHOCTH
YMmeTs:
OIIK-2.5/YMm1 HMcnonb30BaTh CrieMaIn3upPOBAHHOE
pOrpaMMHO€E oOecreueHue AJ1s1 aBTOMaTU3MPOBAHHOTO
IPOEKTUPOBAHUS TEXHOJIOTMYECKHUX MPOLIECCOB




Biagers:
OIIK-2.5/HB1 HaBbikamu paOoThl ¢ HHCTpYMEHTaMHU
ABTOMATH3UPOBAHHOTO MIPOEKTHUPOBAHUS, BKIIIOYAS
CO3[aHMe, PeAAKTUPOBAHUE U ONTHUMHU3ALUIO MOJIETIeH
IPOLIECCOB

MK OIIK-2.6 Bnageer HaBbIkaMu pa3pabOTKU U
COCTaBJICHHUS OT/EIBHBIX HAyYHO- TEXHUYECKUX,
NPOEKTHBIX U CIYKEOHBIX JOKYMEHTOB, O(pOpMIICHHUS
HAayYHO- TEXHUYECKUX OTYETOB, 0030pOB, MyOIMKAIII 11O
pe3ynbTaraM BBITOJTHEHHBIX paOboT

3HarTh:
OIIK-2.6/3u1 CtpykTypy 1 TpeOOBaHUS K
HayYHO-TEXHUUECKOU, IPOESKTHOM U CITy)eOHOH
JOKYMEHTAIINH B MpoQeCCUOHATBHOU chepe
UH(POPMAITMOHHON 0€30MaCHOCTH

YMerTsb:
OIIK-2.6/YMm1 Pa3zpabaTsiBaTh U COCTABISATH OT/ICIbHBIE
BU/JIbI TPO(eCcCHOHANBHON JOKYMEHTAIIUU:
HAy4YHO-TEXHUYECKUE OTUETHI, IPOCKTHHIE TOKYMEHTHI,
CITy)KEOHBIC 3aMICKU

Bnanets:
OIIK-2.6/HB1 HaBrsikamMy CHCTEMHOIO ITOIX0IA K
MOJITOTOBKE ¥ 0POPMIICHHUIO PO ECCUOHATHLHOM
JIOKYMEHTaIluU

NJK OIIK-2.7 BnageeT cOBpeMEHHBIMU TEXHOJIOTUIMH U
reonH(pOPMaIMOHHBIMHU CUCTEMaMU TSl 0hOpPMITCHHS
HAy4YHO- TEXHUYECKUX OTYETOB, 0030POB, IMyOIHUKAIIHH,
peueH3uit

3HaTh:
OIIK-2.7/3u1 ba3oBble MOHATHUS U BO3MOXXHOCTHU
reonHpopmannoHHbix cucteM (I'MC) u ux moreHIan
IPUMEHEHHUS B KOHTEKCTE PO eCcCHOHAIbHOM
JEeSITeIbHOCTH
OI1IK-2.7/3u2 Ipunnumnsl paboThl COBpEMEHHBIX
TEKCTOBBIX MPOIIECCOPOB, U3IATEITBCKUX CUCTEM U
WHCTPYMEHTOB JJIs1 OOPMIICHUS JOKYMEHTAIHH
YMerTsb:
OIIK-2.7/YMm1 Vcnonb30BaTh COBpEMEHHBIE
IIpOrpaMMHBIE CpPeICTBA AJIsi MOATOTOBKU U OPOPMIIEHUS
HAYYHO-TEXHUYECKHX OTUYETOB, 0030POB M IMyOIUKAITHI

Bnanets:
OIIK-2.7/HB1 HaBblkamMu HCTIOJIB30BaHUSI COBPEMEHHBIX
O(QUCHBIX U U3IATETBCKUX MPOTPAMM IS
npodeccroHanbHOTO 0(hOPMIICHUS TOKYMEHTOB




bazosniit

NJK OIIK-2.1 Ucnons3yeT 3HaHUE aJITOPUTMA
OpraHu3aIK BHITIOJIHEHUS paboT B poliecce MPOSKTHOM
JESTEIIBHOCTH

3HaTh:
OIIK-2.1/311 OcHOBHBIE 3Tabl U ANTOPUTMBI
OpraHu3aIK IPOSKTHOMN EATEIIbHOCTH, BKITIOYAs
IUTAHUPOBAHKE, MHUITHALINIO, PEaH3alHIO,
COITPOBOX/ICHUE, KOHTPOJIb U OLIEHKY IPOEKTa

YMeTs:
OIIK-2.1/¥Ym1 ®@opmynupoBats 3a1a4u
npodecCHOHANBHON IeATeIbHOCTH B 001acTH
nH(POPMAITMOHHOM 0€30MaCHOCTH, ONUPASICh HA 3HAHUS
MaTeMaTu4eCKHX M €CTECTBEHHOHAYYHBIX JUCIUTUINH

Bba3oBrrit

NJIK OIIK-2.2 ®opMynupyeT eI BHIMOTHEHUS paboT 1
npeiaraeT MyTH UX JOCTUKEHUS [IPU OpraHu3aluu
MIPOU3BOJICTBA U YIIPABJIICHUH B MPOo(dheCCHOHABHOM chepe

3HaTh:
OI1IK-2.2/311 OCHOBBI TIOCTAaHOBKH LI€JIEH U 3a1a4 B
npodeccroHaTbHOM IEATETLHOCTH C YUETOM CIICIHU(UKH
nH()OPMAITMOHHON 0€30MTaCHOCTH

YMeTs:
OIIK-2.2/Ym1 ®@opMyanpoBaTh LIEIH BHITOJIHEHHUS paboT
B 00J1aCTH MH(POPMALMOHHON OE€30MTaCHOCTH, UCXOAS U3
TpeboBaHUl MPOPECCUOHATEHON JeATSIIEHOCTH U
npOoQUIBLHBIX 3HAHUH
OIIK-2.2/¥Ym2 Ipeiarate 000CHOBAHHBIEC TYTH M METO/IBI
JOCTHYKEHUS TOCTABJICHHBIX LIEJIeH C HCIOIb30BaHUEM
MaTeMaTH4eCKUX MOJIEIeH U HayYHbIX METOJIOB

NJIK OIIK-2.3 OcymecTBisieT cO0p HCXOAHBIX JaHHBIX
JUJISL COCTABJIEHUS HAyYHO- TEXHUYECKOU, MPOESKTHON U
CITy’ke0HOM TOKYMEHTAlluu

3HaTh:
OI1IK-2.3/3a1 OCHOBHBIE HCTOYHUKHN U BHILI KCXOIHBIX
JIaHHBIX, HEOOXOOUMBIX IJII COCTABICHHUS
HAy4YHO-TEXHUYECKOM, MPOEKTHOMN U CITyKEOHOU
JTIOKyMEHTAIMU B 0071aCTH HH(GOPMAIIMOHHON
0e30IacCHOCTH

YMeTh:
OIIK-2.3/¥Yml IIpoBoauTh cuCTEMaTH4YeCcKHii cOOp U
MIEPBUYHBIN aHATTN3 UCXOAHBIX TAHHBIX, HEOOXOIUMBIX
JUTSE pa3paboOTKU TOKyMEHTAIIUN




MK OIIK-2.4 BriOupaeT cOOTBETCTBYIONINE
IIPOrpaMMHBbIE TPOAYKTHI MJI UX YaCTH JJIs PEILICHUS
KOHKPETHBIX MPO(eCCHOHATBHBIX 3aa4

3HaTh:
OI1IK-2.4/311 OcHOBHBIE KaTeropuu 1 ()yHKIIMOHATIbHBIE
BO3MO)KHOCTH IIPOTPAMMHBIX IPOJYKTOB, IPUMEHSIEMBIX B
UH(POPMAITMOHHON 0€30MaCHOCTH

YMmerTs:
OIIK-2.4/YMm1 OnenuBath U CpaBHUBATH IPOTPAMMHBIC
IPOIYKTHI U UX KOMIIOHEHTHI 110 (PyHKIIMOHAIBHOCTH,
0€30I1aCHOCTH, Ha/IeXXHOCTH U COBMECTUMOCTH

NJK OIIK-2.5 /IeMOHCTpUPYET HaBBIKU
ABTOMAaTU3UPOBAHHOTO IPOEKTUPOBAHUS
TEXHOJIOTUYECKUX MPOIIECCOB

3HaTh:
OIIK-2.5/311 OcHOBBI aBTOMAaTH3HUPOBAHHOTO
MPOEKTUPOBAHHUS TEXHOJIIOTUYECKUX MPOIIECCOB U UX
pUMeHEeHre B UHPOPMAITMOHHOM 0€301MacHOCTH
YMeTs:
OIIK-2.5/¥YMm1 Hcnonb30BaTh CEMAIN3UPOBAHHOE
nporpaMMHOe oOecrieueHue J1si aBTOMAaTU3HPOBAHHOTO
POEKTHPOBAHUS TEXHOJIOTHYECKHX IPOLIECCOB

MK OIIK-2.6 Bnageer HaBblkaMu pa3pabOTKU U
COCTaBJICHHUS OT/IEIBHBIX HAyYHO- TEXHUYECKUX,
NPOEKTHBIX U CIYXKEOHBIX JOKYMEHTOB, O(pOpPMIICHHUS
HAayYHO- TEXHUYECKUX OTYETOB, 0030pOB, MyOINKAIII 11O
pe3ynbTaraM BBITOJTHEHHBIX paboT

3HaTh:
OIIK-2.6/3u1 CtpykTypy 1 TpeOOBaHHS K
HayYHO-TEXHUUECKOU, IPOESKTHOM U CIIy)eOHOU
JOKYMEHTAIH B PO EeCCHOHAIBHOM cepe
UH(POPMAITMOHHON 0€30IaCHOCTH

YMmeTs:
OIIK-2.6/YM1 Pa3zpabaTsiBaTh U COCTABISATh OT/ICIbHBIE
BUIBI TPO(hecCHOHATBHON TOKYMEHTALIUU:
HAay4YHO-TEXHUUYECKUE OTYETHI, IPOEKTHBIE JOKYMEHTHI,
CITy)KEOHBIC 3aMICKU

NJK OIIK-2.7 BnageeT cOBpeMEHHBIMU TEXHOJIOTUSIMH U
reonH(GpOPMaIMOHHBIMU CUCTEMaMU TSl 0hOPMITCHHS
HAy4YHO- TEXHUYECKUX OTYETOB, 0030POB, IMyOIHUKAIIHH,
peueH3uit

3HaTh:
OIIK-2.7/3u1 ba3oBbie MOHATHS 1 BO3MOKHOCTH
reonHpopMannoHHbIX cucteM (['TMC) u ux moTeHIman
PUMEHEHHUS B KOHTEKCTE PO eCcCHOHAIbHOM
JEeSITeIbHOCTH




OI1IK-2.7/3u2 Ipuniumnsl paboThl COBPEMEHHBIX
TEKCTOBBIX MPOLECCOPOB, U3/1aTEIBCKUX CUCTEM H
WHCTPYMEHTOB JJIs1 0OPMIICHHUS JOKYMEHTAIHH

YMerTsb:
OIIK-2.7/YMm1 Vcnonb30BaTh COBpEMEHHBIE
IIPOrpaMMHBIE CpPeICTBA AJIsi MOATOTOBKU U OPOPMIICHUS
HAYYHO-TEXHUYECKHX OTUYETOB, 0030POB M MMyOIUKAITHI

[ToporoBbiii

NJK OIIK-2.1 Mcnonb3yeT 3HaHUE alropuTMa
OpraHM3al1H BBITOJHEHUS paboT B poLecce MPOEKTHOM
JEeSITeIbHOCTH

3HaTh:
OIIK-2.1/311 OcHOBHBIE ATAbl U ATOPUTMBI
OpraHHU3aIy MPOEKTHON AESITENbHOCTH, BKIIIOYAs
IUTAHUPOBAHKE, MTHUIMALINIO, PealIU3alltIo,
COIPOBOXK/IEHNE, KOHTPOJIb U OLIEHKY IIPOEKTa

MK OIIK-2.2 ®opmynupyeT 1en BBIITOTHEHUS padoT U
IpeUIaraeT MyTH UX JOCTUKEHUS IIPU OpraHu3alun
IPOM3BOCTBA M YIPABJICHUH B NPo(dhecCHoHaNbHOM chepe

3HaThb:
OI1K-2.2/311 OcHOBBI HOCTAHOBKH IIEJIEN U 3a/1a4 B
npodhecCHOHANBHON NeATEeIHbHOCTH C YUYETOM Crielu(pUKU
UH(POPMAITMOHHON 0€30MaCHOCTH

NJIK OIIK-2.3 OcymecTBisieT cO0p HCXOAHBIX JaHHBIX
JUJIsL COCTABJIEHUS HAyYHO- TEXHUYECKOU, MPOESKTHON U
CITy’ke0HOM TOKYMEHTAlluu

3HaTh:
OI1IK-2.3/3a1 OCHOBHBIE HCTOYHUKHN U BHILI KCXOIHBIX
JIaHHBIX, HEOOXOOUMBIX IJII COCTABICHHUS
HAy4YHO-TEXHUYECKOM, MPOEKTHOMN U CITyKEOHOU
JIOKyMEHTAIIMU B 0071aCTH MH(HOPMAIIMOHHON
0e30IacCHOCTH

MK OIIK-2.4 BeiOupaeT cOOTBETCTBYIOIINE
IIPOrpaMMHBbIE TPOAYKTHI MJIM UX YaCTH JJIs PEILICHUS
KOHKPETHBIX MPO(eCCHOHATBHBIX 3a1a4

3HaTh:
OI1IK-2.4/311 OcHOBHBIE KaTeropuu 1 ()yHKIIMOHATIbHBIE
BO3MO)KHOCTH IIPOTPAMMHBIX IPOJYKTOB, IPUMEHSIEMBIX B
UH(POPMAITMOHHOW 0€30MaCHOCTH

NJK OIIK-2.5 /IeMOHCTpUpPYET HaBBIKU
ABTOMAaTU3UPOBAHHOTO IPOEKTUPOBAHUS
TEXHOJIOTUYECKUX MPOIIECCOB

3HaTh:
OIIK-2.5/311 OcHOBBI aBTOMAaTH3HUPOBAHHOTO
MPOEKTUPOBAHHUS TEXHOJIIOTUYECKUX MPOIIECCOB U UX
pUMeHEHre B UHPOPMAITMOHHON 0€301MacHOCTH




MK OIIK-2.6 Bnageer HaBblkaMu pa3pabOTKU U
COCTaBJICHHUS OT/IEIBHBIX HAyUYHO- TEXHUYECKUX,
NPOEKTHBIX U CIYXKEOHBIX JOKYMEHTOB, O(pOpPMIICHHUS
HayYHO- TEXHUYECKUX OTYETOB, 0030pOB, MyOIMKAIII 11O
pe3ynbTaraM BBITOTHEHHBIX paOboT

3HaTh:!
OIIK-2.6/3u1 CtpykTypy 1 TpeOOBaHHS K
HayYHO-TEXHUUECKOU, IPOSKTHOM U CIIy»)eOHOU
JOKYMEHTAIH B IPO(EeCCHOHAIBHOMN cepe
UH(POPMAITMOHHON 0€30MaCHOCTH

NJK OIIK-2.7 BnageeT cOBpeMEHHBIMU TEXHOJIOTUSIMH U
reonH(pOPMaIMOHHBIMHU CUCTEMaMU TSl 0hOPMITCHHS
HAy4YHO- TEXHUYECKUX OTYETOB, 0030POB, IMyOIHUKAIIHH,
peleH3uit

3HaTh:
OIIK-2.7/3u1 ba3oBble MOHATHUS U BO3MOXHOCTHU
reonHpopmannoHHbIX cucteM (I'TMC) un ux moreHIMan
PUMEHEHHUS B KOHTEKCTE PO eCcCHOHAIbHOM
JEeSITeIbHOCTH
OI1IK-2.7/3u2 Ipunnumnsl paboThl COBpEMEHHBIX
TEKCTOBBIX MPOIIECCOPOB, U3IATEIBCKUX CUCTEM U
WHCTPYMEHTOB i1 OOPMIICHUS JOKYMEHTAIHH

OIIK-10 Cnocoben
MOHUMATh MPUHIUIIBI
paboThI COBPEMEHHBIX
MH(pOPMAITMOHHBIX
TEXHOJIOTUH U
MCIIOJIB30BaTh UX IS
pelieHus 3aaa4q
npodeccuoHaIbHOM
NeSITeIbHOCTH

IToBbITIEHHBIN

MK OIIK-10.1 /IleMoHCTpUpPYET 3HAaHHE COBPEMEHHBIX
UH(POPMAITMOHHBIX TEXHOJIOTHH, IPUHIUIIOB
B3aMMOJICHCTBUS CO CITyKOaMu HH()OPMAIIMOHHBIX
TEXHOJIOTHUM.

3HaTh:
OIIK-10.1/3u1 CoBpemenHbIe HHPOPMAITHOHHBIE
TEXHOJIOTHH, BKJIIOYasi apXUTEKTYPy KOMITBIOTEPHBIX
CHUCTEM, CETH, 00JIaUuHbIC CEPBUCHI U 0A3bI JAHHBIX

YMmeTs:
OIIK-10.1/YM1 Ananu3upoBaTh U OIICHHBATH
Bo3MOkHOCTH U T-cuctem ¢ Touku 3peHunst 6e30MacHOCTH
U COOTBETCTBHA TPeOOBaHUAM MpodeccnoHaIbHOR
JESTEIIBHOCTH

Bnagers:
OIIK-10.1/HB1 HaBbikamu pabOTHI C COBPEMEHHBIMU
NT-cucreMamu 1 cepBrcamu, BKIIXO4asi CpeICTBA
KOMMYHHMKanuu U ynpasienus UT-pecypcamu

NJK OIIK-10.2 [IpumeHnsieT MeTOAbI U MPOrpaMMHbIE
cpencTBa 00paboTKU 1em0BOM HH(OPMAITUU BO
B3aMMOJICHCTBHH CO CITy>KOaMU MH(OPMAITMOHHBIX
TEXHOJIOTUU

3HaTh:
OIIK-10.2/3u1 OcHOBHBIE METOIBI 0OPAOOTKH JACIOBOM
nH(}OpMAITUU U UX 3HaYEHHE B TPOPECCUOHATEHOM
eI TCIIbHOCTH




YMmeTs:
OIIK-10.2/¥Ym1 HMcnons30BaTh MporpaMMHBIE CPEICTBA
st 3QPeKTUBHOM 00paboTKM AeT0BOI HH(pOpMALIUN:
CO3J1aHMe, PeAAKTUPOBAaHKE, XPAaHEHUE U TIepeaada
JIOKYMEHTOB U JIaHHBIX

Bnagers:
OIIK-10.2/HB1 HaBbikamu pabOTHI C COBPEMEHHBIMH
POTrPaMMHBIMU IPOIYKTaMU JJIs1 0OpabOTKH J1EI0BOM
UH(OPMAIUH, BKIIIOYask CIIEHUATU3UPOBAHHBIE CHCTEMBI U
UHCTPYMEHTHI

MK OIIK-10.3 Bnaneet HaBbIkaMu 3 PEKTUBHOTO
UCTIOJIb30BaHMsI KOPIOPATUBHBIX WH(POPMALIMOHHBIX
CHCTEM IIpH peIIeHUH 3a]1a4 npodeccnoHaIbHOR
JeSITeTbHOCTH

3HaTh:
OIIK-10.3/3u1 OcHOBHBIE KOMIIOHEHTHI H APXUTEKTYPY
KOPIIOPAaTHUBHBIX HHPOPMALTMOHHBIX CUCTEM, UX (DYHKLIUU
¥ Ha3HauYeHUE

YMmeTs:
OIIK-10.3/Ym1 Mcnonp3oBark (pyHKIIMOHATIbHbIE
BO3MO)KHOCTH KOPIIOPATUBHBIX HHPOPMAITMOHHBIX CUCTEM
JUISL pelIeHns: IpoQeCCHOHAIBHBIX 3a/1a4

Bnagers:
OIIK-10.3/HB1 HaBbikamu paboOTHI C COBPEMEHHBIMH
KOPIOPAaTUBHBIMH WH(OPMALIMOHHBIMUA CUCTEMaMH U X
OCHOBHBIMU MOJYJISIMH

bazosniit

MK OIIK-10.1 /IleMoHCTpUpPYET 3HAaHHE COBPEMEHHBIX
UH(POPMAITMOHHBIX TEXHOJIOTHH, PUHIIUIIOB
B3aMMOJICHCTBUS CO CITykKO0aMu HH()OPMAIIMOHHBIX
TEXHOJIOTHUH.

3HaTh:
OIIK-10.1/3u1 CoBpemenHbIe HHPOPMAITHOHHBIE
TEXHOJIOTHH, BKJIIOUYasi apXUTEKTYPy KOMITBIOTEPHBIX
CHUCTEM, CETH, 00JIaUuHbIC CEPBUCHI U 0A3bI JAHHBIX
YMeTs:
OIIK-10.1/YMm1 Ananu3upoBaTh U OIICHHBATH
BOo3MOkHOCTH U T-cuctem ¢ Touku 3peHunst 6e30MacHOCTH
U COOTBETCTBHA TPeOOBaHUAM MpodeccnoHaIbHOR
JeSITeTbHOCTH

NJK OIIK-10.2 [IpumeHnsieT MeTOAbI U MPOrpaMMHbIE
cpencTBa 00paboTKU 1em0BOM HH(OPMAITUU BO
B3aMMOJICHCTBHH CO CITy>KOaMU MH(OPMAITMOHHBIX
TEXHOJIOTUU

3HaTh:
OIIK-10.2/3u1 OcHOBHBIE METOIBI 0OPAOOTKH JACIOBOM
nH(}OpMAITUU U UX 3HaYEHHE B TPOPECCUOHATEHOM
eI TCIIbHOCTH




YMmeTs:
OIIK-10.2/¥Ym1 HMcnons30BaTh MporpaMMHBIE CPEICTBA
st 3QPeKTUBHOM 00paboTKM AeT0BOI HH(pOpMALIUN:
CO3J1aHMe, PeAAKTUPOBAaHKE, XPAaHEHUE U TIepeaada
JIOKYMEHTOB U JIaHHBIX

MK OIIK-10.3 Bnaneet HaBbIkaMu 3PEKTUBHOTO
UCTIOJIb30BaHMsI KOPIOPATUBHBIX WH(POPMALIMOHHBIX
CHCTEM IIpH pelIeHUH 3a/1a4 npodeccnoHaIbHOR
JeSITeTbHOCTH

3HaTh:!
OIIK-10.3/3u1 OcHOBHBIE KOMIIOHEHTHI H APXUTEKTYPY
KOPIOPATHUBHBIX HHPOPMALIMOHHBIX CUCTEM, UX (DYHKLIUU
Y Ha3HauYeHUe

YMmeTs:
OIIK-10.3/Ym1 Mcnons3oBarhk (pyHKIIMOHATIbHbIE
BO3MO)KHOCTH KOPIIOPATUBHBIX HHPOPMAITMOHHBIX CUCTEM
JUISL pelIeHns: NpoQeCcCHOHABHBIX 3a/1a4

IToporossiii MK OIIK-10.1 /IleMoHCTpUpPYET 3HAaHHE COBPEMEHHBIX
UH(POPMAITMOHHBIX TEXHOJOTHH, TPUHIIUIIOB
B3aMMOJICHCTBUS CO CITykKOaMu MH()OPMAIIMOHHBIX
TEXHOJIOTHUH.

3HaTh:
OIIK-10.1/3u1 CoBpemenHbIe HHPOPMAITHOHHBIE
TEXHOJIOTHH, BKITIOUAsI ADXUTEKTYPy KOMITBIOTEPHBIX
CHUCTEM, CETH, 00JIaUuHbIC CEPBUCHI U 0A3bI JAHHBIX

NJK OIIK-10.2 [IpumeHsieT MeTOAbl U MPOrpaMMHbIE
cpencTBa 00paboTKU Aen0BOM HH(OPMAITUH BO
B3aUMOJICHCTBHUH CO CITy)KOaMU MH(OPMAITMOHHBIX
TEXHOJIOTUU

3HaTh:
OIIK-10.2/3u1 OcHOBHBIE METOBI 0OPAOOTKH JCIOBOM
nH(}OpMAITUU U UX 3HaYEHHE B MPOPECCUOHATEHOM
eI TCIIbHOCTH

NJIK OIIK-10.3 Bnageet HaBbikamu 3¢ (HEKTHBHOTO
UCTIOJIb30BaHMsI KOPIIOPATUBHBIX WH(OPMAIIMOHHBIX
CHCTEM TP pEIICHUH 3a1a4d mpodeccnoHaIbHON
JeSITeTHHOCTH

3HaTh:
OIIK-10.3/3u1 OcHOBHBIE KOMITOHEHTHI U APXUTEKTYPY
KOPIOPATUBHBIX HUH()POPMALIMOHHBIX CUCTEM, UX (QYHKIIHH
Y Ha3HauYeHUe

3. [IIxaja oneHUBAHUSA

'OueHKa VKpI/ITepI/II/I orieHuBaHus (nepeueHsb copmupoanasix UJIK/3VB)



3auTeHo

VYK-8.1 Ananusupyet (pakTopsl BpeJHOTO BIUSHHS HA )KU3HEACATEIbHOCTD
AIIEMEHTOB Cpebl OOUTAHUS (TEXHUYECKUX CPEACTB, TEXHOJIOTHIECKIX
IIPOLIECCOB, MAaTEPUAJIOB, 3JaHUI U COOPYKEHHM, TPUPOJHBIX U COLMAIIbHBIX
SIBIICHUI )

VK-8.1/382 N neHTudHUKaNio TPaBMUPYIOIINX, BPEIHBIX U TOPAXKAIOIINX
(baKTOpOB UpE3BBIYANHBIX CUTyalUi

VYK-8.1/311 ®akTopsl BpeIHOTO BIUSHUS HA )KU3HEACIATEIBHOCTD SIIEMEHTOB
cpeabl 00UTaHus (TEXHUYECKHX CPENICTB, TEXHOJIOTHUECKUX MPOLIECCOB,
MaTepualoB, 30aHUH U COOPYKEHUH, IPUPOAHBIX U COLIMAIIBHBIX SIBICHUN)

VK-8.2 Unentudunupyer onacHsie U BpeAHbIe (PaKTOPBI B paMKax
OCYILIECTBIISIEMON JIEATEIbHOCTH
VK-8.2/3u1 OnacHele u BpenHbie (PaKTOphl B paMKax OCYIIECTBIIEMOU
JIeATETbHOCTH
VYK-8.2/302 ®u3znonornueckue mociaeaCcTBUA BO3ACHCTBIS Ha YEIIOBEKA
TPaBMHUPYIOIIHNX, BPEIHBIX U MOpaXKarouux (GakTopoB

YK-8.3 BrrsBisietr mpo0sieMbl, CBSI3aHHBIE C HAPYIICHHUEM TEXHUKU
0e30macHOCTH Ha paboueM MecTe, MpeiaraeT MEpONPHUATHS M0 MPEJOTBPALICHUIO
Ype3BbIYANHBIX CUTYyaluil
VYK-8.3/312 CpencTtBa u METObI IOBBIIIEHHS 0€30MTaCHOCTH M YCTOMYUBOCTH
TEXHUYECKHUX CPEACTB U TEXHOJIIOTMYECKUX MPOIIECCOB
VK-8.3/311 TexHuky Ge3omacHOCTH Ha pabodeM MECTe U Mephl IPEIOTBPALICHHUS
Ype3BbIYANHbIX CUTYyalUil

VYK-8.4 PazpsicHseT npaBuia MOBEACHUS TP BO3SHUKHOBEHUH
Ype3BBIYaWHBIX CUTYAIM IPUPOAHOTO U TEXHOTEHHOT'O MPOUCXOXKICHHS,;
OKa3bIBACT MEPBYIO MIOMOIIIb, OMUCHIBAET CIIOCOOBI YYaCTHUS B BOCCTAHOBUTEIBHBIX
MEPOTIPUATHSIIX
VK-8.4/3n2 I1lpaBuia nmoBeaeHUs NP BOSHUKHOBEHUH YPE3BBIYAWHBIX CUTYAIHH
IPUPOIHOTO ¥ TEXHOTEHHOTO MPOUCXOKICHHS
YK-8.4/3u1 [Ipunnmmbe! 6€30MacCHOCTH KUZHEACITEILHOCTH U TTOPSIOK
NpUMEHEHHUs UX B paboTe

OIIK-2.1 Hcnonp3yeT 3HaHUE aJIrOPUTMa OpraHU3alluy BBIITOJIHEHUS
pabot B mporiecce MPOEKTHOM IeATeIbHOCTH
OIIK-2.1/311 OcHOBHBIE 3Tanbl ¥ AJTOPUTMBI OPTraHU3ALNUU TPOESKTHOM
NesITeIbHOCTH, BKIIOYas TNIAHUPOBAHNE, MHUIHALIMIO, PEaTH3alltIo,
COIIPOBOX/ICHUE, KOHTPOJIb U OLIEHKY IPOEKTa

OIIK-10.1 /IeMmOHCTpUpYyeT 3HAaHUE COBPEMEHHBIX HH(POPMAITMOHHBIX
TEXHOJIOTHiA, TPUHIIMIIOB B3aUMOACHCTBHS CO CTyk0amMu WH(POPMALIMOHHBIX
TEXHOJIOTHUM.

OIIK-10.1/3u1 CoBpemenHbIe HHPOPMAITIOHHBIE TEXHOJIOTUH, BKITIOYAst
APXUTEKTYPY KOMIBIOTEPHBIX CUCTEM, CETH, 0OTaYHbIe CEPBHUCHI U 0a3bl TaHHBIX

OIIK-10.2 ITpumeHsieT METOBI M TPOrpaMMHBIE CPEeACTBa 00padOTKU
J1eNToBOM MH(OpMAIK BO B3aMMOJICHCTBHUHU CO CITY>KOaMu MHPOPMAITMOHHBIX
TEXHOJIOTUH
OIIK-10.2/3u1 OcHOBHBIE MeTO/IBI 0OPa0OTKM AeT0BOM MH(OPMALIUU U UX
3Ha4YeHHUE B MPO(ECCHOHATBHON NesITeTbHOCTH

OIIK-2.2 ®opmMyaupyeT LeIH BBIIOIHEHHUs paboT U mpearaeT myTy ux
JOCTH)KEHUS TIPH OpraHU3alliy IPOU3BOICTBA U YIIPABICHUH B
npodeccruoHanbHOU chepe
OIIK-2.2/311 OcHOBBI HOCTAHOBKH LieJIeH U 3a/1a4 B MpodeccnoHaIbHON
NEeSITEILHOCTH € yYeTOM creliu(uky nHPOPMALMOHHOM O€30MacCHOCTH




OI1IK-2.3 OcymiectBisieT cOOp UCXOAHBIX TaHHBIX JUIS COCTABICHUS
Hay4YHO- TEXHUYECKOH, MPOEKTHON U CITy)KEOHOH TOKYMEHTALUU
OI1K-2.3/311 OcHOBHBIE HCTOYHUKHN U BUIBI UCXOMHBIX TAHHBIX, HEOOXOIUMBIX
JUISL COCTaBJICHUS HAYYHO-TEXHUYECKOM, MPOEKTHON U CITy)KEOHOM TOKYMEHTaLUU
B 0051acTH MH(POPMALMOHHOM 6€30MaCHOCTH

OIIK-10.3 Brnageer HaBbIkaM# 3((HEKTUBHOTO UCIIOIH30BAHUS
KOPIOPAaTUBHBIX HHPOPMALMOHHBIX CUCTEM IIPH PEILICHUU 3a71a4
npodeccCHOHATBFHON AEATEIbHOCTH
OIIK-10.3/3u1 OcHOBHBIE KOMIIOHEHTHI H APXUTEKTYpPy KOPIIOPATUBHBIX
UH(POPMAIIMOHHBIX CUCTEM, UX (YHKLIUHU U HA3HAYCHHE

OIIK-2.4 BeibupaeT cOOTBETCTBYIOIINE TIPOTPAMMHBIC TTPOAYKTHI HITH MX
YacTH JJIs peIIeHUs] KOHKPETHBIX MPO(ECCHOHAIBHBIX 3a/1a4
OIIK-2.4/311 OcHoBHBIE KaTeropuu U (yHKIIMOHATIHHBIE BOBMOXXHOCTH
IPOTrPaMMHBIX MPOYKTOB, IPUMEHSIEMbIX B MHPOPMAITHOHHON 6€30aCHOCTH

OIIK-2.5 JleMOHCTpHUpYyET HaBBIKM aBTOMAaTU3UPOBAHHOTO
IIPOEKTUPOBAHUS TEXHOJIIOTHYECKUX MPOIIECCOB
OIIK-2.5/311 OCcHOBBI aBTOMAaTH3UPOBAHHOTO MTPOEKTUPOBAHUS TEXHOIOTUYECKUX
NPOIIECCOB M UX MTPUMEHEHHE B MHPOPMAITMOHHON 6€3011aCHOCTH

OIIK-2.6 BnaneeT HaBbIKaMU pa3pabOTKH U COCTABJICHUS OTIEIbHBIX
HAayYHO- TEXHUYECKUX, IPOCKTHBIX U CIY)KEOHBIX JOKYMEHTOB, 0(hOpMIICHUS
HAay4YHO- TEXHUYECKUX OTYETOB, 0030pOB, MyOIMKAIUI 10 pe3ylbTaTaM
BBINOJIHEHHBIX PaboOT
OIIK-2.6/3u1 CtpykTypy 1 TpeOOBaHUS K HAYYHO-TEXHUYECKOM, TPOEKTHOMN U
CIIy’K€OHOM JOKYMEHTAIMH B PO ECCHOHAIBHON chepe HHPOPMAITUOHHON
6e30macHOCTH

OIIK-2.7 Bnaneet COBpeMEHHBIMH TEXHOJIOTUSIMU U
reoMH(pOPMAITIOHHBIMU CUCTEMAMU JJIs1 0()OPMIICHUS] HAYYHO- TEXHUUECKHUX
0TYETOB, 0030pOB, MyOINKAINH, peLleH3ni
OIIK-2.7/311 ba3zoBble MOHATHS U BO3MOXKHOCTH T€OMH()OPMAIIMOHHBIX CUCTEM
(T'C) n ux moTeHIMaI MPUMEHEHUS B KOHTEKCTE TIPO(heCcCHOHAIBHOM
JESITENIBHOCTH
OI1IK-2.7/3u2 Ilpunnumnsl paboThl COBPEMEHHBIX TEKCTOBBIX MTPOIIECCOPOB,
U3/1aTeNICKUX CUCTEM U MHCTPYMEHTOB Il OhOPMIICHUS TOKYMEHTALUU

He 3auteno

Pesynbrarsl 00yueHus He cOPMUPOBAHBI HAa JOCTAaTOYHOM YPOBHE

4. KoHTpOJIbHbIE MEPONIPUSATHUS MO TUCHUTIINHE

Bun xonTposns

®dopma koHTPOIIs/O1IEHOYHOE CPECTBO

Texymuit kouTposib | TecTupoBanue

[IpomesxyTouHas KontponbsHas pabora
arrecTraus 3auer
Bua koHTpOJISI/ HCOIB3yeMble
Ne KonTpoaupyem
HanmenoBanue pasiea POHPY OLICHOYHBIE MAaTepPHaJIbI
n/n bl¢ I/II[K - IIpomexyT.
Texymmi
arTrecranus




1 |Mudopmanunonnas 6ezonacuocts |YK-8.1 YK-8.2 3auer
B CHCTEME HallMOHAJILHOM VK-8.3 YK-8.4
Oe3omacHocTu Poccuiickoit OIIK-2.1
Oenepauuu OIIK-2.2
OIIK-2.3
OIIK-2.4
OIIK-2.5
OIIK-2.6
OIIK-2.7

2 |Mudopmarmonnas BoiiHa, metoabl | YK-8.1 YK-8.2 3auer
U CPEICTBA €€ BEACHUSA VYK-8.3 YK-8.4
OIIK-2.1
OIIK-2.2
OIIK-2.3
OIIK-2.4
OIIK-2.5
OIIK-2.6
OIIK-2.7

3 |O6Gecneuenus unpopmarmonnoit |OITK-2.6 TectupoBanue 3auer
0€301aCHOCTH KOMITBIOTEPHBIX OIIK-2.7

CUCTEM OIIK-10.1
OIIK-10.2
OIIK-10.3

5. Ilopsaaok nmpoBeeHusI MPOMEKYTOUYHOM aTTeCTAIUMN

[lopsnoxk mpoBeeHMsT NPOMEKYTOUHOM  arTecTalluyd PENIaMEHTHPYETCS  JIOKaJIbHBIMU
HOpMaTHBHBIMU aKTaMU YHHUBEpPCUTETA:
- Ilonmoxenuem o Qopmax, NEPUOJUYHOCTH, TOPAIKE TEKYIIEro KOHTPOJIS YCIIEBAEMOCTH H
MPOMEXYTOYHON aTTecTalui OOy4aroIluXcsi 10 OCHOBHBIM 00pa30BaTelIbHBIM IpOrpaMMaM
BBICIIIETO O0pa3oBaHMsA — MporpaMMmaM OakajlaBpuaTa, MporpaMMaM CIHEIHAIUTETa, MporpamMmaM
MarucTpaTypbl B QenepaJbHOM TOCYIapCTBEHHOM OIODKETHOM 00pa30BaTeIbHOM YUPEKIACHUU
BbICIIEr0 00pazoBaHus «MOCKOBCKHI TOCYJapCTBEHHbIM YHHBEPCUTET T'€OE3UU U KapTorpadum,
1.6 «Opranu3zanus 1 NpoBeIeHUE MPOMEKYTOUHOM aTTECTALUN.
- TlonoxxeHneM O MOPSAKE OCYLIECTBICHHS O0pa30BaTEIbHOTO IMPOLECca, MPOBEICHHS TEKYIIETo
KOHTpOJISl YCIIEBAEMOCTHM M IPOMEXKYTOYHOW arrecTaluu OOydyarouuxcsi C [PUMEHEHUEM
ANIEKTPOHHOTO OOyYeHUS W AMCTAHIMOHHBIX OOpa30BATENIbHBIX TEXHOJIOTUH B (eaeparbHOM
TOCYIJapCTBEHHOM  OIO/[DKETHOM  00pa30BaTeIbHOM  YUPEXKACHWU  BBICIIETO  00pa30BaHMA
«MOCKOBCKHI TOCYIapCTBEHHBI YHUBEPCUTET Teofe3ud M Kaprorpadpum», mn.8 «IIpoBenenue
IIPOMEXKYTOYHOM arrectauuu ¢ npumeHenuem 20 u JOT».

Ilpomesxcymounas ammecmayus. 3auem, 5 cemecmp.

3adeT OLIEHUBAETCS 1O CICAYIOMIEH IIKaJIe:

- OIICHKA «3a4TE€HO)» BBICTABIISIETCS, €CliM 00yJarouiicss UMeeT ITyOOKHe, HCUEPIbIBAIOIINE 3HAHUS
B 00bEME OCBOCHHOM MPOTPaMMBbI; 3HAHUE OCHOBHOW (00sI3aTENBHOM) JUTEPATyphl; JaeT
MPaBWJIbHBIE U YBEPEHHbIE OTBETHI, CBUJIETEIBCTBYIONINE O HAIMYUHU TBEPJAbIX 3HAHUI U HABBIKOB B
WCIIOJb30BaHUM TEXHHUUYECKHX CpPEJCTB; TOJHOE, YETKOE, I'PaMOTHOE M JIOTUYECKU CTPOHHOE
U3JIOKEHHE MaTepuana; JeMOHCTPUPYET CBOOOIHOE MPUMEHEHHE TEOPETHUECKUX 3HAHMI; a TaKxke
aBTOMAaTUYECKHU, KOrJa O0yJaromuics 3a MPOMEXYTOUHYIO aTTeCTAI[MI0 UMEET OLICHKU «OTIUYHOY;

- OIICHKAa «HE 3aYTEHO» BBICTABISIETCS OOydaroumieMycs B Cllydae HaJIW4Usl TPyObIX OIIMOOK MpHU
U3JIOKEHUH OTBETa HAa OCHOBHBIE BOIPOCHI MPOTPAMMBI, CBHIETEIbCTBYIONIMX O HEMPAaBHILHOM
MOHMMAHUU TIPEAMETa; MPHU pPELICHUU MPaKTUUYEeCKUX 3ajad IOKAa3aHO HE3HAHHE CIOCOOOB HX
pelIeHus, MaTeprall U3JI0KeH OeCopsAI0YHO U HEYBEPEHHO.

6. OnleHOYHbIE MaTePUAJIbI TEKYLIEr0 KOHTPOJIA




Pa3zoen 3. Obecneuenusn unpopmayuoHHoU 0€30NACHOCMU KOMNbIOMEPHBIX CUCHEM
Konmponupyemvie H/IK: OIIK-2.6 OIIK-2.7 OIIK-10.1 OIIK-10.2 OIIK-10.3

Tema 3.1. Memoowl u cpeocmea obecneuenus UHGOPMAYUOHHOU OE30NACHOCU KOMNbIOMEPHBIX
cucmem

dopma KOHTPOJIs1/0LIEHOYHOE CPeCTBO: TecTupoBaHue
Bomnpocsi/3ananus:
1. OcHOBHBIE PUHIMITBI HH()OPMAIIMOHHOMN 0€301acHOCTH:

1) KonduneHnanbHOCTD, 11EI0OCTHOCTD, TI0CTYITHOCTh
2) KonduneHunaibHOCTb, ay TEHTUYHOCTb, JOCTYTHOCTD
3) KonduneHnanbHOCTD, 1IEI0CTHOCTD, AKTYaJTbHOCTh
4) IlenocTHOCTD, JOCTYITHOCTD, OTKa30yCTOMYMBOCTh

2. Yto sBIAETCS OCHOBHOM II€JIBIO0 ATAKU THUIA COIL[MATIbHON UHKEHEPUH?

1) OO6xom TeXHHYECKHX CpPEICTB 3aIiuThl (OpaHAMay’poB, AHTUBUPYCOB) IIyTEM B3JioMa
ysizBumocteit 110.

2) MaHumyasIus JTIOIBMU C [ENbI0 TOMyUYeHUs] KOH(PHUISHITHAThHON HH(OPMAIIUU WIH COBEPILICHUS
ONPENCIICHHBIX ICUCTBUMN.

3) 3apaxxeHne KOMIIbIOTEpOB BpeoHOCHBIM 10 uepe3 ysa3BUMOCTH B ONIEPALIMOHHON CUCTEME.

4) Kpaxka ¢usnueckux HocuTese nHpopManuu (KECTKUX TUCKOB, (IeleK).

3. Kak Ha3bIBaeTCsi TEXHHMKA COLMAIBHON WMHXKXEHEPUHU, MPU KOTOPOU 3IIOYMBIIIJIEHHUK
3apaHee MPHUIYyMbIBAET MPaBIONOAOOHBIA ClieHapuil (JIereHay) AJisi YCTAaHOBJIECHHUS JOBEpUs H
nosyueHus: uHpopmaruu?

1) @ummnr (Phishing)
2) KBu mpo kBu (Quid pro quo)
3) IIperekctunr (Pretexting)
4) baiitunr (Baiting)
4. Yro o3navaet npuHUHUI "L{enocTHOCTE" B KOHTEKCTE MHPOPMAITMOHHON 6e301acHOCTH?
1) OGecnieuenue Toro, YT0 HHMHOPMAITUS AOCTYITHA TOJIBKO TEM, KTO UMEET Ha ATO MPaBo.
2) OOGecmeueHnre TOro, 4YTo HHQPOpPMAIUsA SBISETCSA TOYHOW, TOJHOM U 3aIIMINCHHOW OT
HECAaHKIIMOHUPOBAHHOTO WJIH CIy4YaltHOTO U3MEHEHUSI.
3) OGecmnieueHue TOro, 4to MHGOpPMAIMS U CUCTEMBI JOCTYIHBI aBTOPU30BAaHHBIM IOJIH30BATEISIM,
KOTIIa 3TO HEOOXOAMMO.
4) 3ammra uHbOpMAIMM OT HMCKa)KEHUS WM IMOTEpU MpH Mepenade MO KaHajaMm CBS3M H3-3a
TEXHUYECKHUX TTOMEX.

5. Kakas araka HampaplieHa Ha HapyIICHHWE NPHUHIMIA JOCTYIMHOCTH ITyTeM Meperpy3Ku
IIEJIEBOTO pecypca (cepBepa, CeTH) OTPOMHBIM KOJTHYECTBOM 3aIPOCOB, Jeiasi ero HeAOCTYITHBIM ISt
JIETUTUMHBIX ITOJIb30BaTeIen?

1) @ummnr (Phishing)

2) Buenpenne SQL-xoma (SQL Injection)

3) Otka3z B obcmyxuBanuu (DoS / DDoS araka)

4) Yenosek nocepeanne (Man-in-the-Middle, MitM)

Tema 3.2. Mexanuzmul 3auumsi uHgopmayuy 6 ABMoMamu3UPOSAHHLIX CUCTEMAX

dopma KOHTPOJIs1/0LIEHOYHOE CpeICcTBO: TecTupoBaHue

Bomnpocwi/3ananus:

. Yto w3 mepeuyucieHHOro Haubojee TOUYHO ompenenser MnoHsTue "Yrpoza" B

MH(POPMALMOHHOM 6e30macHOCTH?
1) Konkpetnasi ciiabocTh WJIM HEJOCTATOK B CHCTEME, MPOLEAYPE WM KOHTPOJIC, KOTOPBI MOXKET
OBITH UCIIOIH30BaH.
2) IorennuanpHasi MpUYMHA HACTYIUICHUS HEXKEIATENILHOTO COOBITHUS , KOTOPOE MOXKET HAHECTH
yiiepo cucTeMe WM OpraHr3aIii.



3) Texuuueckas araka, Takas KaKk BUPYC WU (DUIITHHT.
4) dakTHYECKU MTPOU3OIIIEIIee HapyIIeHHe 0€301MacHOCTH, MOBJIEKIIee yiiepo.

2. Kakoii BapmaHT Kiaccupukanuu yrpo3 HHGOPMAIMOHHONW OE€30MaCHOCTH SIBISICTCS
HaubOonee (QyHIAaMEHTAJIbHBIM W IIUPOKO HCIONb3YEMbIM, YYUTBHIBAET HCTOYHUK U TMPUPOAY
MPOUCXOXKIACHUS YTPO3bI?

1) Ilo oOwvekTy araku: yrpo3bl MJAHHBIM, YIPO3bl MPOTPAMMHOMY OOECIICUCHHIO, YIPO3BI
000pyIOBaHUIO, YTPO3bI KAaHATAM CBSI3H.

2) [Ilo wucnoimp3yeMbIM CpEIACTBAM  arTakW: TMpOTpaMMHBIC, amnmapaTHble, (U3NYECKUE,
COLIMAJIbHO-TICUXOJIOTUYECKHE.

3) I1o UCTOYHHKY MPOUCXOXKICHUS: BHYTPECHHHUE M BHEIIHUE; a TAKXKE TI0 MPUPOJIC: €CTCCTBECHHBIE U
HCKYCCTBEHHBIE.

4) Tlo tuny Hapymaemoro npuHiuna Mb: yrpo3sl KOHOUACHIMATEHOCTH, YIPO3bl IETOCTHOCTH,
YTPO3bI TOCTYTHOCTH.

3. Kakoli merton aHamu3a yrpo3 HCIOJb3YeT APEBOBHIHYIO CTPYKTYpy, riae "kopHeM"
SBIISIETCS KOHEYHAsl IIeNb 3JIOyMBINUICHHUKA (HApUMep, Kpaka JaHHBIX, OTKa3 CepBHCa), a
"BerBAMHU" W "NMUCThAMHU" TNPEACTABIAIOTCA BCE BO3MOXKHBIE IyTH (CLIEHApUM, IIAru arakH,
HEOoOXOMUMBIC YCIOBHS) JUIsl JOCTMDKEHHS JTOM IIeNH, IO3BOJSISI CHCTEMAaTHYeCKH OICHUTH
YSI3BUMOCTH ¥ KOHTPMEPHI?

1) Ananu3 nepesa arak (Attack Tree Analysis)
2) Ouenka kputrnanocTH ysa3Bumocteit (CVSS - Common Vulnerability Scoring System)
3) KauectBennsiii ananu3 puckoB (Qualitative Risk Assessment)
4) Llenouka ku6epyrpo3 (Cyber Kill Chain)
4. Yto U3 MEepEeUnCICHHOTO SBISIETCS KIIFOYSBOU ENbI0 XEIIUPOBAHUS?
1) OGecneuenne KOHPUACHITUATHFHOCTH TaHHBIX MYyTEM UX UG POBAHHUS.
2) T'apanTupoBaHHE IEJIOCTHOCTH JaHHBIX MYTEM CO3JaHHS yHUKaJIbHOTro "oTmeuarka' (Xermia),
YYBCTBUTEIHHOTO K JIOOBIM U3MEHEHUSIM.
3) ObecnieueHne TOCTYIMHOCTH JAHHBIX ITyTEM HX CKATHUS.
4) AyteHTrdUKaIKs MOJIH30BaTENCH C ITOMOIIBIO TTapOJIs.

5. Kakoe wu3 mnepeuncieHHbIXx BpeaoHocHbix mporpamm [IPEMMYIIECTBEHHO
MpeIHa3HauYeHo JUIsl TailHOro cOopa MHQpOpMalMKU O JEHCTBHUSX MOJb30BaTeNs (Ha)KaTHsl KIIABHII,
MOCEIICHHbIE CANTHI) U €€ Mepeaadyy 3JI0yMbIIUICHHUKY ?

1) Bupyc (Virus)

2) Yepssik (Worm)

3) Keiinorrep (Keylogger)
4) Pexnamuoe I10 (Adware)

Tema 3.3. @opmanvhbie Mooenu 6€30nACHOCMU AGMOMAMUSUPOBAHHBIX CUCTIEM
dopma KOHTPOJIs/0LIEHOYHOE CPeICTBO: TecTupoBaHue
Bomnpocsi/3ananus:
1. Hpunuun "Haummensmux npusmiernil” (Principle of Least Privilege) B ympasnenun
JOCTYIIOM O3HAYaeT, YTo:
1) Bce nonp3oBareny AOJKHBI UMETh OAMHAKOBBIM YPOBEHb JOCTyIA K pecypcaM JUlsl YIPOILIEHUS
YIpaBIEHUS.
2) [Ilonp3oBarenu JOKHBI MOMy4aTb JOCTYNl TOJBKO TOCIE IPOXOXKIACHUS  CIOXKHOU
MHOTO(AKTOPHOH ayTeHTU(UKAITUH.
3) Ilomb3oBarensM M npoueccaM JODKHBI IPENOCTABISITHCS TOJNBKO TE€ IIpaBa JAOCTyNa
(mpuBHIIETHH), KOTOPBIE a0CONMIOTHO HEOOXOAWMBI JJISi BBIIOJHEHUS HMX 3apaHee ONpeIeTIeHHBIX
3aau.
4) AIMUHUCTPATOPHI JOJDKHBI UMETh MOJIHBIN JOCTYII KO BCEM CUCTEeMaM 0e3 OrpaHMYCHUH.
2. UYrto w3 mepeuncieHHOro orHocurcs K Mepam ®HU3MYECKOM  6esomacHocTH
MH(POPMALMOHHBIX AKTUBOB?
1) YcraHoBKa 1 HacTpoiika MEKCETEBOTO YKpaHa (OpaHaMayspa).
2) PerynsipHoe oOHOBNeHHE aHTHBUpYCHOTO [10 Ha pabouymnx cTaHIuUsX.



3) OOopymoBaHue CEpPBEPHBIX IMOMEIICHHH CHCTEMOM KOHTPOJS JOCTylla H CHUCTEMOU
BUICOHAOIIONCHNUA.
4) Ucnonw3oBanue nporokosia HTTPS ms mmdposanus tpaduka BeG-caiiTa.
3. YTo sABISETCS OCHOBHOM LIENBIO PETrYJISIPHOTO CO3/1aHUSl PE3EPBHBIX KOMMHU KPUTHUECKHU
BA)KHBIX JIaHHBIX B KOHTEKCTE WH(POPMALIMOHHOM Oe30macHoCTH?
1) O6ecnieueHne KOHGUACHIIMATEHOCTH JTAHHBIX.
2) IlpenotBparenue arak Tuna "Yenosek nocepenune” (MitM).
3) Ilonnepxanue JOCTYITHOCTH JaHHBIX U BOBMOKHOCTH UX BOCCTAHOBJIEHMSI I10CJIE NHLUEHTOB.
4) I'apanTHpOBaHKE LIEJTOCTHOCTH IaHHBIX B PEAJIbHOM BPEMEHU.

4. Kakoif TN araky MpEeAroiaracT BHEAPEHUE 3JO0YMBIIIJICHHHKOM BPEIOHOCHOTO KO/a B
JIOBEPEHHBIN BeO-CAMT, C LENbI0 BHIMOIHEHHS 3TOTO KoAa B Opay3epe, HU4ero He MO03pEBAIOIIEeTo
MOJIL30BATENSl IPU MOCEIICHUN ITOTO caiTa?

1) SQL-unrbekmus (SQL Injection)

2) MexcartoBsiii ckpunTiHT (Cross-Site Scripting)
3) [Tonmena DNS (DNS Spoofing)

4) ®umunr (Phishing)

5. Kakoe moHsTHE OMHCHIBACT MPOIECC BBISBICHUS, OLCHKA W TPUHATHS PEHICHUH O
00paboOTKe PHUCKOB [UII MUHUMH3AIMKA WX [OTCHIMAIBHOTO HETaTHBHOTO BO3JCHCTBUS Ha
WH(POPMAIIMOHHBIC aKTHUBBI OPTaHU3AIIH?

1) Ynpaenenue nnnuaeatamu (Incident Management)

2) Ayaut uadopmarmonHoi 6e3onacuoctH (Security Audit)

3) IIpoBenenwne nentectoB (Penetration Testing)

4) Ynpasnenue puckamu nHpopMaimonHnoit 6esonacHoctu (Information Security Risk Management)

Tema 3.4. Ocobennocmu OUCKPEeYUOHHOU U MAHOAMHOU MoOelU Oe30nacHOCmu

dopma KOHTPOJIS/OIIEHOYHOE CPEACTBO: TecTupoBaHUE

Bomnpocsi/3ananus:

1. Yro wu3 mnepeuucnenHoro ssiasercs KIIFOUEBBIM omimuneM acHMMMETPUYHOTO

mmdposanus (Hanpumep, RSA) ot cummerpuyHoro mudposanus (Hanpumep, AES)?
1) AcummerpuuHoe mudpoBaHue Beerna ObIcTpee CHMMETPUYHOTO.
2) AcummerpuuHOe HIM(POBAHUE HCHOIB3YETCS TONBKO Ui IU(POBAHHUS OONBIIMX OOBEMOB
TAHHBIX.
3) AcummeTpuuHOe MMU(POBAHKUE UCIIONB3YET Napy KIouel (OTKPBITHIM U 3aKPBITHIN), B TO BpeMs
KaK CUMMETPHUYHOE UCTIOJIb3YeT OJMH OOIINIA CEKPETHBINA KITIOY.
4) CummerpudHOe mudpoBaHue He obecreunBaeT KOHPHUICHIIUATHHOCTb.

2. JInst gero B mepBYIO ouepeab UCTIOIb3yeTCs IudpoBoii ceprudukar?
1) Ans mmdpoBanus KOH(OUICHIINAIBHBIX JAHHBIX MIPH IEpEIave Mo CeTH.
2) JIns coxatus TaHHBIX Mepe nepeaadei.
3) Jns mpuBS3KH OTKPBITOTO KIIFOYAa K HMICHTU()UKATOPY M IOATBEPKACHUS MOMIUHHOCTH 3TOTO
COOTBETCTBUS JOBEPEHHOMN TPETHEN CTOPOHOM.
4) JInst 3aMEHbI IapOJIbHOW ayTeHTU(UKAIINH.

3. Yro wu3 mepeuncnenHoro smiasercs ITPEMMYIIIECTBEHHOM muenbio cucTeMbl
obHapyxeHus Bropxenuit (Intrusion Detection System)?

1) ABTOMaTH4eCKUii MOHMTOPUHI CETH WJIM CHUCTEM Ha MPEAMET MPU3HAKOB 3JI0HAMEPEHHOM
AKTUBHOCTH WM HapyIICHUH MOJUTHUK O€30MaCHOCTH U TeHEPaIUsl OMOBELICHUH.

2) ABromaruyeckas OJOKMPOBKa BBISBICHHBIX arak B PEaJbHOM BpEeMEHH 0Oe3 BMeIaTeIbCTBa
YeJI0BEKA.

3) 3ameHa MexxceTeBOro 3kpaHa (OpanaMayspa) 1is GUIbTpauu Tpaduka.

4) llludpoBanme Bcero ceTeBOro Tpaduka.

4. Kakoii TUII MOJIUTUKH OE30MACHOCTH OMMCHIBAET IMpaBHJIa JIOMYCTUMOTO HCIOIb30BAHUS
KOpPIOPAaTUBHBIX MH(GOPMAIIMOHHBIX pECypcoB (MHTEpHETAa, MOYTHI, KOMIIBIOTEPOB) COTPYIHHUKAMU
OpraHu3aiuu?

1) [onmuTuka xnaccudukarmu nanabix (Data Classification Policy)



2) IMonuTuka ynpasinenus noctynoM (Access Control Policy)
3) [Monmutuka gomyctumoro ucnoibs3oBanus (Acceptable Use Policy)
4) TlonuThka pe3epBHOTO KomupoBaHus U BocctanoBieHus (Backup and Recovery Policy)
5. Uro wu3 mnepeuucienHoro HAWBOJIEE ToyHO omnuchiBaeT KOHLENIMIO "3amuThl B
mryouny" (Defense in Depth)?
1) YcraHoBKa caMOTo JOPOTOTo M COBPEMEHHOTO aHTUBUPYCA HAa BCE KOMITHIOTEPHI.
2) ®oKycHUpOBKa BCeX YCUIUI 0€30MacHOCTH Ha 3aIUTe MEPUMETPa CETH.
3) Peanuzanust MHOXECTBEHHBIX, PA3HOPOAHBIX U MEPEKPHIBAIOLINXCS CIIOEB 3aIUTHI TSl CO3MAHUS
KOMITJIEKCHOW O€30MacHOCTH, TJE€ MPOPHIB OMHOTO CJIOS HE BEIET K TOJTHOW KOMIIPOMHTAINH
CUCTEMBI.
4) TlonHOE OTKIIIOYEHUE BCEX CUCTEM OT MHTEpHETA.

Tema 3.5. Memoovwl u Kpumepuu oyeHKU 3auuyeHHOCMU KOMIbIOMEPHBIX CUCTEM
®dopMa KOHTPOJISI/OTIECHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:

1. Kakas araka HampaBjeHa Ha 3aXBaT CeaHCa ayTeHTU(UIMPOBAHHOTO MOJB30BATENS IIyTEM
noxuileHus Qaitna cookie ceccuu WM TOKEHA, YTO MO3BOJISIET 3JI0YMBIIUICHHUKY J1€HCTBOBATH OT
MMEHHU >KEepPTBBI 0€3 3HAHUS €€ JIOTUHA U MapoJis?

1) SQL-unbeknus (SQL Injection)

2) Kpocc-caiiroBas moanenka 3amnpoca (Cross-Site Request Forgery - CSRF)
3) 3axaar ceccuu (Session Hijacking)

4) ®ummmnr (Phishing)

2. Kakoii xpunrorpadpuueckuii npumutuB rapantupyer LIEJIOCTHOCTD npanHbIX,
reHepUpys YHUKaJIbHYIO "IH(POBYIO0 MoAMHUCh" (HUKCUPOBAHHOM JUIMHBI U3 MPOU3BOJIILHOTO 00beMa
JAHHBIX, IPH 3TOM TpoLecc HeoOpaTum?

1) Cummerpuunoe mudposanue (AES)
2) Xem-¢pynkmuus (SHA-256, MDS5)

3) Acummerpuunoe mudposanue (RSA)
4) ludposas moamuce (DLIT)

3. Kakoit meron ayTeHTH(UKAIMU CUMTAeTCs HauOoiee HaJeKHBIM I 3allUThl OT
KOMITPOMETAIIMM YUYETHBIX 3alUCEN U3-3a YKPaJACHHBIX maposen?

1) Ucnionp3oBanue ciaoxHbIX naposei (12+ cuMBOJIOB)
2) Perynsipuas cMeHa naposeit (kaxasie 90 mHei)
3) MHuorodakropHas ayreHTudukanus (MFA)
4) Ucnionp30BaHUE €IUHOTO MAPOJIS ISl BCEX CITY:KEOHBIX CUCTEM

4. Yto sBnsieTcsl IaBHOM 1enbio ATana "OneHka pucKoB" B MPONECCE YNPABICHUS PUCKAMU
nH(popmaImoHHoM 6e30macHocT?
1) YcTpanenue Bcex 0OOHAPYKEHHBIX ySI3BUMOCTEH
2) Unentuduxamuss akTUBOB, YIpo3 U YA3BUMOCTEH, OIICHKA BEPOSTHOCTH W IOCJIEACTBUI
peanusaiy yrpo3 Ajs onpeaeacHusl ypoBHs pUCcKa
3) [IpuobpereHne cTpaxoBKH OT KMOSPUHITUICHTOB
4) HazHaueHue OTBETCTBEHHBIX 32 0€30MaCHOCTh KaXk/10T0 aKTHBA

5. Kaxkoli cereBoi CEerMeHT CHenuaNbHO MPEAHA3HAUYCH ISl pa3MEIICHHs OOIIeI0CTyTHBIX
CepBHUCOB (BeO-CepBEP, MOYTOBBIN CEPBEP), U3OIUPYS UX OT BHYTPEHHEH CETH U BhICTyNas OydepHoi
30HOM?
1) JlokanbHas cets (LAN)
2) becnipoBognas cetb (WLAN)
3) Bupryanbnas yactnas cetb (VPN)
4) demunurapuzoBannas 3oHa (DMZ)

Tema 3.7. 3awuma ungopmayuu, obpabamviéaemol 8 aA8MOMAMUSUPOBAHHLIX CUCMEMAX OMm
MEeXHU4eCcKUX pazeeiox

®dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue



Bonpocsi/3ananus:

1. Kakoii tun araka, Bxomsuid B OWASP Top 10, mo3BosiseT BHEAPATH U BBINOJIHUTH
MIPOU3BOJIBHBIN KOJT HA CEPBEPE WIIU MOTYIUTh HECAHKITMOHUPOBAHHBIN JOCTYII K JAHHBIM?
1) MexcaiToBbIi cKpunTHHT (XSS)
2) Bueapenue (Injection)
3) HeGe3omacHast necepuanu3anus
4) Tlognenka mexxcaiToBbIX 3anpocoB (CSRF)

2. Kakoe mpaBmiI0O pe3epBHOIO KONMPOBAHUS CUMTAETCS MHUHUMAJIBHO JOCTAaTOYHBIM JUIS
3alUThl OT IOTEPU JAHHBIX B pe3ynbTare c0osi 000pyNOBaHUS, IPOrPAMMHOM OIIMOKM WM aTaku
mudpoBanbinuKa (ransomware)?

1) ExxenHeBHOE KONMUPOBAaHUE HA BHELTHUMN JUCK

2) KonnupoBaHue Ha JIeHTY (tape) pa3 B HEEIIO

3) ITpaBuiio 3-2-1: 3 KoMK AaHHBIX, 2 pa3HBIX HOCUTENS, | KOIUS Ha y1aJ€HHOM HOCHUTENE
4) UcnonwszoBanue RAID-maccuBa

3. Kakoit Tun mmdposanus ucnonszyer OJAH xmou, kak 1 mu@poBaHus, Tak U I
pacundpoBanus HHPOpMAITUHI?

1) Cummerpuunoe mmdposanue (AES, DES, 3DES)
2) Acummetpuunoe mudponanue (RSA, ECC)

3) XewmupoBanue (SHA-256)

4) Hudposas noamuck (DSA)

4. Kakas wmepa ¢usnueckorr 6e3omacHoctn HAMBOJIEE »sddexktuBHO mpemoTBpaimaet

HECaHKIIMOHUPOBAHHBIA JOCTYI B CEPBEPHOE MTOMELEHUE?

1) Tabmuuka "TlocTtopoHHMM BXOA BOCIpetieH"

2) 3aMOK ¢ KJIFOYOM Ha JIBEpU

3) Cucrema wontpons noctyna (CKVY][) ¢ wucmonb3oBaHueM HICHTUDUKAMOHHBIX KapT U
IIOCTOSIHHBIM MOHUTOPHUHIOM.

4) YcraHOBKa KaMepbl HAOMIOICHUS HAJ IBEPHIO

5. Uto snsercs IIEPBOM kmioueBoii (a30ii yrpapneHns HHIUICHTAMH MH(OPMAIMOHHOIM

6e3onacHocTH?

1) Yerpanenue (caepxuBaHue U TUKBUJALUS YIPO3bI)

2) BoccranoieHnue (BO3BpaT cHCTEM B pabouee COCTOSIHHE)

3) IloaroToBka (pa3paboTka IiaHa, Ha3HaYeHUE POJIeH, CO3IaHIe HHCTPYMEHTOB)
4) TlocTUHIIMICHTHBIN aHATTU3 (M3BJIEYEHUE YPOKOB)

7. OueHoYHbIE MATEPHUAJIbI IPOMEKYTOYHOM aTTeCTAlUM
5 cemecmp, 3auem

Konmponupyemwvie H/[K: VK-8.1 VK-8.2 VK-8.3 VK-8.4 OIIK-2.1 OIIK-10.1 OIIK-2.2 OIIK-10.2
OIIK-2.3 OIIK-10.3 OIIK-2.4 OIIK-2.5 OIIK-2.6 OIIK-2.7

Bomnpocei/3ananus:
1. [TonsTre HanmoHaNBLHOU Oe3onacHocTH Poccuiickoit deneparuu.

2. HanmonaneHele nHTEpECH P 1 cTparernueckre HallnOHAIbHbIE IPUOPUTETHI.

3. Ponp uHpopmMannoHHON Oe3omacHOCTH B 00ECHEYEHMM HAIMOHAJIBHOW 0€30MacHOCTH
rocyzapcTBa.

4. OCHOBHBIE COCTaBIISIIOIIME HAIMOHAJIbHBIX HHTEpecoB Poccuiickoit denepauuu B
nH(popMaImoHHOM cdepe.

5. IlonsTre nHpopManmoHHoi 6e3omacHocTu Poccuiickoii @eneparum.



6. HTEepechl TMUHOCTH 00IIIeCTBa M TOCYIapcTBa B MH(POpMAITMOHHOM cdepe.
7. Buasl yrpo3 undopmarmonsoi 6ezonacuoctu Poccutickoit deneparun.

8. BHenmHue u BHyTpeHHUE UCTOYHUKH yrpo3 HHGOpMaMoHHON Oe3omacHocTr Poccutickoit
denepanuu.

9. Metonbl obecnieueHuss HHPOpPMAIIMOHHOM Oe3omacHocTH Poccuiickoii Deneparium.
10. McTouHnKM TOHATHH B 001acTH HH(GOPMALIMOHHOM 0€301MacHOCTH.

11. OcHOBHBIE IOHATHS HH(OPMALIMOHHOI 0€30MacHOCTH.

12. O61memMeTo10I0rHueCKUe IPUHIIUITBI TEOPUH HH(POPMALIMOHHOM 6e30MacHOCTH.
13. [loHsITHE M CYITHOCTH 3AIIMIIIAEMON HHPOPMALIUH.

14. TlpaBa u o6s13aHHOCTH 00NaAaTENs HH(DOPMAITUH.

15. Bunel 3amuiaemoii napopmanuu.

16. Ilepedyenp cBeneHN KOH(PUICHINATBHOTO XapaKTepa.

17. TloHsATHE UHTEIIEKTYaJIbHOW COOCTBEHHOCTH U OCOOCHHOCTH €€ 3aIlUTHI.

18. [lonsiTue yrpo3sl UHPOPMALTMOHHOW OE30MTaCHOCTH.

19. dakTop, BO3ACHCTBYIONIHIA Ha 3amuIaeMyto HHPpopMaiuio. TUIbl ecTa0uIn3uPyIOMNX
(baxTopoB.

20. Knaccudukanus u BUabl yrpo3 HHGOPMAIIMOHHON O€30TIaCHOCTH.

21. [IporokonupoBaHHe U ayAUT KaK CEPBUCH OE30TTaCHOCTH.

22. Kpunrorpadudeckue cepBUCH 0€30TaCHOCTH.

23. DKpaHUPOBAaHHUE KaK CEPBUC OE30MACHOCTH.

24. AHanu3 3anIMIIeHHOCTH KaK CepBUC OE30MaCHOCTH.

25. YpaBieHue Kak cepBHUC 0€30MMaCHOCTH.

26. Haznauenue hopmanbHbIX Mojeneit 6e3omacHocTH. [TonuTrka 6€30macHOCTH.
27. NuckpennonHas Mozens 6e3onacHocTi. Moaenb Xappucona-Py330-VYibemana.
28. MannatHas monens 6e3onacHocTH. Monens benna-JIallamymer.

29. ®opmasnbHbIE MOJEIHU LETOCTHOCTH.



30. I[ToHsiTHE POJIEBOTO YNPABICHUS JOCTYIIOM.

31. Mogenu, cTpaTeruu U CUCTEMBI o0ecrieueHust HH()OPMAITMOHHON O€30MacCHOCTH.
32. Kpurtepuu 6€30mMacHOCTH KOMITBIOTEPHBIX cucTeM «OpaHKeBasi KHATay.

33. O6mme kpuTepun 6€30MaCHOCTH HH(POPMAITMOHHBIX TEXHOJIOTHH.

34. Kputepuu u knaccsl 3anuiieHHoctd CBT u AC. PykoBomsmue nokymeHThl @CTOK
Poccum.

35. Cranpaptsl o ynpasieHuio HHPpopManoHHoii 6e3omacHoctsio ISO/IEC 27000.
36. Knmaccuduxanusi 1 BO3MOKHOCTH TEXHHUYECKHUX Pa3BEIOK.
37. KomnbroTepHas pa3Bezka.

38. TexHuueckue KaHaJIbl YTEUKH MH(OpMAIMM MPHU IKCIUTyaTallMd aBTOMATHU3UPOBAHHBIX
CUCTEM.

39. DnexkTpoMarHuTHOE BO3JeHCTBHE U A3(D(PEKTHI €T0 BO3ICHCTBHUS.

40. 3amuTa aBTOMAaTU3MPOBAHHBIX CHUCTEM M CPEACTB BBIYUCIUTEIBHOM TEXHUKH OT
BHEIITHETO AIEKTPOMAarHUTHOTO BO3/ICUCTBHUS.
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