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Pa3padoruukmu:
[Tpenonasarens kadenpsl MHGOpMAIIIOHHO-U3MEPUTEIBHBIX CUCTEM
ITuckapes A. /1.

Pabouas mporpamMma ITUCHMILIMHBEI (MOIYJsI) COCTaBI€Ha B COOTBETCTBUH C TpeboBaHusmu OI'OC
BO no nampasnenuto noarotoBku 27.03.03 CucteMHbId aHalW3 W YNPABICHUE, YTBEPKICHHOTO
npukazoM Munoopaayku ot 07.08.2020 Ne 902

ComnacoBaHue U yTBEPKACHUE

OTBETCTBEHHOE ara, IPOTOKOJI
Ne | [Togpaznenenue OUO Buza A p
JIALIO (Ipu HaNMUYUN)
1 (haxymsTeT [Ipencenarens 3o3yns B. B. Paccmorpeno | 31.01.2024, Neo
YipasiieHus YYEHOI'0 COBETA 01-24
TEPPUTOPUSIMU (bakynsTeTa
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1. Heab 1 3a1a4um 0CBOEHMSI TUCUMUIIIMHBI (MOLYJIs1)

Llenp OCBOEHHUS MUCHMIUIMHBI - MpUOOpeTeHue OOydyalolMMUCS 3HaHUW B 0OJIACTH
MH(POPMALMOHHONW 0€30MacHOCTH, CO3JJaHUE TEPMHUHOJIOTUYECKUI (yHIaMEHT U O3HAKOMIICHHE C
O0IIMMHU METOJaMH U MOIXoJaMu o0ecrieyeHuss MHPOPMALMOHHOM O€30MaCHOCTH.

3agaun U3y4eHUs! JUCIUIIIHHBL:

- pacCMOTpEHHE OCHOBHBIX METOAMK M MOAXOA0B obecreueHust HHPOPMAITMOHHONW 0€301MacHOCTH B
paMKax COBPEMEHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM;

- 3aKpBITHE MPHUHIUIIOB TMOCTPOSHUS 3aLIUIICHHBIX HH()OPMAIIMOHHBIX CHCTEM M MOAJCpPKAHUS
MOZICUCTEMBI 3AIIUTHI HHPOPMAIH B aKTYaJIbHOM COCTOSIHUY;

- pacCMOTpEeHHE OCOOCHHOCTEN pean3alui O0IMIUX METOIUK 3aIUThl HH(POPMALIUU HA PA3IMYHBIX
aTgopmax.

2. [Inanupyempble pe3yJbTaThl 00y4YeHHs 10 TUCUUIIMHE (MO1YJ/II0), COOTHECEHHbIE C
IVIAHMPYEeMBbIMHU pPe3y/1bTaTaMHU 0CBOEHHsI 00pa30BaTe/IbHON NPOrpaMMblI

Komnemenyuu, unouxamopul u pe3yniomamul 00y4eHus

YK-8 CnocobeH co3gaBaTh W TOMJACPKUBATh B TOBCEAHEBHON >XM3HU U B MPO(HECCHOHAIBHOU
NESATETLHOCTH O€30TacHbIC YCIIOBHS JKU3HENCITCIIBHOCTH [IJIi COXPAHEHHUs TMPUPOTHON CPEIbI,
obOecrieueHrss yCTOWYMBOTO Pa3BUTHUS OOIIECTBA, B TOM YHCJIE TMPH Yrpo3e ¥ BO3HUKHOBCHUH
Ype3BBIYAHBIX CUTYAIlM ¥ BOCHHBIX KOH(PIUKTOB

VYK-8.1 Ananusupyet (HakTopbl BPEIHOTO BIMSHUS HA KU3HEIEATEILHOCTh 3JIEMEHTOB CPEIbI
oOuTaHusl (TEXHUYECKUX CPENCTB, TEXHOJOTMYECKUX IPOIECCOB, MaTepUaioB, 3MaHUN H
COOPYKEHUH, IPUPOITHBIX M COIUATLHBIX SBICHUM )

3namo:
VYK-8.1/311 ¢akropbl BpeqHOTO BIUSHUS Ha KU3HEIEATEIBHOCTH DIIEMEHTOB CPEIbI

o0uTaHus (TEXHUIECKUX CPEICTB, TEXHOJIOTHYECKHUX MPOIECCOB, MATEPHUAIIOB, 3MaHUN U
COOPY>KEHUU, TPUPOAHBIX M COLUATIBHBIX SIBICHUI)

VK-8.1/362 uneHTHPUKAINUIO TPaBMUPYIOIIMX, BPEIHBIX M TOpa)karomux (HakTopoB
Ype3BbIYANHBIX CUTYaIINI

Ymems:

VYK-8.1/¥YM1 ananmu3upoBaTh (PakTOpel BPETHOTO BIUSHHUS Ha >KU3HEACATEIBHOCTD
BIIEMEHTOB CpeIbl OOMTaHUS (TEXHHUYECKHUX CPEICTB, TEXHOJOTWYECKHX IIPOLIECCOB,
MaTepualoB, 30aHUH U COOPY>KEHUH, IPUPOAHBIX U COLIMAIIBHBIX SIBJICHUMN)

Bnaoemw:

VYK-8.1/HB1 HaBbikamMu aHaiu3a (pakTOpOB BPEAHOTO BIUSHHS HA JKU3HEAEATEIBHOCTD
BIIEMEHTOB CpeIbl OOMTAaHUS (TEXHHUECKHUX CPEICTB, TEXHOJOTWYECKHX IIPOLIECCOB,
MaTepualoB, 30aHUH U COOPYKEHUH, IPUPOAHBIX U COLIMAIIBHBIX SIBICHUN)

VYK-8.2 Hnentudunmpyer omacHble W BpeaHbie (AKTOPhl B paMKaxX OCYIIECTBISIEMON
NesITeIbHOCTH

3namu:

VK-8.2/3u1 onacHsie u BpeaHbie (PaKkTOPHI B paMKaxX OCYIIECTBISEMOM JACSITEIBHOCTH
YK-8.2/3H2  (usuonmornyeckue = TMOCIEICTBUS  BO3ICHCTBUS ~ Ha  YeJIOBeKa
TPaBMHUPYIOIINX, BPSIHBIX U MOPAXKAIONINX (HaKTOPOB

Ymemns:

VK-8.2/¥m1 wunentuduimpoBate omacHele W BpeaHble (GAKTOpPBl B paMKax
OCYUIECTBIIIEMOH 1€ATEIbHOCTU

Braoemy:

YK-8.2/HBl meTomamMu 3amuThl OT OMACHOCTEH NPUMEHUTENLHO K cdepe CcBoei
npohecCHOHANBHON eATeIbHOCTH
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VYK-8.3 BrisiBisieT npo0iembl, CBsI3aHHBIE C HAPYLIICHUEM TEXHUKH 0€30MacHOCTH Ha pabouem
MecCTe, IpeiaraeT MEPOIIPUATHS 110 MPEIOTBPAILECHUIO YPE3BbIYAHBIX CUTYallui
3namo:
VK-8.3/301 TexHuky Oe30macHOCTH Ha pabodyeM MecTe M Mepbl NpPeAOoTBpAIICHUS
Ype3BBIYANHBIX CUTYyalUil
VK-8.3/3H2 cpenctBa M METOABI MOBBIMIEHUS O€30HACHOCTH M YCTOHYHMBOCTH
TEXHUYECKHUX CPENICTB M TEXHOJIOTHYECKUX MTPOIIECCOB
Ymemo:
VK-8.3/YMI1 BBISIBIATE HApYIICHUS] TEXHUKY O€30MTaCHOCTH Ha pabodyeM MecTe
Braoemy:

VK-8.3/HBl HaBbIkKaMu TNpEIOTBPAIICHUS HAPYIMIEHWHA TEXHUKH OE30MacHOCTH Ha
paboueM MecTe

VK-8.4 Pa3pscHser mnpaBWiia MOBEACHUS NPU BO3HUKHOBEHHHM YPE3BBIYANHBIX CHUTYyallud
MPUPOJHOTO U TEXHOTCHHOTO IMPOUCXOXKIIEHHUS; OKA3bIBAaeT IEPBYIO MOMOIIb, OMHCHIBACT
CHOCOOBI yUacTUsI B BOCCTAHOBUTEIIBHBIX MEPOTIPUSATHSIX

3name:

VK-8.4/311 npuHIMIIEI 0€30MTACHOCTH KU3HEACATEIILHOCTU U MOPAJOK IPUMEHEHHUS UX
B pabote

VK-8.4/3H2 mpaBuia mMOBEACHHS IPH BO3HUKHOBEHHWH UPE3BBIYAMHBIX CHUTyalUi
IPUPOJHOTO U TEXHOTEHHOTO IIPOUCXOKACHHUS

Ymems:

VK-8.4/YMm1 cobmtomate W pa3bsICHATH MpaBWiIa TOBEICHUS TPH BO3HUKHOBEHUU
Ype3BbIUYAHHBIX CUTYAIMi MPUPOTHOTO U TEXHOTEHHOTO MPOUCXOKACHUS
Braoems:

VYK-8.4/HB1 meTonukoii 1 HaBBIKAMH OIIEHKH JOITyCTUMOTO PUCKa

OIIK-2 Cnoco6eH ¢hopMyIupoBarh

3aa4uu
npodeccroHaTbHOM
JESITeTbHOCTH Ha OCHOBE 3HAHUU MPOQPHIBLHBIX Pa3/IEIOB

MaTeMaTUYECKUX U €CTECTBEHHOHAYYHBIX NUCUUIUIMH (MOIYNEei)

OIIK-2.1 Hcnomp3yeT 3HaHHWE alrOpuTMa OpPTaHU3AIMH BBIMOJIHEHUS PabOT B TMporecce
MPOEKTHOM JAEeATETbHOCTH

3namu:
OIIK-2.1/311 ocHOBHBIE ATalbl U AJTOPUTMBI OPTaHU3ALUNA TTPOEKTHON ACATEIHHOCTH,

BKJIIOYAsl TUIAHMPOBAHME, HHMIIMALIMIO, pPEeaju3alyio, COMPOBOXKICHHE, KOHTPOJIb U
OLICHKY IIPOEKTa

Ymemns:
OIIK-2.1/¥Mm1 ¢opmynupoBarh 3amauri NMpoPeCCUOHATBLHON NEATeIbHOCTH B 001acTH

nH(GOPMAIIMOHHON  0€30MacHOCTH, ONHMpasCh Ha 3HAHUA MaTEeMaTUYeCKUX U
€CTECTBEHHOHAYYHBIX TUCUUIUINH

Braoems:

OIIK-2.1/HBl1 HaBbikamMu 3¢ (HEKTUBHOTO B3aWMOACHCTBUS C YYaCTHHKAMH IPOCKTA,
pacrpeneneHust 00SI3aHHOCTEW U OI[CHKH KaueCTBa BBITTOJTHEHUS 33134

OIIK-2.2 ®opmynmupyeT 1eIu BBIMOTHEHUST pabOT U MpemjiaraeT MyTH MX JOCTHOKCHHS TPHU

OpraHM3allMK IMPOU3BOJICTBA U YIIPABICHHUH B IpodeccroHaibHOl chepe
3name:
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OIIK-2.2/31]1 oCHOBBI TOCTAHOBKH LieJIeH U 33/1a4 B MIPOPECCHOHAIBHON 1eATEIIbHOCTU
¢ yueroM crieun(puku HHPOPMAITMOHHON 6€30aCHOCTH

Ymemo:

OIIK-2.2/YMm1 dhopmynmupoBaTh eI BHIMIOTHEHUST pad0T B o0nacT HHGOPMAIIMOHHOMN
0e30omacHOCTH, ucXomss U3 TpeboBaHWM TPO(HECCHOHAIBHOW NEATEIBHOCTH |
poIBHBIX 3HAHUN

OIIK-2.2/¥YM2 npemiaratb 000CHOBaHHBIC TYTH U METOJIBI JOCTH)KEHUS MOCTaBICHHBIX
1esieil ¢ MCTOIb30BaHHEM MaTeMaTH4eCKUX MOJIEIeH U HayYHBIX METOJIOB

Braoemy:

OIIK-2.2/HB1 HaBbIKaMHu CHCTEMHOTO aHAJIM3a M CHHTE3a MpHU (HOPMYITHPOBAHUHU TIEICH
U 3a71a4 B MPO(ECCUOHATILHOM NEATEIIbHOCTH

OIIK-2.3 OcymectBiuser cOOp MCXOAHBIX JAHHBIX JJIS COCTABJICHHUS] HAyYHO- TEXHUUYECKOH,
MIPOCKTHOM ¥ CITy’)KeOHOM JTOKYMEHTAIINH

Buameo:
OIIK-2.3/38]1 OCHOBHBIE MCTOYHMKM H BHOLI MCXOAHBIX HAHHBIX, HEOOXOIWMBIX IS

COCTaBJICHUSI HAYYHO-TEXHUYECKOM, MPOSKTHON U CITy’)KeOHOH JTOKyMEHTAIIMX B 00JIacTh
nH(OPMAITMOHHON 0€30MTaCHOCTH

Ymemo:

OIIK-2.3/YM] mpoBOAUTH CHUCTEMATHUYECKUWA COOp M TEPBUYHBIM aHAJIU3 HCXOTHBIX
JTAHHBIX, HEOOXOAUMBIX 7151 pa3pabOTKU JOKyMEHTAlUK

Braoemy:

OIIK-2.3/HB] HaBbIKaMH NPUMEHEHHS COBPEMEHHBIX MHCTPYMEHTOB U IHPOTPAMMHBIX
CpeAcTB AJis cOopa M aHaIK3a JaHHBIX B 00JacT HH(POPMAIIMOHHON 0€30IacHOCTH

OIIK-2.4 BoiOupaeT cOOTBETCTBYIOIIUE MPOrPAMMHBIE MIPOAYKTHI WM MX YaCTH JJISl PELICHHS
KOHKPETHBIX PO(PECCHOHATBHBIX 3a1a4

3namo:

OIIK-2.4/3u]1 ocHOBHbIE KaTeropuu U (PyHKLUHMOHATIbHbIE BO3MOKHOCTH HPOTPAMMHBIX
MPOAYKTOB, IPUMEHIEMBIX B HH(POPMAIIMOHHON OE€30MMaCHOCTH

Ymemo:

OIIK-2.4/YMm1 oreHuBaTh U CpaBHUBAThH MIPOTPAMMHBIE TTPOIYKTHI M UX KOMIIOHEHTHI 110
(GyHKIMOHATBHOCTH, 0€30MaCHOCTH, HAIE)KHOCTH U COBMECTUMOCTHU

Braoemy:

OIIK-2.4/HBl HaBbikamMu palbOThI C COBPEMEHHBIMHM INPOTPAMMHBIMU CPEICTBAMHU U
MHCTPYMEHTAaMH, IPUMEHSAEMBIMU B HH(OPMAIIMOHHOHN 0€30MacHOCTH

OIIK-2.5 JleMOHCTpUpyeT HaBBIKM aBTOMAaTHU3UPOBAHHOTO IIPOEKTUPOBAHUS
TEXHOJIOTMYECKHX IPOLIECCOB

3namo:

OIIK-2.5/3H1 OCHOBBI aBTOMAaTM3MPOBAHHOTO MPOEKTUPOBAHUS TEXHOJOTHUECKUX
NPOIIECCOB M UX MTPUMEHEHHE B MHPOPMAITMOHHON 6€3011aCHOCTH

Ymemo:

OIIK-2.5/YM1 wucnonp30BaTh CHENUATU3UPOBAHHOE NPOTPAMMHOE OOECICUCHHUE st
aBTOMATH3UPOBAHHOIO IPOEKTUPOBAHUS TEXHOJIOTMYECKHX MPOLIECCOB

Braoemy:

OIIK-2.5/HBl  HaBelkaMu pabOTBl €  HMHCTPYMEHTaMH  aBTOMAaTH3HMPOBAHHOTO

IIPOCKTUPOBAHMS, BKIIOYas CO3JAHUE, PENAKTUPOBAHUE U ONTHUMHU3ALMIO MOJIEICH
IIPOLIECCOB
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OIIK-2.6 Bnaneer HaBbIKaMu pa3pabOTKH U COCTABJICHUS OTIENbHBIX HAYYHO- TEXHUYECKHX,
NPOEKTHBIX M CIYXEOHBIX JOKYMEHTOB, O(OpPMIICHHS HAayYHO- TEXHHYECKHX OTUYETOB,
0030pOB, MyOIUKAIHii IO Pe3yabTaTaM BBITIOJTHEHHBIX paboT

3namu:
OIIK-2.6/301 cTpykTypy © TpeOOBaHUS K HAyYHO-TEXHHUYECKOW, MPOCKTHON |

CIy)XKeOHOW  JOKYMEHTaluu B  mnpodeccuoHanbHOi  cdepe  HHPOpMAITMOHHOM
0e30MmacHOCTH

Ymems:

OIIK-2.6/YMm1 paspabareiBaTh M COCTaBIATH OTIEIbHBICE BHUIBI MPOGECCHOHATHLHON

JOKYMCHTAIIMKU: HAYYHO-TCXHHUYCCKHUEC OTYCTHI, IMPOCKTHBIC ITOKYMCHTHI, CJ'Iy>KC6HI)IC
3aIllUCKHU

Braoemes:

OIIK-2.6/HB1 HaBBIKAMH CHCTEMHOTO TIOXOMa K TIOATOTOBKE W  O(OPMIICHUIO
npodeccuoHanbHOM TOKyMEHTAITUN

OIIK-2.7 BnaaeeT COBpeMEHHBIMH TEXHOJOTHSIMHU U T€OMH()OPMAITMOHHBIMA CHCTEMAaMH IS
oopMIICHHUST HAYYHO- TEXHUYECKUX OTUYETOB, 0030POB, IMMyOJUKAIINH, PEIICH3UI

3namu:

OIIK-2.7/3u1 6a30oBbie TOHATHS U BO3MOKHOCTU reonHpopmannoHHbix cucteM (I'MC) u
UX MMOTEHLIMAJ MPUMEHEHUS B KOHTEKCTE MPOPECCUOHATBLHON NeSTEIbHOCTH
OIIK-2.7/382  mpuHIUIBI ~ pabOTBl  COBPEMEHHBIX  TEKCTOBBIX  IPOIIECCOPOB,
U3JaTeIbCKUX CUCTEM U MHCTPYMEHTOB JUTsl 0(hOpMIICHHSI TOKYMEHTAluU

Ymemu:

OIIK-2.7/¥M] ucnonb3oBaTh COBPEMEHHbIE MTPOrPaMMHBIE CPECTBA JJISi TIOATOTOBKU U
o OopMIIeHHUSI HAYYHO-TEXHUYECKUX OTYETOB, 0030pOB U MyOIUKanuit

Braoems:

OIIK-2.7/HB] HaBBIKAMH HCIIOJIb30BAaHUS COBPEMEHHBIX O(DHCHBIX W M3AATEITHCKHUX
nporpamm AJis mpodeccuoHanbHOro 0hoOpMIICHHS T0KyMEHTOB

OIIK-10 CriocobeH moHUMATh MIPUHITUTIBEI pa0OTHI

COBPEMEHHBIX MH(POPMAIIMOHHBIX TEXHOJIOTUH U UCIIOIB30BaTh UX JJISl PELICHUS
3a1a4
npodeccuoHanbHON AESITETbHOCTH

OIIK-10.1 JleMoHCTpupyeT 3HaHHME COBPEMEHHBIX HH(OPMAIMOHHBIX  TEXHOJOTHH,
MPUHIUIIOB B3aUMOACHCTBUS CO CIy)OaMu MH(OPMAIIMOHHBIX TEXHOJIOTUH.
3namo:
OIIK-10.1/3u] coBpemeHHbIE MH(POPMAIMOHHBIE TEXHOJIOTHH, BKIIOYAs APXUTEKTYpPY
KOMIIBIOTEPHBIX CUCTEM, CETH, 0OJIaYHbIe CEPBHUCHI U 0a3bl JaHHBIX
Ymemo:
OIIK-10.1/YMm1 ananm3upoBaTh W OLIEHUBATH BO3MOXKHOCTH U T-cHCTEM ¢ TOUKH 3peHUS
0€301acCHOCTH ¥ COOTBETCTBHS TPeOOBaHUAM NMPOGECCHOHATLHOM JACSITSIBHOCTH
Braoemy:
OIIK-10.1/HB1 nHaBbikamu paboThl ¢ coBpeMeHHbIMH MT-cucremamu u cepBUCaMH,
BKJIIOUAsi CpE/ICTBAa KOMMYHMKaLUU U ynpasineHus UT-pecypcamu

OIIK-10.2 IIpuMeHsieT METOABI U MPOTPaMMHBIE CPEICTBa 00PaOOTKHU /1€7I0BOM MHPOPMALIUU

BO B3aUMOJICHCTBUU CO CIIy’)kKOaMU HH(POPMAIIMOHHBIX TEXHOJIOTUI
3name:
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OIIK-10.2/3u1 ocHOBHBIE MeTOABI 0OPAaOOTKH /1€710BOM MH(POPMALIMU M UX 3HAYCHHUE B
npodecCHOHATBLHON AEATEIbHOCTH

Ymemns:

OIIK-10.2/Ym1 ucnonb3oBaTh MporpaMMHbIe cpeacTBa s d(GQekTuBHON 00pabOTKH
JIeNI0BOM MH(pOpMaIuu: co3aHue, peJakTHPOBaHUE, XpaHEHUE U Nepefada JT0KyMEHTOB
U TaHHBIX

Braoems:

OIIK-10.2/HB1 HaBbIKaMH pabOTHI C COBPEMEHHBIMH MPOTPAMMHBIMH TPOAYKTaAMH IS
00paboTku JenoBoM MH(OpPMAIMK, BKJIIOYAs CHEIUATU3UPOBAHHBIE CHUCTEMBI U

UHCTPYMEHTHI
OIIK-10.3 Bmnanmeer HaBbikaMu 3((EKTUBHOTO UCIIOJIB30BAHUSL ~ KOPIIOPATUBHBIX
MH(POPMALMOHHBIX CUCTEM IIPH PEUICHUU 3a/ad npodeccnoHaIbHON
NESITENIBHOCTU

3uamo:

OIIK-10.3/3u1 OCHOBHBIE ~ KOMIIOHEHTBI M  apXUTEKTYpy  KOPHOPATUBHBIX
MH(GOPMAIIMOHHBIX CUCTEM, UX (PYHKIIUU U Ha3HAUYCHUE

Ymems:

OIIK-10.3/¥YMm1 wucnonp30oBaTh  (yHKIUMOHATIBHBIE BO3MOXHOCTH  KOPIOPATUBHBIX
UH(POPMAIIMOHHBIX CUCTEM JUIS PELICHUs TPO(EeCCHOHANBHBIX 3a/1a4

Braoems:

OIIK-10.3/Hzl HaBbIKAMHM  pabOTBI C  COBPEMEHHBIMH  KOPIIOPATHBHBIMU
MH(GOPMAITMOHHBIMH CUCTEMaMH M UX OCHOBHBIMH MOJYJISIMU

3. Mecto aucuumimHbl B cTpykrype OII

JuctmmmHa (Monyib) b1.0.13.03 «OcHoBel uH(pOpMAIMOHHON 0€30MacHOCTH» OTHOCUTCS K
o0s13aTeNbHOI yacT 00pa30BaTeIbHOM MPOrpaMMBbl U U3ydaeTcs B cemecTpe(ax): 5.

B npoumecce wu3yyeHMs JOUCHMIUIMHBI CTYAEHT TOTOBUTCA K PpEUICHMIO THUIOB 3ajad
npodeCcCHOHAIBHOW  AeaTenbHOCTH, mnpenycMmorpeHHbix @OI'OC BO wu  obpasoBarenbHON
IIPOrpaMMON.

4. O6beM aMCUMIIMHBI (MOYJIS1) M BUABI Y4eOHOI padoThI

2
«
s =1
2 2 |z |E |o s
3 o = = te) 5
o) o) = ® < o
Z g = o Q. 2
= = < g = =
8 —~ 8 —_~] = o ~~ ‘-;: ~ < —~
— — ot ot —
I[Tepuon Za|lg=|ed|s 8|28 S35
23| 2B 2|55 s TR
00y4eHust FEIEC|EZ|o Zle B =
& w Q g 3 N
< s S = e >
= g |2 |z 33 S
8 8 |12 |E B | 2
o O = = < Q
O e
=
5 cemecTp 108 | 3 16 | 32 | 60 3auer
Bcero 108 | 3 16 | 32 | 60

5. Copep:xanue TUCUMILIMHBI (MOILYJIs1)
5.1. Pa3aenbl, TeMbl AUCHUILINHBI H BUAbI 3aHATHIH
("9achl TPOMEKYTOUHOM aTTECTAINHA HE YKa3bIBAIOTCS)

15
TUSI
abora
IbTAThI
HHBIE C
‘HUA
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= = o |5 0 Y
HaumenoBanwue paszena, TeMbl b 2 g 2 § ;’
2| 8| & |22z
| 2|5 |2=5¢
Q = B e [
o = E O |55 48 8
AR EERERE]
3] 5 =% 8 B8 &
an = = O |IHE 3 aE
Pasnen 1. UngopmannonHas 28 8| 16| VYK-8.1
0e30IacHOCTH B CHCTEMe YK-8.2
HALMOHAJILHOM 0€30I1aCHOCTH YK-8.3
Poccuiickoii @enepauuu YK-8.4
Tema 1.1. HauonansHas 7 2| 4|OlK-2.1
6e3omacHoCTh Poccuiickoii OIIK-2.2
CDenepauHH OIIK-2.3
Tema 1.2. OcHOBBI 7 2 4| OIIK-2.4
rOCyJapCTBEHHOM MOJIUTUKU U OlK-2.5
yTpo3bl OE30MACHOCTH OIIK-2.6
Poccuiickon ®denepanuu B OIK-2.7
MH(POPMALIMOHHOM cdepe
Tema 1.3. OcHOBHBIE TOHATHUS U 7 2 4
00IIEeMETOI0IOTUYECKHE
MIPUHIIAITBI TEOPHH
nH(GOPMAITMOHHON 0€30MTaCHOCTH
Tema 1.4. IlousiTie ¥ BUOBI 7 2 4
3aIUIIaeMoi HHPOpMAIHH
Pa3nen 2. Undopmanuonnas 21 6| 12| VK-8.1
BOITHA, MeTOAbI M CPeCTBA ee YK-8.2
Be/IeHUs YK-8.3
Tema 2.1. TlonsaTHE U BUIBI yTPO3 7 2| 4| YK-84
H(OPMAHOHHOH 6e30MacCHOCTH OIIK-2.1
Tema 2.2. UndopmarnmonHas 7 2 4| OIIK-2.2
0€301acHOCTb U OIIK-2.3
nH(pOpMaITMOHHOE OIIK-2.4
MIPOTUBOOOPCTBO OIIK-2.5
Tema 2.3. OGecnieueHne 7 2 4| OIIK-2.6
MH(OPMAITMOHHOHN 0€301TaCHOCTH OIK-2.7
00BEKTOB MH(OPMAITMOHHON
cdepbl rocynapcTsa B YCIOBHUIX
WH()OPMAITMOHHOW BOWHBI
Pasnen 3. O6ecneuenus 59 18| 32| OIIK-2.6
HHG(OpPMALMOHHOM OIIK-2.7
0€30MACHOCTH KOMIIBIOTEPHBIX OIIK-10.1
CHCTEM OIIK-10.2
Tema 3.1. MeTozs! U cpesicTa 7 2 4|OIIK-10.3
obecrnieueHunst HHPOPMAITMOHHON
0€30IacHOCTH KOMITBIOTEPHBIX
CHCTEM
Tema 3.2. MexaHn3MBbI 3aIIIATHI 7 2 4
nHpopmaiuu B
ABTOMAaTH3MPOBAHHBIX CUCTEMaX
Tema 3.3. ®opmanbHbIE MOAEIN 9 3 5

0€30IacHOCTH
aBTOMaTH?»HpOBaHHBIX CHUCTEM
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Tema 3.4. OcoOeHHOCTH 9 1 3 5
JUCKPEUMOHHOM U MaHIATHOU
MoZeIu 0€30I1aCHOCTH

Tema 3.5. Metonbl U KpUTEPUU 10 2 3 5
OIICHKH 3aIMIICHHOCTH
KOMITBIOTEPHBIX CUCTEM

Tema 3.6. PykoBonsiiue 7 1 2 4
nokymeHTsl @CTOK Poccun

(I'ocrexxoMuccun)

Tema 3.7. 3ammra uHGOpMaIIHH, 10 2 3 5

oOpabarpiBaeMoOl B
ABTOMAaTH3MPOBAHHBIX CUCTEMAaX
OT TEXHHYECKUX Pa3BEIOK

Hroro 108 16| 32| 60

5.2. Conep:kanue pa3aesoB, TeM JUCHHUILUIMH U (DOPMBI TEKYIIEr0 KOHTPOJIS

Pazoen 1. Hugpopmauuonnas 60e3onacnocms 6 cucmeme HAYUOHAIbHOU 0e30nacHocmu
Poccuiickoit @edepayuu

Tema 1.1. Hayuonanvnas 6ezonacnocms Poccutickou @edepayuu

[TonaTne HanMoOHaIBFHOW OE30MACHOCTH M ee 3HaYeHHe U rocyaapcTBa. Ponb mHpopManmoHHON
0€30IacHOCTH  KaK COCTaBJISIONIEH  HAalMOHAaIbHOM  Oe3omacHOCTH. (OCHOBHBIE — YIpO3bI
HaIMOHAJIbHOW Oe3omacHOCTH B HMH(pOpManMoHHON cdepe. Buapl Ge3omacHOCTH B Pa3IMYHBIX
cdepax KU3HeIEATSTbHOCTH JIMYHOCTH, O0IIECTBA M FOCY/1apCTBa.

Tema 1.2. OcHosbl 2ocyOapcmeeHHOl noTumuKy u yeposvl bezonachocmu Poccutickou @edepayuu 6
uHgopmayuonroll cghepe

TocynapcTBeHHast MOMUTHKA B 001acTH MH(GOpMAMOHHOM Oe3omacHOoCcTH. OCHOBHBIE HAIIPABICHUS
u 3amaun  olecrmeyeHHs HMH(POpPMAIIMOHHOM 0€30MacHOCTH Ha TOCYIAapCTBEHHOM  YpPOBHE.
CoBpemeHHbIe yrpo3bl 0Oe3omacHOCTH B HH(popManMoHHON cdepe: Kubeparaku, yTEUKH
uHpopmanmy, HHPOpMaAIMOHHBIE BOWHBL.  [IpoGmembl  permoHanbHON — MHPOPMAITMOHHON
0€30MacHOCTH.

Tema 1.3. OcHognble noHsmusi u 06WeMeENMOO0I02ULECKUEe NPUHYUNDL MeOpUU UHDOPMAYUOHHOLL
bezonacHocmu

[Tonatne wHPOPMALMOHHOW O€30MaCHOCTH, OOBEKTHI W CyOBEKTHl 3amUThl. [IpUHIKIBI
KOH(UACHIMAIBHOCTH, LIEJIOCTHOCTH U JIOCTYHHOCTH WH(popMauuu. MeToqoI0rnyecKue OCHOBBI
aHamM3a yrpo3 MW IOCTPOCHHS cHCTeM 3amuTbl. OCHOBHBIE TOHATHA HH(POPMAITMOHHON
0€30MacHOCTH.

Tema 1.4. Ilonamue u 6uovl 3awuwiaemon uHpopmayuu

Knaccudukanus wHbOpManmmu 1O CTENEHH CEKPETHOCTHU: OTKpBITast, KOH(MUICHIIUATbHAS,
rocyJapcTBeHHas TaiHa. Bumbl wHbOpmanmu, TpeOyromeil 3amuThl: MEepPCOHAIBHBIC aHHBIE,
KOMMEpYecKasl TailHa, TOCYIapCTBEHHas TaiiHa. Buael 3ammmaemMoid wHOOpMauu ¥ 3amuTa
WHTEJUICKTYaJIbHONH COOCTBEHHOCTH.
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Pa3zoen 2. Hugpopmayuonnan 6oitna, memoovt u cpeocmea ee 6e0eHus

Tema 2.1. Ilonamue u 6uowvt yepo3 uHpopmayuoHHou be3onacrocmu

Omnpenenenne MHPOPMAITMOHHBIX YIpo3. Buubl yrpo3: HECaHKIIMOHMPOBAHHBIA JOCTYII, YTEuKa,
UCKa)KeHHEe, YHUUTOXKEeHUEe HH(popMannu. VICTOUHUKN yrpo3: BHEIIHWE U BHYTPEHHUE HAPyIIUTEIH,
TEXHUYECKHE U TMPOrpaMMHBIC CpEICTBAa. YTpo3bl MH(POPMALMOHHON Oe3omacHocTu Poccuiickoii
deneparyy B pa3IUUHbIX cepax.

Tema 2.2. Unghopmayuonnasn bezonacnocme u ungopmayuouHoe npomusooopcmeo

[TonsiTne WHGOPMAIIMOHHOTO MPOTHBOOOPCTBA KaK dYacTH HWHMOPMAITMOHHONW O€30macHOCTH.
Mertonsl u cpeactBa HH(DOPMAIIMOHHOTO BO3ACHCTBHSI W 3amuThl. Poiab WHGOPMAIMOHHBIX
TEXHOJIOTH B COBPEMEHHBIX KOHQIUKTaX. MeToabl HH(OPMAIIMOHHOTO MPOTHBOOOPCTBA W
pUMEHEHHE UHPOPMAITMOHHOTO OPYKHUSI.

Tema 2.3. Obecneuenue uHpopmayuorHolt 6e30nacHoCmuU 00beKMo8 UHDOPMAYUOHHOU chepbl
20¢y0apemea 8 Yciosusx UHGOPMAayuOHHOU 80UHbI

OcobeHHOCTH 3aKUTHl HH)OPMAITMH B YCIOBUAX WHOOPMAITMOHHON BOHHBI. MephI 1o 00ecrneueHunto
YCTOMYMBOCTH TOCYAAPCTBEHHBIX WH(MOPMAIMOHHBIX cucTeM. OpraHu3alliOHHBICE W TEXHHUYECKUE
MOAXOABI K TPOTUBOJACHCTBHIO MH(POPMAIIMOHHBIM aTakaMm. KommbroTepHas cucreMa Kak OOBEKT
nH(pOPMAITMOHHONW BOWHBI.

Pazoen 3. Obecneuenun ungopmayuoHnoll 6€30NACHOCMU KOMRbIOMEPHBIX CUCHEM

Tema 3.1. Memoowvr u cpedcmsa obecneyeHus UHGOPMAYUOHHOU OE30NACHOCMU KOMIbLIOMEPHLIX
cucmem

TexHonoruu 3amuThl MHPOPMAIHH: KpUNTOrpadus, KOHTPOIL JOCTYIA, aHTUBUPYCHBIC CPEICTBA.
Metonb!l ayTeHTU(DUKAIMKM U UASHTU(PUKAIUN ToIb30Baresei. [IporpaMMHoO-anmapaTHeie CpeacTBa
obecriedeHrs ”HPOPMAITMOHHOM 06€30MaCHOCTH.

Texyuuii KOHTPOJIb

Bun (hopma) koHTpOIIS

TecTtupoBanue

Tema 3.2. Mexanuzmul 3auumsi uHgopmayu 6 aBMoMamu3UPOSAHHLIX CUCTNEMAX

OcCHOBHBIE MEXaHH3MBI: Pa3rpaHUUCHUE JIOCTYyTMa, MHU(PpPOBaHUE, FICKTPOHHAS ITUGPOBAs MOAIUCH.
CpencrtBa KOHTPOJIS IEIOCTHOCTH W KOH(PUACHIIMATHHOCTH MaHHBIX. [IpUHIUIIBI MOCTpOEHUS
3aIUIIEHHBIX aBTOMaTH3UPOBAHHBIX CHCTEM. MeEXaHWU3MbI 3aIIUTHl WH()OPMAIUU KOMIBIOTEPHBIX
CHUCTEM.

Texyuuii KOHTPOJIb

Bun (hopma) koHTpOIIS

TecTtupoBanue

Tema 3.3. @0pMaJZbele Mooenu bezonacHocmiu asnomamu3upoBaHHblX cCucnem
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Mopnenu 6e30macHOCTH: JUCKPELMOHHAs, MaHJAaTHas, pojieBble mMoxenu. dopmanusanus MpaBuil
,Z[OCTyrIa nu praBJIeHI/IH HpaBaMI/I HOJIB3OBaTeJIeI>’I. HpI/IMeHCHI/IC MO,Z[eJ'IeI\/JI JJId OOCHKU U HOCTpOCHI/IH
cucTteM 0€30IaCHOCTHU.

Texyuuii KOHTPOJIb

Bun (hopma) koHTpOIIS

TecTtupoBanue

Tema 3.4. Ocobennocmu OUCKPEeYUOHHOU U MAHOAMHOU MOOeIU Oe30nacHOCmU

JluckpeuroHHasi MOJENb: YIpaBlIeHHE JOCTYIIOM Ha OCHOBE TMpaB Biajeiblia HH(OpMaIUU.
ManpgarHass MoOAenb: YIpaBlI€HHE JOCTYIIOM Ha OCHOBE YPOBHEW CEKPETHOCTH M IOJUTHUK
6e3onacHoCcTH. CpaBHUTEIBHBIN aHAIM3 U 00IACTH MPUMEHEHHS MOJIEIICH.

Texymui KOHTPOJIb

Bun (hopma) konTpOms

TectupoBanue

Tema 3.5. Memoovl u Kpumepuu oyeHKU 3auuyeHHOCMU KOMIbIOMEPHBIX CUCTIEM

Kputepun onenku Oe3omacHOCTH: KOH(DHUIEHIIMAIBHOCTh, LEIOCTHOCTh, AOCTYMHOCTh. MeTombl
TECTUPOBAaHUS H ayauTa cucteM Oe3zonmacHocTd. CraHmapThl W KiIacCUUKAIUs ypOBHEH
3aNIUIICHHOCTH.

Texyuuii KOHTPOJIb

Bun (hopma) koHTpOIIS

TecTtupoBanue

Tema 3.6. Pyxosooawue ookymenmor @CTIK Poccuu (I ocmexkomuccuu)

OcHoBHble HOpMaTuBHBIE akThl W craHaaptel ®CTOK mo wuHbOpManmnoHHON O0€30MacHOCTH.
TpeboBanus k 3ammure UHGOpPMALIMK B TOCYIapCTBEHHBIX U KOMMeEpUYEeCKUX cucrtemax. lIpomemypbl
cepTuUKaMM M aTTeCTallMd CpeacTB 3amuTbl HHpopmanuu. CTaHAapThl MO YIPaBICHUIO
nHpopmarmonHoii 6ezonacuocteio ISO/IEC 27000.

Tema 3.7. 3awuma ungpopmayuu, obpabamvieaemon 6 a8MoMAMuU3UPOBAHHBIX CUCMEMAX OM
MeXHU4ecKUx pazeedox

MeToap! 3alUThl OT TEXHUYECKON pa3BEIKU: SKpaHUPOBAaHUE, TOMEX03alIUTa, KOHTPOJIb JOCTYTIA.
OpranuzalluOHHbIE U TEXHUYECKHUE MEphl MpenoTBpalieHus yredek uHopmanuu. OcoOeHHOCTH
3alUTHl B YCJIOBHUSX COBPEMEHHBIX TEXHMYECKHUX YIrpo3. 3alluTa aBTOMAaTU3HPOBAHHBIX CHUCTEM U
CPEICTB BBIYUCIUTEIHHON TEXHUKH OT BHELTHETO IEKTPOMArHUTHOTO BO3ACHCTBHUS.

Texyuuii KOHTPOJIb

Bun (hopma) koHTpOIIS

TecTtupoBanue

6. Ilopsanok nmpoBeeHusI MPOMEKYTOUHOM aTTeCTALUMN
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[lopsnox mpoBeeHMsT NPOMEKYTOUHOM — arTecTallud  PENIaMEHTHPYETCS  JIOKaJIbHBIMU
HOpMaTUBHBIMU aKTaMU YHHUBEPCUTETA:
- Ilonoxenuem o Qopmax, NEPUOJUYHOCTH, TOPAIKE TEKYIIEro KOHTPOJS YCIIEBAEMOCTU H
NPOMEXKYTOYHON aTTecTalui OOy4aroIuXcsi 10 OCHOBHBIM 00pa30BaTelIbHBIM IpOrpaMMaM
BBICIIIETO O0pa3oBaHMsA — MporpaMMmaM OakajlaBpuaTa, HMporpaMMaM CHEIHAIUTETa, MporpaMmamM
MarucTpaTypbl B QenepaJbHOM TOCYIapCTBEHHOM OIODKETHOM 00pa30BaTeIbHOM YUPEKIACHUU
BbICIIEr0 00pa3oBaHus «MOCKOBCKHI TOCYJapCTBEHHbIM YHHUBEPCUTET T'€OE3UU U KapTorpadum,
1.6 «Opranu3zanys 1 NpoBeIeHUE POMEKYTOUHOM aTTECTALUN.
- TlonoxxeHneM O TMOPSAKE OCYLIECTBICHHS OO0pa30BaTEIbHOTO IMPOLECCa, MPOBEICHHUS TEKYIIETo
KOHTPOJII YCIIEBAEMOCTH U TPOMEXKYTOUHOW arTecTaluyd OOydalomMxcs C [PUMEHEHHEM
ANIEKTPOHHOTO OOyYeHUS W AMCTAHIMOHHBIX OOpa30BaTENIbHBIX TEXHOJIOTUH B (QeaepaibHOM
TOCYIJapCTBEHHOM  OIO/[DKETHOM  00pa30BaTebHOM  YUPEKACHWU  BBICIIETO  0Opa30BaHMA
«MOCKOBCKHI TOCYIapCTBEHHBI YHUBEPCUTET Teofe3ud M Kaprorpadpum», mn.8 «IIpoBenenue
IIPOMEXKYTOYHOM arrectauuu ¢ npuMmeHenuem 20 u JJOT».

Ilpomesxcymounas ammecmayus. 3auem, 5 cemecmp.

3adeT OLIEHUBAETCS 1O CICAYIOMIEH IIKaJie:

- OIICHKA «3a4TE€HO)» BBICTABISIETCS, €ClIM 00yJarouiicss UMeeT TyOOKHe, HCUEPIbIBAIOINE 3HAHUS
B 00bEME OCBOCHHOM MPOTPaMMBbI; 3HAHUE OCHOBHOW (00sI3aTENBHOM) JUTEPATyphl; HaeT
MPaBWJIbHBIE U YBEPEHHbBIE OTBETHI, CBUJIETEIBCTBYIONINE O HAIMYUHU TBEPHAbIX 3HAHUI U HABBIKOB B
UCIOJIB30BaHUM TEXHUUYECKHX CpPEJCTB; IOJHOE, YETKOE, I'PaMOTHOE M JIOTUYECKU CTPOHHOE
U3JIOKEHHE MaTepuana; JeMOHCTPUPYET CBOOOIHOE MPUMEHEHHE TEOPETHUECKUX 3HAHMI; a TaKxke
aBTOMAaTUYECKHU, KOrJa O0yJaromuics 3a MPOMEXYTOUHYIO aTTeCTAIIMI0 UMEET OILICHKU «OTIUYHOY;

- OIICHKAa «HE 3aYTEHO» BBICTABIsSIETCS OOydarouieMycs B Cllydae HaJIU4usl TpyObIX OIIMOOK MpHU
U3JIOKEHUH OTBETa Ha OCHOBHBIE BOIPOCHI MPOTPAMMBI, CBHETEIbCTBYIONIMX O HEMPAaBHILHOM
MOHMMAHUU TIPEAMETa; MPHU pPELICHUH MPaKTUUYEeCKUX 3aJad IOKAa3aHO HE3HaHHE CIOCOOO0B HX
pelIeHus, MaTeprall U3JI0KeH OeCopsAI0YHO U HEYBEPEHHO.

7. OnleHOYHbIE MATEePUAJIbI TEKYLIEr0 KOHTPOJIA

Pa3zoen 3. Obecneuenusn unpopmayuoHHol 0€30NACHOCMU KOMRbIOMEPHBIX CUCHEM
Konmponupyemwie H/{K: OIIK-2.6 OIIK-2.7 OIIK-10.1 OIIK-10.2 OIIK-10.3

Tema 3.1. Memoowl u cpeocmea obecneuenuss UHGOPMAYUOHHOU OE30NACHOCU KOMNbIOMEPHBIX
cucmem

dopma KOHTPOJIS/OIIEHOYHOE CPEACTBO: TecTupoBaHUe

Bonpocel/3ananus:

1. OcHOBHBIE PUHIMITBI HH()OPMAIIMOHHOHN 0€301MacHOCTH:

1) KonduneHnanbHOCTD, 11EI0CTHOCTD, I0CTYITHOCTh
2) KonduneHnunaibHOCTh, ay TEHTUYHOCTb, JOCTYTHOCTD
3) KonduneHuanbHOCTD, 1IEI0CTHOCTD, AKTYaTbHOCTh
4) IlenocTHOCTD, JOCTYITHOCTh, OTKa30yCTOMYMBOCTh

2. Yto sSBIAETCS OCHOBHOM II€JIBIO0 ATAKU THUIA COI[MAJIbHON UHXKEHEPUH?

1) OO6xon TeXHHYECKHX CpPEICTB 3aIluThl (OpaHAMay’poB, AHTUBUPYCOB) IIyTEM B3JioMa
ysizBumocteit 110.

2) MaHumyasIus JTIOIBMU C [ENbI0 TTOMyUYeHUs] KOH(PHUISHITHAThHON WH(OPMAITUU WIH COBEPILICHUS
ONPENEIICHHBIX ICUCTBUM.

3) 3apaxxeHne KOMIIbIOTEpOB BpenoHOCHBIM 10 uepe3 ysa3BUMOCTH B ONIEPALIMOHHON CUCTEME.

4) Kpaxka ¢usnueckux Hocutesne nHpopManuu (KECTKUX TUCKOB, (IeleK).

3. Kak Ha3bIBaeTCs TEXHHMKA COLMAIBHON HMHXKXEHEPUHU, MPU KOTOPOU 3JIOYMBIIIJIEHHUK
3apaHee MPHUIYyMbIBAET MPaBIONOAOOHBIA ClieHapuil (JIereHay) AJisi YCTAaHOBJIECHHUS JOBEepUs H
nojryyeHust nHpopmaruu?

1) @ummnr (Phishing)
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2) KBu mipo kBu (Quid pro quo)
3) [Iperekctunr (Pretexting)
4) baiitunr (Baiting)
4. Yro o3navaet npuHUHUI "L{enocTHOCTE" B KOHTEKCTE MHPOPMAITMOHHON 6e30acHOCTH?
1) OGecnieuenue Toro, YT0 HHMHOPMAITUSI JOCTYITHA TOJIBKO TEM, KTO UMEET Ha ATO MPaBo.
2) Ob6ecrneueHnre TOro, 4YTto HH(POpPMAIUsA SBISETCSA TOYHOW, TOJHOM U 3aIIWINCHHOW OT
HECAHKIIMOHUPOBAHHOTO WJIH CIIy4aifHOTO H3MEHEHHUSI.
3) OGecrieueHue TOro, 4To MHMOPMAIMS M CHCTEMBI JOCTYITHbI aBTOPU30BAHHBIM IT0JIb30BATEIISIM,
KOTIIa 3TO HEOOXOANMO.
4) 3amuTta WHPOPMAIMK OT HWCKKEHHS WM TMOTEPHU IMPH Tepenade Mo KaHajaM CBsI3U W3-3a
TEXHUYECKHX TTOMEX.

5. Kakas araka HampaplieHa Ha HapylICHHWE NPHUHIMIA JOCTYIMHOCTH ITyTeM Meperpy3Ku
IIEJIEBOTO pecypca (cepBepa, CeTH) OTPOMHBIM KOJTHMYECTBOM 3aIPOCOB, Jelasi ero HeAOCTYITHBIM ISt
JIETUTUMHBIX ITOJIb30BaTeIen?

1) @ummnr (Phishing)

2) Buenpenne SQL-xoma (SQL Injection)

3) Otkas B obcmyxuBanuu (DoS / DDoS araka)

4) Yenosek nocepeanne (Man-in-the-Middle, MitM)

Tema 3.2. Mexanuszmbl 3auumul uH@GopmMayuu 6 agMomMamu3upoSaHHbIX CUCIEMAX

dopma KOHTPOJIs1/0LIEHOYHOE CPEeICTBO: TecTupoBaHue

Bomnpocwi/3ananus:

. Yto w3 mepeuyucieHHOro Haubojee TOUHO ompenenser MnoHsTue "Yrpoza" B

MHPOPMALIMOHHOM Oe30macHOCTH?
1) Konkpetnasi ciiabocTh WJIM HEJOCTATOK B CHCTEME, MPOLEAYPE WM KOHTPOJIC, KOTOPBI MOXKET
OBITH UCIIOIH30BaH.
2) IorennuanpHasi MpUYMHA HACTYIUICHUS HEXKEIATENILHOTO COOBITUS , KOTOPOE MOXKET HAHECTH
yiiepo cucTeMe WM OpraHr3aIii.
3) Texuuueckas araka, Takas Kak BUPYC WM (DUIITHHT.
4) ®@aKkTUYEeCKH MPOU3OILE/AIIee HapylIeHHe Oe30I1acCHOCTH, MOBIEKIIee yepo.

2. Kakoii BapmaHT Kiaccupukanuu yrpo3 HHGOPMAIMOHHONW OE€30MaCHOCTH SIBISICTCS
HaubOonee (yHIAMEHTAIbHBIM W IIUPOKO HCIONb3YEMbIM, YYUTBHIBAET HCTOYHUK U TMPUPOAY
MPOUCXOXKIACHUS YTPO3BI?

1) Ilo oOBekTy araku: Yrpo3bl JaHHBIM, YIPO3bl MPOrPaMMHOMY OOECIEYECHHUIO, YIpPO3BI
000pYI0BaHUIO, YTPO3bI KaHAJIaM CBSI3H.

2) [Ilo wucnoiap3yeMbIM CpEIACTBAM  arTakW: TMpOTpaMMHbBIC, amnmapaTHble, (U3NYECKUE,
COLIMAJIbHO-TICUXOJIOTUYECKHE.

3) 1o MCTOYHMKY MPOMCXOXKACHHUS: BHYTPEHHHE U BHELIHHE; a TAKXKE TI0 MPHUPOJE: €CTECTBEHHBIE U
HCKYCCTBEHHBIE.

4) Tlo tuny Hapymaemoro npuHiuna Mb: yrpo3sl KOHOUACHIMATEHOCTH, YIPO3bl IIETOCTHOCTH,
YTPO3bI TOCTYTHOCTH.

3. Kakolf merton aHamu3a yrpo3 HCIOJBb3YeT APEBOBHIHYIO CTPYKTYpy, rae "kopHeM"
SBIIIETCS KOHEYHAsl IIeNb 3JOyMBINUICHHUKA (HApUMep, Kpaka JaHHBIX, OTKa3 CepBHCa), a
"BerBAMU" U "NMUCTBAMHU" TNPEACTABIAIOTCA BCE BO3MOXKHBIE IyTH (CLIEHApUM, IIArW arakH,
HEOOXOIUMBIC YCIOBHUS) Uil JOCTHXKEHHMS OJTOM I1eNH, TIO3BOJSAS CHUCTEMAaTHUECKH OLEHHUTH
YSI3BUMOCTH M KOHTPMEPHI?

1) Ananu3 nepesa arak (Attack Tree Analysis)
2) Ouenka kputnanocTH ysa3Bumocteit (CVSS - Common Vulnerability Scoring System)
3) KauectBennsiii ananu3 puckoB (Qualitative Risk Assessment)
4) Llenouka ku6epyrpo3 (Cyber Kill Chain)
4. YTo U3 MEepEUUCIICHHOTO SBISETCS KIIOUEBOM LENIbIO XEIIMPOBAHUS?

1) OGecneuenne KOHPUACHITUATHFHOCTH TaHHBIX MYyTEM UX UG POBAHHMS.
2) l'apanTupoBaHue METOCTHOCTH JIAHHBIX ITyTEM CO37[aHUsl YHUKAJIBHOTO "oTreuaTka" (Xera),
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YYBCTBUTEIHHOTO K JIOOBIM U3MEHEHUSIM.
3) ObecnieueHne TOCTYIMHOCTH JAHHBIX ITyTEM HX CKaTHUS.
4) AyteHTrduKaIKs MOIH30BaTENICH ¢ ITOMOIIBIO TTapOJIs.

5. Kakoe wu3 mnepeuncieHHblXx BpenoHocHbIx mnporpamm [IPEMMVYIIECTBEHHO
MpeIHa3HaYeHO ISl TaHOTO cOopa MHQpOpMAIMKU O NEHCTBUSX MOJB30BaTElNs (HAXKATHs KIIABHII,
MOCEIIEHHBIE CAaliThl) U €€ Tepe/laut 3JI0YMBIIUICHHUKY ?

1) Bupyc (Virus)

2) Yepssik (Worm)

3) Keiinmorrep (Keylogger)
4) Pexnamuoe I10 (Adware)

Tema 3.3. @opmanvHble Mooenu 6e30nacHOCmu A8MoOMamu3UpPOBaAHHbIX CUCTEM
®dopMa KOHTPOJISI/OTICHOYHOE CPeAICTBO: TecTrupoBaHue
Bonpocsi/3ananus:

1. Ipuamun "Hammensmmx npuswmiernid" (Principle of Least Privilege) B ynpaBnenun
JOCTYIIOM O3HAYaeT, YTo:
1) Bce nonp3oBareny AOMKHBI UMETh OJMHAKOBBIM YPOBEHb JOCTyIA K pecypcaM JUisl YIPOILIEHUS
yIpaBiICHUS.
2) [Ilonmp3oBarenu JOMKHBI MOMy4aTh JOCTYN TOJBKO TOCTE TMPOXOXKICHHUS  CIOXKHOU
MHOTO()AKTOPHOU ayTCHTHU(UKAIIHH.
3) Ilomb3oBarensM u mpoHeccaM JOJKHBI IPENOCTABIATHCS TOJNBKO TE€ IpaBa JOCTyma
(mpuBMIIETHH), KOTOpPbIE aOCOIIOTHO HEOOXOAWMBI IS BBITIOJIHEHHS MX 3apaHee OIpeIesICHHBIX
3ajau.
4) AIMHHHUCTPATOPHI JTOJKHBI UMETh TTOJIHBIN JOCTYIT KO BCEM CUCTEMaM 0e3 OTpaHuYeHUH.

2. UYto u3 mepedncieHHOro oTHocHTcs K Mepam OU3MYECKOM  6esomacHocTH
MH(OPMAITMOHHBIX aKTUBOB?
1) YcTanoBKka 1 HacTpOITKa MEXKCETEBOTO dKpaHa (OpaHamay3pa).
2) Perynspuoe oOHOBeHHE aHTHBUPYCHOTO [10 Ha pabounx cTaHIIUSX.
3) OOopymoBaHuEe CEpPBEPHBIX IMOMEIICHHH CHCTEMOM KOHTPOJS JOCTylla W CHCTEMOU
BUICOHAOIIONCHNUA.
4) Ucnonw3oBanue nporokosia HTTPS ms mmdposanus tpaduka Bed-caiTa.

3. Uto siBAsieTCSI OCHOBHOM LEJBbIO PETYISIPHOTO CO3AaHUs PE3EPBHBIX KOMUN KPUTHYECKHU
Ba)XHBIX JIaHHBIX B KOHTEKCTE MHPOPMALIMOHHOW 6€301MacHOCTH?

1) OGecnieuenne KOHPUACHITUATHFHOCTH JTaHHBIX.

2) IlpenorBpamenue atak tumna "Yemosek nocepeaune” (MitM).

3) lMonnep:xkaHue JOCTYMHOCTU JaHHBIX U BOBMOKHOCTH UX BOCCTAHOBJICHHMS I1OCJIE UHIIUICHTOB.
4) IN'apanTHpoBaHKE LETOCTHOCTH IaHHBIX B PEaIbHOM BPEMEHHU.

4. Kako#t TN araku MpeArnonaraeT BHEAPEHHUE 3JO0YMBIIIJICHHUKOM BPEIOHOCHOTO KO/a B
JIOBEpEHHBIN BeO-CalT, C LIE€TbI0 BBHIMOJIHEHUS 3TOTO Kojla B Opay3epe, HU4ero He MOA03pEBaIOIIETo
MOJIB30BATENIA MPU MOCEUIEHUH ITOTO caiTa?

1) SQL-unbexnus (SQL Injection)

2) MexcaiitoBblii ckpuntunr (Cross-Site Scripting)
3) Ilonmena DNS (DNS Spoofing)

4) ®ummmnr (Phishing)

5. Kakoe moHSTHE ONUCHIBACT TPOIECC BBHISBICHUS, ONCHKA U TMPUHSATHS PEIICHUH 10
00paboTKe PpHUCKOB UIS MHHHMH3AIMM WX TMOTSHIIMAILHOTO HETaTUBHOTO BO3JCHCTBUS Ha
WH(OPMAITMOHHBIE AKTHBBI OPTaHU3AIIH?

1) Ynpasnenue unnuaentamu (Incident Management)

2) Aynut nHpOopManMoHHO# 6e3omacHocTH (Security Audit)

3) [Iposenenue nentectoB (Penetration Testing)

4) Ynpasnenue puckamu nHpopmarmonHoi 6ezonacHoctu (Information Security Risk Management)

Tema 3.4. Ocobennocmu OUCKPEYUOHHOU U MAHOAMHOU MOOenU O6e30nacHOCmuU
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dopma KOHTPOJIs/0LIEHOYHOE CPeICcTBO: TecTupoBaHue
Bomnpocsi/3ananus:
1. Yro wu3 mnepeuucnenHoro ssiasercs KIIFOUEBBIM omimMuneM acHMMMETPUYHOTO
mmdposanus (Hanpumep, RSA) ot cummerpuyHoro mudposanus (Hanpumep, AES)?
1) AcummerpuuHoe muUdpoBaHUe Beerna ObIcTpee CHMMETPUIHOTO.
2) AcummerpuuHOe HIM(POBAHUE HCHOIB3YETCS TONBKO Ui IU(POBAHHUS OONBIIMX OOBEMOB
TAHHBIX.
3) AcummerpuuHOe MU(PPOBAHKUE UCIIONB3YET Napy KIouel (OTKPBITHIM M 3aKPBITHIN), B TO BpeMs
KaK CUMMETPHYHOE UCTOJIb3YeT OJMH OOIINIA CEKPETHBINA KITIOY.
4) CummerpudHOe mudpoBaHUe He obecreunBaeT KOHPHUICHIIUATHHOCTb.
2. JInst gero B mepByIO ouepeab UCTIOIb3yeTCs IudpoBoii ceprudukar?
1) dns mmmdpoBanus KOH(GUACHIUAIBHBIX TaHHBIX IPU NIEpeaade Mo CETH.
2) JIns coxatus TaHHBIX Mepe nepeaadei.
3) Jns mpuBS3KH OTKPBITOTO KIIFOYAa K MICHTU()UKATOPY M MOATBEPKACHUS MOMIUHHOCTH 3TOTO
COOTBETCTBUS JOBEPEHHOM TPETHEN CTOPOHOM.
4) JIns 3aMEHBI TapOJIbHOW ayTeHTU(UKAIINH.

3. Yro wu3 mepeuncnenHoro swiasercs ITPEMMYIIIECTBEHHOM menbio cucTeMbl
obHapyxeHus Bropxenuit (Intrusion Detection System)?

1) ABTOMaTM4eCKUil MOHMTOPUHI CETH WJIM CHUCTEM Ha MPEAMET MPU3HAKOB 3JI0HAMEPEHHOM
aKTUBHOCTH WJIM HapyIIECHUH MOJUTHUK O€30MaCHOCTH U TeHEPaIUsl OMOBEUICHUH.

2) ABromaruyeckas OJOKMPOBKa BBISBICHHBIX arak B PeajJbHOM BpEMEHH 0Oe3 BMeIaTeIbCTBa
YeJI0BEKA.

3) 3ameHa MexxceTeBOro 3kpaHa (OpanaMayspa) s GUIbTpauy Tpaduka.

4) llludposanme Bcero ceTeBOro Tpaduka.

4. Kaxoil TMII MOJUTUKK O€30IaCHOCTH OIMUCHIBACT MpaBWJIa JOMYyCTUMOIO HCHOIb30BAHUS
KOPIOPATUBHBIX MH(OPMAILIMOHHBIX PECYPCOB (MHTEPHETA, IMOYTHI, KOMIIBIOTEPOB) COTPYIHUKAMHU
OpraHu3aiuu?

1) [onmuTuka xnaccudukarmu nanHbix (Data Classification Policy)

2) Ionutuka ynpasienus goctynoM (Access Control Policy)

3) onuTHka nomyctumoro ucnonbs3oBanus (Acceptable Use Policy)

4) INonuTuka pe3epBHOTO KonmupoBaHus U BocctanoBienus (Backup and Recovery Policy)

5. Uro u3 mnepeuucienHoro HAWBOJIEE ToyHO omnuchiBaeT KOHLENIMIO "3amiuThl B
mryouny" (Defense in Depth)?
1) YcTranoBka camoro Jopororo ¥ COBpeMEHHOTO aHTUBUPYCaA HA BCE KOMIIBIOTEPHI.
2) ®oKycHUpOBKa BCeX yCUIUI 0€30MacHOCTH Ha 3aIUTe MEPUMETPa CETH.
3) Peanu3zanusi MHOXK€CTBEHHBIX, Pa3HOPOJIHBIX U MEPEKPHIBAIOIIUXCS CIOEB 3AIUTHI JJIs CO3TAHUS
KOMITJIEKCHOW O€30MacHOCTH, TJEe MPOPHIB OMHOTO CJIOS HE BEIET K TMOJTHOW KOMIIPOMHTAIMH
CHCTEMBI.
4) TlonHOE OTKIIFOYEHUE BCEX CUCTEM OT MHTEPHETA.

Tema 3.5. Memoovwl u kpumepuu oyenKu 3auuyeHHOCMU KOMRbIOMEPHLIX CUCTEM
dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:

1. Kakast araka HampapjeHa Ha 3aXBaT ce€aHCa ayTEHTU(QHUIUPOBAHHOIO MOJIb30BATENS IIyTEM
noxuieHus (Qaina cookie ceccuM MM TOKEHA, YTO MO3BOJISET 3J0YMBIIUIEHHUKY J1€HCTBOBAaTh OT
MMEHH KepTBbI 0€3 3HAHU €€ JIOTHHA U apoJs?

1) SQL-unbeknus (SQL Injection)

2) Kpocc-caiiroBas momnenka 3amnpoca (Cross-Site Request Forgery - CSRF)
3) 3axsar ceccuu (Session Hijacking)

4) ®ummmnr (Phishing)

2. Kakoii xkpuntorpadpuueckuii npumutu rapantupyer LIEJIOCTHOCTD npanHbIX,
reHepUpys YHUKaJIbHYIO "IH(pOBYI0 moAnmuch" (GUKCUPOBAHHOM JUIMHBI U3 MPOU3BOJIILHOTO 00beMa
JAHHBIX, IPH 3TOM IpoLecc HeodpaTum?

Ne 000001566 Crpanuria 16 u3 21



1) Cummerpuunoe mudposanue (AES)
2) Xem-¢pynkmus (SHA-256, MDS5)
3) Acummerpuunoe mudposanue (RSA)
4) ludposas moamuce (DLIT)
3. Kakoit meron ayTeHTH(UKAIMU CUWTaeTCs HaubOoiee HaJAeKHBIM I 3allUThl OT
KOMITPOMETAIIMM YUETHBIX 3alUCEN U3-3a YKPaJACHHBIX mapojen?
1) Ucnionp3oBanue ciaoxHbIX napodei (12+ cuMBOJIOB)
2) Perynsipuast cMeHa naposeit (kaxasie 90 mHei)
3) MHuorodakropHas ayreHTuduxanus (MFA)
4) Ucnonp30BaHUE €IUHOTO MAPOJIS ISl BCEX CITY:KEOHBIX CUCTEM

4. Yto sBnsieTcsl MIaBHOM 11enbi0 ATana "OleHka pucKoB" B MPONECCE YNPABICHUS PUCKAMU
nH(popmaImoHHoM 6e30macHocT?
1) YcTpanenue Bcex 0OOHAPYKEHHBIX ySI3BUMOCTEH
2) Unentuduxamumss akTUBOB, YIpo3 U YA3BUMOCTEH, OIICHKA BEPOSTHOCTH W IOCJIEACTBUI
peanusaiy yrpo3 Ajs onpeaeaeHus] ypoBHs pUCKa
3) [IpuobpereHne cTpaxoBKH OT KUOSPUHITUICHTOB
4) HazHaueHue OTBETCTBEHHBIX 32 0€30MaCHOCTh KaX/I0T0 aKTHBA

5. Kako#i cereBoi CEerMeHT CHenualbHO MPEIHA3HAUYCH ISl pa3MEIICHHs OOIIEeI0CTyTHBIX
CepBHUCOB (BeO-CepBEP, MOYTOBBIN CEPBEP), U3OIUPYS UX OT BHYTPEHHEH CETH U BhICTyNas OydepHo
30HOM?
1) Jlokanbhas cets (LAN)
2) becnipoBognas cetb (WLAN)
3) Bupryanbnas yactnas cetb (VPN)
4) demunurapuzoBannas 3oHa (DMZ)

Tema 3.7. 3awuma ungopmayuu, obpabamviéaemol 8 aA8MOMAMUSUPOBAHHLIX CUCMEMAX OM
MEeXHU4eCcKUx pazeeiox

®dopMa KOHTPOJISI/OTICHOYHOE CPeAICTBO: TecTrupoBaHue
Bonpocsi/3ananus:

1. Kakoii tun araka, Bxomsuuid B OWASP Top 10, mo3BosiseT BHEAPATH U BBINOJIHUTH
MIPOU3BOJIBHBIN KOJT HA CEPBEPE WIIU MOTYIUTh HECAHKITMOHUPOBAHHBIN JOCTYII K JAHHBIM?
1) MexcaiToBbIi cKpuUnTHHT (XSS)
2) Bueapenue (Injection)
3) HeGe3omacHast necepuanu3anus
4) Tlognenka MexxcaiToBbIX 3ampocoB (CSRF)

2. Kakoe mpaBuiIO pe3epBHOrO KOMUPOBAHUS CUUTACTCS MHUHHUMAJIBHO JOCTATOYHBIM ISt
3alUThl OT MOTEPH JAHHBIX B pe3ynbTare cO6osi 000pyqoBaHUS, MPOTPAMMHON OMIMOKU WM aTaku
mudpoBanbinuKa (ransomware)?

1) ExxenHeBHOE KONMUPOBAaHUE HA BHELTHUMN JUCK

2) KonnupoBaHue Ha JIeHTY (tape) pa3 B HEEIIO

3) ITpaBuiio 3-2-1: 3 KoUK AAaHHBIX, 2 pa3HBIX HOCUTENS, | KOIUA Ha y1aJ€HHOM HOCHUTENE
4) UcnonwszoBanue RAID-maccuBa

3. Kakoii Tun mmdposanus ucnonszyer OJAMH xmou, kak 1 mu@poBaHus, Tak U IS
pacundpoBanus HHPOpMaIU?

1) Cummerpuunoe mmmdposanue (AES, DES, 3DES)
2) Acummerpuunoe mudponanue (RSA, ECC)

3) XewmupoBanue (SHA-256)

4) Hudposas noamuck (DSA)

4. Kakas wmepa ¢usnyeckori 6e3onmacHoctn HAWBOJIEE »sddexruBHO mpemoTBpaimaet

HECAHKIIMOHUPOBAHHBIN JJOCTYII B CEpPBEPHOE MOMEILICHHUE?

1) Tabmuuka "TlocTtopoHHMM BXOA BOCIpetieH"

2) 3aMOK ¢ KJIFOYOM Ha JIBEpU

3) Cucrema xoutposs noctyna (CKVY/) ¢ ucronb3oBanreM UACHTU(DUKAIIMOHHBIX KapT U
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MOCTOSTHHBIM MOHUTOPHHIOM.
4) YcraHoBKa KaMepbl HAOIOIEHUS HAJl ABEPHIO

5. Uro sBnsiercs [IEPBOU knrodeBoii (a3oil yrpaBiaeHUs HHIMACHTAMUA WH()OPMAITMOHHOM
6e30macHOCTH?

1) Ycrpanenue (cnepkKuBaHUE W JTUKBHUIAIMS YTPO3BI)

2) BoccranoBieHue (Bo3BpaT CUCTEM B pabouee COCTOSTHHE)

3) [MoaroroBka (pa3paboTka MjiaHa, Ha3HAYCHUE POJICH, CO3/JTaHUE UHCTPYMEHTOB)
4) TTocTHHIIMICHTHBIN aHaTU3 (M3BJICYCHUE YPOKOB)

8. OueHo4YHBIC MaTepHAJIbI IPOMEKYTOYHOM aTTeCTANMHA

5 cemecmp, 3auem

Koumponupyemvie H/[K: VK-8.1 VK-8.2 VK-8.3 VK-8.4 OIIK-2.1 OIIK-10.1 OIIK-2.2 OIIK-10.2
OIIK-2.3 OIIK-10.3 OIIK-2.4 OIIK-2.5 OIIK-2.6 OIIK-2.7

Bonpocsl/3ananus:
1. ITonaTrue HanmoHanbHOM O6e30macHoCTH Poccuiickont deaepanmm.

2. HannoHanbHbie HHTEpPECH PO U cTparernyeckrue HallmOHaJIbHbIEC TPUOPUTETHI.

3. Pons wmHbOpmarmonHol 0Oe30MacHOCTH B 00€CTeUeHWH HAIMOHAJIBHON 0e30MacHOCTH
roCylapcTBa.

4. OcCHOBHBIE COCTAaBIISIOIIME HAIMOHAIBHBIX HHTEpecoB Poccuiickoit @Penepauuu B
nH(POPMALIMOHHOM cdepe.

5. [Nonsatue nadopmarmonHoit 6e3onacuoctu Poccutickoit deneparun.
6. HTEepechl TMUHOCTH 00IIIeCTBa M TOCYIapcTBa B MH(POpMAITMOHHOM cdepe.
7. Buasl yrpo3 undopmarmonsoi 6ezonacuoctu Poccuiickoit deneparun.

8. BHenmHue u BHyTpEeHHUE UCTOYHUKH yrpo3 HHGOpMaIMoHHON Oe3omacHocTH Poccutickoit
denepanuu.

9. Metonb! obecrieueHuss HTHPOpPMAIIMOHHON Oe3omacHocTH Poccuiickoii Deneparium.
10. McTouHnKM TOHATHH B 001acTH HH(GOPMAIIMOHHOM 0€301MacHOCTH.

11. OcHOBHBIE IOHATHS UH(OPMALIMOHHOM 0€30MacHOCTH.

12. O61memMeTo10I0rHueCcKUe MPUHIIUITBI TEOPUH WH(POPMALIMOHHOM 6e30MacHOCTH.
13. [loHsiTHE M CYITHOCTH 3aAIIUIIIAEMON HHPOPMALIUH.

14. TlpaBa u o6s13aHHOCTH 00MaAaTENsT HH(DOPMAITUH.

15. Bunel 3amuiaemoii napopmanuu.

16. Ilepeyenp cBeneHN KOH(PUICHIINATBHOTO XapaKTepa.
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17. IloHsTHE UHTEIUIEKTYaIbHOW COOCTBEHHOCTH U OCOOCHHOCTH €€ 3aIlUTHI.
18. [TonsiTne yrpo3sl HHGOPMAITMOHHOM 0€301MaCHOCTH.

19. ®akrop, BO3ACHCTBYIOMNIA HA 3aNTUIIaeMy0 HHOpMaIuio. THUITB 1eCTaOMIN3UPYIOIINX
(hakTopoB.

20. Knaccuduxanus 1 BUIbI yrpo3 HHPOPMAITMOHHON 0€30IacHOCTH.

21. IIpoToKOIMpPOBAaHUE U AYAUT KAK CEPBUCHI OE30MTACHOCTH.

22. KpunTorpaguueckue cepBUCHl O€30MaCHOCTH.

23. DKpaHupOBaHMUE KaK CEPBUC OE30MACHOCTH.

24. AHanu3 3alUIIEHHOCTH KaK CEpBUC O€30MacHOCTH.

25. YpaBneHue Kak cepBUC 0€30MaCHOCTH.

26. Haznauenue opmanbHbIx Mozeneid 6e3onacHocTH. [lonutrka 6€30macHOCTH.
27. IuckpennonHas Monenb 6e3omnacHoctd. Moaens Xappucona-Py330-Yiapmana.
28. MannatHast moziens 6e3onacHoctr. Mogens bemna-Jlallamymsl.

29. ®opmanbHble MOJIEIH LIETOCTHOCTH.

30. [ToHsiTHE POIEBOTO YIpaBICHUS JOCTYIIOM.

31. Monenu, cTpareruu U CUCTEMbI oOecrieueHus: HHPOPMAITMOHHON 0€30MacHOCTH.
32. Kputepun 6e30macHOCTH KOMITBIOTEPHBIX crcTeM «OpaHkeBas KHUTA».

33. O6mue kpuTepuu 0€30MacHOCTH HHPOPMAITIOHHBIX TEXHOIOTHA.

34. Kpurepun u knaccol 3amuiiesHocty CBT u AC. PykoBomsume noxkymentsl @CTOK
Poccun.

35. CrannmapTsl 1o ynpasieHuto nuHpopmarmonHou 6e3omnacuoctbio ISO/IEC 27000.
36. Knaccudukarus 1 BO3SMOXKHOCTH TEXHUYECKHX Pa3BEIOK.
37. KoMmnbroTepHas pa3Bejika.

38. Texnuueckue KaHalbl YTEUKH HHMOPMALMU MPHU IKCIUTyaTallud aBTOMATU3MPOBAHHBIX
CUCTEM.

39. DnexTpoMarHuTHOE Bo3neicTBHE U 3((HEKTHI €ro BO3ACHCTBHSL.
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40. 3a1u1/1Ta ABTOMATU3HUPOBAHHBIX CHUCTEM H CPCACTB BBEIUYHMCIIMTCILHOM TEXHUKH OT
BHCIIHCTO 3JICKTPOMATrHUTHOT'O BOSI[GP’ICTBHSI.

9. MatepuaJIbHO-TEXHHUYECKOE H Y4eOHO-MeTOANMYeCKoe o0ecrevyeHue TUCIHIINHBI
9.1. [lepeyeHb OCHOBHOI U JOMOJHUTEILHON Y4eOHOM JTUTEPATYPbI

OcHognas tumepamypa

1. Hecrepor C. A. OcHOBBI HHGOPMAIIMOHHON 0€30MacCHOCTH: YYeOHHUK ISl By30B: YUCOHUK IJIS
By30B / C. A. HecrepoB. - 3-¢ wusm., crep. - Cankt-IletepOypr: Jlams, 2024. - 324 c. -
978-5-507-49077-6. - Tekct: onekrpoHHbii. // W3marensctBo Jlamp: [caiit]. - URL:
https://e.lanbook.com/img/cover/book/370967.jpg (mara obpamenus: 16.03.2025). - Pexum
JOCTYTIA: TIO TIOITUCKE

Jlononnumenvuas numepamypa

1. bamer I1. H. Madopmarmonnas Ge3omacHOCTh W 3anuTta uHGoOpManuu: ydeOHoe mocodue:
yueonoe nmocobue / [1. H. bamuer, A. B. ba6am, E. K. bapanosa. - Undopmarimonnas 6e30macHOCTb
n 3ammra uHopmarmu - MockBa: EBpaswmiickuii OTKpbITBIA WHCTHUTYT, 2012. - 311 c. -
978-5-374-00301-7. -  Tekcr: onexrponnwni. //  IPR  SMART: [caiit]. - URL:
https://www.iprbookshop.ru/10677.html (mara oOpamenus: 16.03.2025). - Pexum pocryma: 1o
MOJIITUCKE

9.2. [IpodeccuonanbHblie 0a3bl JAHHBIX U pecypcbl «MHTEepHET», K KOTOPBIM 00ecneuynBaeTcs
AOCTYN 00YyYAKOIIMXCS

IIpogheccuonanvruvie 6azvi danubix
1. https://student2.consultant.ru/cgi/online.cgi - [IpaBoBoii Cepep Koncymnprantlntoc

Pecypcor « Unmeprnem»
1. https://znanium.ru/ - SnekTpoHHO-OMOMMOTEYHAast cucTeMa "Znanium"
2. https://intuit.ru/ - SnexTponnas odpazosarenbHas cpena "MHTYUT"
3. https://www.elibrary.ru/ - HOb eLIBRARY
4. https://rusneb.ru/ - HantmonanwsHas anektponHas oudmuoreka (HOB)
5. https://e.lanbook.com/ - DnexTponnas 6ubnuoreunas cuctema "Jlanp"

9.3. IIporpamMHoe oGecnieyeHre U MH(POPMALIMOHHO-CIIPABOYHBIE CHCTEMbI, HCIIOJIb3yeMble
NPH OCYLIEeCTBJICHHH 00pa30BaTeIbHOIO NMpoLecca Mo JUCHUIIINHE

Ilepeuens npoepammHozo obecneyeHus
(0bHOBNIeHUe NPOU3BOOUMCS NO Mepe NOABNIeHUs HOBbIX 8EPCULL NPOSPAMMbL)

1. Microsoft Office;

Ilepeuenv uHopmayuoHHO-CNPABOUHBIX CUCTIEM
(0OHOGIEHUE BBINOTHAEHC eXHCEHEOCTbHO)

He ucnonb3yercsi.

9.4. O6opynoBaHue U TeXHHYECKHE CPeACTBA 00yUeHH s

KomnbrorepHsbIit Ki1acc
Mapkepnas gocka - 0 mr.
MoHo010K - 64 mT.
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[IpoekTtop - 4 mT.
10. MeTonnyeckue yKazaHusi 10 OCBOCHHUIO IMCIUIIMHBI (MOXYJIA)

C uenpio yCHEenHoro OCBOCHUSI JAHHOTO IPeMETa CTYIEHTY HEOOXOIMMO BBITMOIHSTH JIOMAIlIHUE
paboTHI MO YKa3aHHBIM MpEnojaBaTessiM TeMaM M IMPEICTaBICHHBIM Ha 3aHATHSIX MarepuanaM. J[is
Oosee  yCHEIIHOTO  BBIMOJHEHUS ~ pabOThl  CTYIEHTY  Mpeajaraercs  HCIOJIb30BaHUE
y4eOHO-METOJMUYECKUX MaTeprajoB, COOTBETCTBYIOIIUX YKa3aHHOM TeMe.

CaMocTrosTenbHast paboTa CTyJICHTOB ONUCHIBACTCS U PETYIUPYETCS:

- MeronnyeckuMu peKOMEHIAUSIMU IO JUCIUILIUHE;
- MeronuyeckuMu pEeKOMEHJAIMAMHU IO OpPraHU3alil CaMOCTOSTENIbHON pabOThl CTYIEHTOB
MUUT'AuK;

Onucanue 603moxcnocmeii usyuenusn oucyunaunvt auyanu ¢ OB3 u uneanuoamu

[Tpu HEoOxonuMOCTH 00YUYEHHS! CTYICHTOB-UHBAIM/IOB U JIUI C OTPAHUYEHHBIMH BO3MOKHOCTSIMU
3M0pOBBSl  ayAMTOPHBIE 3aHATUA MOTYT OBITh 3aMEHEHbl WJIM JIONOJHEHBbl H3yYEeHUEM
MOJTHOTEKCTOBBIX ~ JIEKIUMW, TMpPEe3eHTalluid, BHACO- M aygAuOMarepuajioB B  AJIECKTPOHHOU
nHpopmarmonHo-oopazoBarensHoii cpene (DUOC) yuuBepcutera. MHIMBUAYaTbHBIC 3aJaHHS
MoAOUPAIOTCS B aallTUPOBAHHBIX K OTPaHUYEHUSIM 310pOBbs (hopMax (MUCBMEHHO WM YCTHO, B
dbopme mipeseHTarnuii). BeiOop MeTo0B 00ydYeHUST 3aBUCHT OT WX JOCTYIMHOCTH JUIsl WHBAIUIIOB M
JIUI] C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMU 3710POBbSI.

PaGouas mporpamma AMCHMIUIMHBI U1 MUHBAJIUAOB U JIUI C OFPAaHUYCHHBIMU BO3MOXKHOCTSIMHU
30pOBBS pa3zpadaThiBaeTCs HHANBUAYAIBHO C YUETOM OCOOCHHOCTEH NMCUX0()U3NUECKOTO pa3BUTHS,
WHAUBUAYATbHBIX BOBMOKHOCTEH U COCTOSHUS 30POBbS TAKUX 00YUYaIOLIUXCS.
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