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1. IlmanupyemMble pe3yabTaThbl 00y4eHUs, COOTHECEHHbIE ¢ IJIAHUPYEeMbIMH Pe3yJIbTaTaMHI
0CBOEHHSI 00pa30BaTeJIbHOI MPOrpaMMbl

YK-1 CnocobeH ocymecTBISITh MOUCK, KPUTUUECKUI aHalli3 U CHHTE3 WH(OpMAaIuu, MPUMEHSTh
CUCTEMHBIN MOAXOA JUIsl pEIICHUs TOCTaBICHHBIX 3a]1a4

VK-1.1 Ananuzupyer 3aaaqy, BbIICIsS ee 6a30Bble COCTABISIONINE
3nams:
VK-1.1/382 OcHoBHBIE 00sacTu U crierupruKa MPUMEHEHHUSI ONTOTEXHUKH, ONITHYECKUX
U ONITUKO-3JIEKTPOHHBIX MPUOOPOB U KOMILIEKCOB
Ymemu:
VK-1.1/¥Ym1 Paborarb ¢ HayqHO-TEXHUYECKOM nH(popManuei
Braoemy:
YK-1.1/HB1 CucteMHBIM aHATH30M
VK-1.1/HB3 IlpBunamu u NpUHIMIAMEI aHAIH3a HHOOPMAIIMH U TEKCTOB

VYK-1.2 OcymectBisier NOUCK HHGOpMALMU JUIsl PELICHUS TOCTABICHHOW 3aJadd 110
pa3IMYHBIM THUIIaM 3alIPOCOB

3uame.

YK-1.2/385 Metonb! mpoBeneHus: MaTeHTHBIX UCCIICIOBaHUN
Yumemn:

VYK-1.2/¥YMmI [IpuMeHATh cripaBOUYHBIE MaTepUaIbI
VYK-1.2/YMm5 TIpon3BoauTh NaTCHTHBINA MTOUCK

VYK-1.2/¥Ym6 PaboTarh ¢ Hay4YHO-TEXHUYECKOH MH(pOpMaIUen.
Braoemns:

YK-1.2/HB1 Meronamu noucka nHdpopMauu B 0a3ax JaHHBIX U HHTHPHET-pECypcax

YK-1.3 IIpu o6paboTtke nHbOpManuu oTau4aeT (HakThl OT MHEHUW, HHTEPIIPETAIIUN, OIICHOK,
dbopMupyeT COOCTBEHHBIC MHECHUS U CY)KICHHUS, apTyMEHTHPYET CBOH BBIBOJIBI, B TOM YHCIIE C
npuMeHeHneM (Ppr1ocodCcKoro MOHITHITHOTO arapara

3name:

VYK-1.3/383 OcHoOBBI (puI0COPCKOr0 MOHATHHHOTO ammapara, HPUMEHHMBIE TPH
aHanu3e HHPpOpMaIH

Ymemns:

VK-1.3/¥M3 Otnnyars GakThl OT MHEHUN, HHTEPIIPETAINI U OIIEHOK
YK-1.3/¥YM4 ®opMupoBaTh COOCTBEHHBIC MHEHUS U CYKICHUS
Braoemy:

VYK-1.3/He1 Mertogamu noucka uapopmanuu B 6a3ax JaHHBIX U HHTHPHET-pecypcax

VYK-1.4 OcymiecTBasieT OUCK, cOOp U 00paboTKy HHGOPMAIIUK TSl PEIISHUS TTOCTABICHHOMN
3aa4uu

3name:

VK-1.4/3u1 Kpurepuu orieHKH pe3yabTaTOB HHTEIUICKTYAJIbHOM JIESITEIIBHOCTH
Ymemns:

VK-1.4/Ym3  [lpuMeHATh  CHpaBOYHBIE  MaTepuajbl, MCKaTh MATCHTHYIO U
HAy4YHO-TEXHUYECKYIO0 HH(OPMAIIUIO

Braoems:

VYK-1.4/HB3 Metoxamu noucka uapopmanuu B 6a3ax JaHHBIX U HHTHPHETpeCypcax

2. Iloka3aresid 1 KPUTEPUH OLIECHUBAHUSI KOMIIETEHIIH



[Tnanupyembie YpoBeHb Kputepun oniennBanus (nepedeHb cHOPMUPOBAHHBIX
pe3yJIbTaThl OCBOCHUS |OBJIAICHUS NJIK/3YB no ypoBHSIM OCBOCHHS)
MIPOTPaMMBbI
YK-1 Cniocoben [Tosemmennsi  |MJIK VK-1.1 Ananusupyet 3ama4y, BeIIEIS €€ 6a30BbIC
OCYIIECTBIIATH IMOUCK, COCTAaBJISIOIIHE
KpPUTUYECKUHN aHAIN3
Y CUHTE3 3HaTh:
nHpopmaruu, VYK-1.1/382 OcHoBHBIE 001aCTH ¥ crieiprKa
MIPUMEHSATH MPUMEHEHHUS ONTOTEXHUKU, ONTHYECKUX U
CHUCTEMHBIHN TIOJIXO0T OTITHUKO-3JICKTPOHHBIX MPUOOPOB U KOMILJIEKCOB
JUISL pEIICHUS VYMeTh:
IIOCTAaBJIEHHBIX 3a1a4 VK-1.1/Ym1 Paborath ¢ Hay9HO-TEXHHYECKOU
uHdopmarmei
Bnanets:
VYK-1.1/HB1 CuctemMHBIM aHATH30M
VK-1.1/HB3 IpBuiamMu u NpUHIMIIAMYA aHATH3a
nH(}OpPMAITIH 1 TEKCTOB
YK-1 Cnocoben [ToBBIIICHHBIH

OCYILECTBIIATH ITIOUCK,
KPUTHYECKUH aHAJIU3
U CUHTE3
uHpOpMaLuH,
IIPUMEHSITD
CUCTEMHBIN ITOIXO0T
JUTSL peleHus
IIOCTABJICHHBIX 3a1a4

MK YK-1.2 OcymectBisieT mouck nHGopManuu ass
pEIIeHHs TOCTABICHHOM 3a/1a4H 10 Pa3TUYHBIM THITAM
3arpocoB

3HaTh:
VYK-1.2/385 Metozs! npoBeeHHUS ATEHTHBIX
UCCJIEI0BAaHUN

YMmeTs:
VK-1.2/Yml1 TlpumeHsTh CIpaBOYHBIE MaTEpHAITBI
VYK-1.2/YMm5 TIpon3BoauTh NaTCHTHBINA MTOUCK
VYK-1.2/¥Ym6 PaboTarh ¢ HayYHO-TEXHUYECKOM
UHpOpMaIUe.

Bnanets:
VYK-1.2/HB1 Metogamu noucka uapopmanuu B 6azax
JAHHBIX 1 UHTHPHET-pecypcax

MK YK-1.3 Ilpu 06padoTke nHGOPMAIHH OTIIMYAET
(dakThl OT MHCHH, UHTEPIIPETAINH, OLICHOK, (hopMupyet
cOoOCTBEHHBIE MHEHUS U CYKJIE€HUS, ApTYMEHTHPYET CBOU
BBIBOJIBI, B TOM YHCJIE€ ¢ TPpUMEHEeHneM (prtocodckoro
MOHATUIHOTO arapara

3HaTh:
VK-1.3/383 OcHOBBI $hUI0COPCKOTO MOHATUHHOTO
anmnapara, IpUMEHUMbIE TIPU aHAIU3e HHPOPMALUU
YMerTsb:
VK-1.3/¥M3 Otnuyars GpakTel OT MHEHUH,
WHTEpIIpETAIui U OLEHOK
VYK-1.3/YM4 ®opmupoBaTh COOCTBEHHbIE MHEHHS U
CYXKJICHHS
Bnanets:
VYK-1.3/He1 Merogamu noucka uapopmanuu B 6azax
JTAHHBIX U UHTHPHET-pecypcax




MK YK-1.4 OcymiecTBisier mouck, cOop u 00paboTky
uHGOPMAIUH JIJIS PEIICHHSI IOCTABICHHOHN 3aa4u

3HaTh:
VK-1.4/3u1 Kpurepuu onieHKH pe3yabTaToB
MHTEIJIEKTYaIbHON AESITEIbHOCTH
YMeTs:
VYK-1.4/YM3 [IpuMeHATh CrIpaBOYHbIE MaTepUabl, UCKaTh
NaTeHTHYIO M HAyYHO-TEXHUYECKYIO HH(POPMAIUIO
Bnanets:
VK-1.4/HB3 Metogamu norcka nHdopmaruu B 6a3zax
JAHHBIX U UHTHPHETpecypcax

bazosnii

MK YK-1.1 Ananusupyer 3amaqy, BbIICsAsS €€ 0a30BbIe
COCTABJIAIOIINE

3HaTh:
VYK-1.1/382 OcHoBHBIE 0071aCTH ¥ crieiprKa
MPUMEHEHHUS ONTOTEXHUKH, ONTHYECKUX U
OTITHUKO-3JICKTPOHHBIX MPUOOPOB U KOMILJIEKCOB
VMeTs:
VYK-1.1/Ym1 Paborath ¢ HayYHO-TEXHHUYECKOU
uHdopmaruei

bazosnii

MK YK-1.2 OcymiectBisieT mouck nHGpopmauu s
penieHus MOCTaBICHHOM 3a1auu 110 Pa3JIMYHbIM THIIAM
3arpocoB

3HaTh:
VK-1.2/385 Metoasl mpoBeeHUS TAaTEHTHBIX
HCCIeq0BaHNI

VMmeTs:
VK-1.2/Yml1 TlpumeHsTh CIpaBOYHBIE MaTepHAITBI

YK-1.2/¥YM5 TIpou3BoauTh MaTeHTHBINA TTOUCK

VYK-1.2/Ym6 PaboTaTth ¢ HayYHO-TEXHHUYECKOU
uHdopmaruei.

MK YK-1.3 Ilpu 06padoTke nHGOPMALIMH OTIIMYAET
(dakThl OT MHCHH, UHTEPIIPETAINH, OLICHOK, (hopMupyer
cOoOCTBEHHBIE MHEHUS U CYKJIE€HUS, ApTYMEHTHPYET CBOU
BBIBOJIBI, B TOM YHCJIE ¢ TPpUMEHEeHneM (prtocodckoro
MOHATUITHOTO arapara

3HaTh:
VYK-1.3/383 OcHOBBI HUI0COPCKOTO MOHATHUHHOTO
arrmapara, IpIMEHUMBIC TIPU aHaJi3e HHHOpMAIUN
YMerTsb:
VK-1.3/¥YM3 Otnuyars GakTel OT MHEHUH,
WHTEpIIpETAIui U OLEHOK
VYK-1.3/YM4 ®opmupoBaTh COOCTBEHHbIE MHEHHS U
CYXJICHUS




MK YK-1.4 OcymiecTBisier mouck, cOop u 00paboTky
uHGOPMAIUH JIJIS PEIICHHSI IOCTABICHHOHN 3aa4u

3HaTh:
VK-1.4/3u1 Kpurepuu onieHKH pe3yabTaToB
MHTEIJIEKTYaIbHON AESITEIbHOCTH

YMmeTs:
VYK-1.4/YM3 [IpuMeHATh CrIpaBOYHbIE MaTepUabl, UCKaTh
NaTeHTHYIO M HAyYHO-TEXHUYECKYIO HH(POPMAIUIO

[Toporossrit MUK YK-1.1 Ananusupyer 3a/1a4y, BbIIEIsAA ee 0a30BbIe
COCTAaBJIAIOIINE

3HaTh:
VYK-1.1/382 OcHoBHBIE 0051aCTH U crienupuKa
NPUMEHEHHUS ONITOTEXHUKHU, ONTUYECKUX U
OTITUKO-3JIEKTPOHHBIX MPUOOPOB M KOMILIEKCOB

MK YK-1.2 OcymiectBisieT mouck nHpopmauu s
pelieHus MOCTaBIEHHOM 3a1auu 110 Pa3JIMYHBIM THIIAM
3arpocoB

3HAaTh:
VK-1.2/385 Metoasl mpoBeeHUS TAaTCHTHBIX
HCCIeq0BaHNI

MK YK-1.3 Ilpu 06padoTke nHGOPMALIMH OTIIMYAET
(dakThl OT MHCHH, UHTEPIIPETAINH, OLICHOK, (hopMupyer
cOoOCTBEHHBIE MHEHUS U CYKJIEHUS, ApTYMEHTHPYET CBOU
BBIBOJIBI, B TOM YHCJIE ¢ TpUMEHeHneM (prtocodckoro
MOHATUIHOTO arapara

3HaTh:
VYK-1.3/383 OcHOBBI $HUI0COPCKOTO MOHATHUHHOTO
anmnapara, IpUMEHUMbIE TIPU aHAIH3e HHPOPMALUU

MK YK-1.4 OcymecTBiser mouck, coop u 00padboTKy
UH(POPMAITUH [T PEIICHHS TOCTABJICHHOM 3a/1auu

3HaTh:
VK-1.4/311 Kpurepuu orieHKH pe3yabTaToB
MHTEIJICKTYalIbHON AESITETbHOCTH

3. [IIxajga oneHUBAHUSA

OrneHka

Kpurepuu onenuBanus (nepeuensb chopmupobanasix NJIK/3VB)

3ayTeHo

VK-1.1 Ananusupyer 3aaqy, BbIIEIsAS €€ 0a30BbIe€ COCTABIISIONINE
VK-1.1/382 OcHoBHBIE 001aCTH ¥ crienpUKa TPUMEHEHUS ONTOTEXHUKH,
ONTUYECKUX M ONTUKO-3JIEKTPOHHBIX TPUOOPOB M KOMILIEKCOB

VYK-1.2 OcyuiecTBaseT mouck nHGOPMALIUK JUIsl pEILICHHSI TOCTaBICHHOMN
3a/1a4 MO Pa3IMYHbBIM THUIIaM 3allPOCOB
YK-1.2/385 Metonb! mpoBeneHus: TaTeHTHBIX UCCIIEIOBaHUI




VYK-1.3 [Ipu o6pabotke nHpopMarmu oindaer pakTsl OT MHEHUH,
UHTEpIpETANi, OLICHOK, (POPMUPYET COOCTBEHHbIC MHEHHS U CY)KICHHUS,
apryMEHTHPYET CBOM BBIBOJIbI, B TOM YHUCIIE C TPUMEHEHHEM (HII0cO(CKOro
MOHATUMHOTO anmapara
VYK-1.3/313 OcHoBHI (hr10cOPCKOTr0 MOHATUITHOTO anmnapara, IpUMEHUMBbIE TTPU
aHanu3e HHPpOpMaIu

VYK-1.4 OcymiecTBisier MoUck, cOop u 00paboTKy nHpOpMAIUu AJIs
peleHys TOCTaBICHHOH 3a/1auu
VK-1.4/3u1 Kpurepuu orieHKH pe3yabTaTOB HHTEIUICKTYAIbHOM JIESITEIIBHOCTH

He 3aureno Pesynbrarsl 00yueHus He cOPMUPOBAHBI HAa JOCTAaTOYHOM YPOBHE

4. KoHTpOJIbHbIE MEPONIPUSATHUS MO TUCHUTIINHE

Bun xonTposns ®dopma koHTPOIIs/O1IEHOYHOE CPENCTBO

Texymuit koHTposib | TecTupoBanue

[TpomexyTouHas KontponbsHas pabora
arrecTraus 3auer
Bua koHTpOJISI/ HCOIB3yeMble
Ne HaumeHoBanue pasiea Kourtposupyem OlICHOYHbIE MATEPUAJIBI
n/n bie U1K . TIpoMexyT.
Texymmi
arTrecranus
1 |Uudopmammonnas 6e3omacHocth |YK-1.1 YK-1.2 |TectupoBanue 3auer
B CUCTEME HAIIMOHAIBLHOMN VK-1.3 YK-14
6e3omnacHoctu Poccuiickoit
denepanuu
2 |Nudopmarmonnas BoitHa, metoabl | YK-1.1 YK-1.2 |TectupoBanmue 3auer
U CPEICTBA €€ BEACHUSA VK-1.3 YK-14
3 |O6ecneuenns uapopmanmonnoit |YK-1.1 YK-1.2 |TectupoBanue 3auer
0€30MacHOCTH KOMITBIOTEPHBIX VK-1.3 YK-1.4
CUCTEM

5. Ilopsaaok nmpoBeeHsI MPOMEKYTOUHOM aTTeCTAIUN

[lopsnox mpoBeeHMsT NPOMEKYTOUHOM  arTecTalluyd  PENIaMEHTHPYETCS  JIOKaJIbHBIMU
HOPMaTUBHBIMU aKTaMU YHHUBEpPCUTETA:
- Ilonoxenuem o Qopmax, NEPUOJUYHOCTH, TOPAIKE TEKYIIEro KOHTPOJS YCIIEBAEMOCTU H
NPOMEXKYTOYHOM aTTecTauy OOy4aroIuXcsi 10 OCHOBHBIM 00pa30BaTelIbHBIM IpOrpaMMaM
BBICIIIETO0 O0pa3oBaHMsA — MporpaMMmaM OakajlaBpuaTa, MporpaMMaM CHEIHAIUTETa, MporpaMmmamM
MarucTpaTypbl B (QenepaJbHOM TOCYIapCTBEHHOM OIODKETHOM 00pa30BaTeIbHOM YUPEKIACHUU
BbICIIEr0 00pazoBaHusa «MOCKOBCKHI T'OCYJapCTBEHHbIM YHHBEPCUTET T'€OE3UU U KapTorpadum,
1.6 «Opranu3zanys 1 NpoBeIeHUE MPOMEKYTOUHOM aTTeCTaLN.
- TlonoxxeHneM O MOPSAKE OCYLIECTBICHHS O0pa30BaTEIbHOTO IMPOLECca, MPOBEICHHUS TEKYIIETo
KOHTpOJISl YCIIEBAEMOCTHM M IPOMEXYTOYHOW arrecTalud OOydyarolmuxcsi C I[PUMEHEHUEM
ANIEKTPOHHOTO OOyYeHUS W AMCTAHIMOHHBIX OOpa30BATENIbHBIX TEXHOJIOTUH B (eaepaibHOM
TOCYIJapCTBEHHOM  OIO/[DKETHOM  00pa30BaTebHOM  YUPEXKACHWU  BBICIIETO  O0Opa30BaHMSA
«MOCKOBCKHI TOCYIapCTBEHHBI YHUBEPCUTET Teofe3uu M Kaprorpadpum», 1n.8 «IIpoBenenue
IIPOMEXKYTOYHOM arrectauuu ¢ npuMmeHenuem 20 u JOT».

Ilpomesxcymounas ammecmayus. 3auem, 1 cemecmp.

3adeT OLIEHUBAETCS 1O CICAYIOMIEH IIKaJIe:

- OIICHKA «3a4TE€HO)» BBICTABISETCS, €CliM 00yJarouiicss UMeeT ITyOOKHe, HCUEPIbIBAIOIINE 3HAHUS
B 00bEME OCBOCHHOM MPOTPaMMBbl; 3HAHUE OCHOBHOW (00sI3aTENBHOM) JUTEPATyphl; IaeT
MPaBWJIbHbIE U YBEPEHHBIE OTBETHI, CBUIETEILCTBYIOLINE O HAIUYUH TBEPABIX 3HAHHUM U HABHIKOB B




UCIOJIB30BaHUM TEXHUUYECKHX CpPEJCTB; IOJHOE, YETKOE, I'PaMOTHOE M JIOTUYECKU CTPOHHOE
U3JIOKEHHE MaTepuana; JeMOHCTPUPYET CBOOOIHOE MPUMEHEHHE TEOPETHUECKUX 3HAHMI; a TaKxke
aBTOMAaTUYECKHU, KOrJa 0OyJaromuics 3a MPOMEXYTOUHYIO aTTeCTAII0 UMEET OLICHKU «OTIUYHOY;

- OIICHKAa «HE 3aYTeHO» BBICTABISIETCS OOydarolmeMycs B Cllydae HaJIW4yUsl TPyObIX OIIMOOK MpHU
U3JIOKEHUH OTBETa HAa OCHOBHBIE BOIPOCHI MPOTPAMMBI, CBHETEIbCTBYIONIMX O HEMPAaBHILHOM
MOHMMAHUU TIPEAMETa; MPH PELIEHUH MPaKTUUYEeCKUX 3ajad IOKAa3aHO HE3HaHHE CIOCOOO0B HX
pelIeHus, MaTeprall U3JI0KeH OeCopsAI0YHO U HEYBEPEHHO.

6. OneHoYHBIC MaTepHAJIbl TEKYLIET0 KOHTPOJIS

Pazoen 1. Hugpopmayuonnaa 0e3onacnocmsv 6 cucmeme HAUWUOHANLHOU 0e30nacHocmu
Poccuiickon Dedepayuu

Konmponupyemwie H/IK: VK-1.1 YK-1.2 YK-1.3 VK-1.4

Tema 1.3. OcHogHble nowamus u obujememooonrocuyecKue NPUHYUnbL meopuu UHGOPMAYUOHHOL
bezonacrnocmu
dopma KOHTPOJIs/0LIEHOYHOE CPeICTBO: TecTupoBaHue
Bomnpocsi/3ananus:
1. Yto Takoe ayreHTU(DUKAIUS?
1) [TpoBepka MOTHOMOYHI TIOJTB30BATENS
2) IloaTBepkIeHUE TUIHOCTH
3) Brimaua npaB qocTyma
4) llludpoBanue naHHBIX
2. Kakne MexaHU3MBI MOTYT MCIIOJIb30BaThCs MPU MHOTO(GAKTOPHOU ayTeHTU(PUKAIUN?
1) ITapons
2) Cmapt Kapra
3) buomerpus
4) TTL
3. Yo Takoe MOJIUTUKA yIPABICHUSI TOCTYIIOM?
1) HaGop mpaBui, ompenensitoniux, KTO MMEET MpaBO Ha JOCTYH K OIpElIeleHHBIM pecypcam
(Harpumep, NaHHBIM, TPUIOKEHUIM, CUCTEMaM) U KaKue JeUCTBUS OHU MOTYT BBINOJIHATH C ATUMHU
pecypcamu
2) BpemenHast 6JJOKUPOBKA aKKayHTa
3) ABromaru3aiusi OOHOBJICHUI
4) VPN tpeboBanus
4. Kakue Mozenu KOHTPOJIsI JOCTyIa CYLIECTBYIOT?
1) DAC
2) MAC
3) RBAC
4) TLS
5. Kakwue sTarnsl ynpaBieHus pUCKaMu?
1) Uneratuduxarnms
2) Ananu3
3) O6paboTka
4) Cxarue

6. UTo onuchIBa€T MOAEIb HAPYIIUTENS?

1) I[TpoTokosbr
2) Kto MokeT aTrakoBaTh U KaKUMHU CITIOCOOAMH
3) CeTeByrO TOMOJIOTHIO
4) Apxutektypy OC

7. Mogenb yrpo3 BKIIOYAET AJIEMEHTHI:
1) Vazsumoctu



2) Atakytomue
3) [locnenctBust
4) CPU
8. Uro o3nauact CKVY]I?

1) Cuctema KOHTPOJIS YIIpaBICHUS JaHHBIMH
2) CucreMa KOHTPOJISI ¥ YIIPaBJICHUS JOCTYIIOM
3) Cuctema xamepamu USB

4) Cuctema KpunrorpaduuecKoi 3amuThl

Tema 1.4. Ilonamue u 6uowvi 3awuwaemoi uHpopmayuu
®dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:

1. Yto nenaet MaCKMpOBAHUE JAHHBIX?

1) Ynanser nanueie
2) 3amelaeT peajbHble 3HAYECHUS
3) Hludpyer nucku
4) CpaBHuBaeT 6a3bl
2. I'ne mpuMeHsIIOT MacKupoBaHHe?
1) TecToBsIe cpeapl
2) OtuéThI
3) AHamuTHKa
4) OpenVPN

Pazoen 2. Hugpopmayuonnas eoitha, memoovt u cpeocmea ee 6e0eHus
Koumponupyemvie H/IK: YK-1.1 YK-1.2 YK-1.3 YK-1.4

Tema 2.1. [lonamue u 6udvl yepo3 uHGopmMayuonHol 6e30nacnocmu
dopma KOHTPOJIs1/0LIEHOYHOE CPEeICTBO: TecTupoBaHue
Bomnpocwi/3ananus:

1. Kakue npuzHaku GumuHra?

1) [Mognensubrit URL
2) OmubKH B TEKCTE
3) CpodHOCTh
4) TLS-cepTudukar
2. Jlnst oOydeHus: mepcoHaa pacipoCTPAaHEHO HCIOIb30BaHHUE MTUCEM.
(OTBeT mpenocTaBUTh OJHUM CJIOBOM C 3aIrJIaBHON OYyKBBI)

Tema 2.2. Ungopmayuonuas 6e3onacnocms u UH@GOpMayuoHHoe Npomusooopcmeo
dopMa KOHTPOJISI/OTICHOYHOE CPeAICTBO: TecTrupoBaHue
Bonpocsi/3ananus:
1. Uto Takoe anTHdpO cucTema?

1) AnTuBUpPYC
2) CuctreMa 60pbOBI C MOIIIECHHUYECTBOM
3) VPN wuutro3
4) Yuér pacxonoB
2. Kakue nokazaTteny aHaIu3upyoTces anTugpogom?

1) l'eomannbie

2) YacToTa TpaH3aKIui
3) YcrpoiictBa

4) Bugeo nmotok



Tema 2.3. Obecneuenue ungopmayuonuol 6ezonacHocmu 00beKmos UHGOPMAyUOHHOU chepbl
20cyoapcmaea 8 yCao8usx UHGOPMAYUOHHOU BOLHbI

®dopMa KOHTPOJISI/OTICHOYHOE CPe/ICTBO: TecTrupoBaHue
Bonpocsi/3ananus:
1. Yro nemaet WAF?
1) Hludppyer HTTP
2) @unsrpyet Bed Tpaduk
3) VYopasnser DNS
4) Kontponupyert ¢aiiis
2. Kakue 3amutusie pyHKIun ectb y Anti DDoS?
1) Rate limiting
2) Geo O610KUpPOBKA
3) MackupoBka [P
4) Backup

3. WAF s3amumaer ot arak. (OTBET TPENOCTaBUTH OJHHM CIIOBOM
JATUHCKUMH OyKBaMU Ha4MHAs C 3arj1aBHOM OyKBBI)

Pazoen 3. Obecneuenun unghopmayuoHHoll 6€30NACHOCMU KOMRbIOMEPHBIX CUCHEM
Koumponupyemvie H/IK: YK-1.1 YK-1.2 YK-1.3 YK-1.4

Tema 3.1. Memoowvr u cpedcmsa obecneyeHus UHGOPMAYUOHHOU OE30NACHOCMU KOMAbLIOMEPHLIX
cucmem

®dopMa KOHTPOJISI/OTICHOYHOE CPe/ICTBO: TecTrupoBaHue
Bonpocsi/3ananus:
1. Yto Takoe moJIHOE pe3epBHOE KOMUPOBaHUE?

1) KonupoBanue Bcex TaHHBIX HE3aBUCHUMO OT U3MEHEHUN
2) KommpoBanue TOTBKO W3MEHEHHBIX (hailioB

3) KonnpoBanue TOIbKO HOBBIX (hailioB

4) KonupoBaHue TOIBKO METAIaHHBIX

2. Kakue OpbIBaroT TUIbl 03Kama?

1) [Monubrii
2) UHKpeMeHTHBII
3) MudbdepenunanbHpiit
4) BepTuxkanbHbIN
3. Crparerust «3-2-1» o3Ha4aeT TpW KOIMHH, HA JBYX Pa3HbIX HOCHUTENISIX U OAHY KOIHIO
. (OTBeT penoCcTaBUTh OJJHUM CJIOBOM C 3arJIaBHOU OYKBBI)

4. Yto oOHApyKMBAECT aHTUBUPYC?

1) Hezammuménnusie mopThl
2) BpenonocHsle (aiiib
3) VazBumoctu OC

4) Ataku o cetu

5. Kakue QyHKIMM BBIMOTHSAET aHTUBHPYC?

1) CxanupoBanue (haiaoB
2) OOHapykeHHe CUTHATYP
3) [lecoununa

4) IlpucBoeHue mpaB

6. AHTHBUpPYC 3allUMIIAE€T CHUCTEMY, MPEXKIAE BCEro, OT . (OtBer
MPEIOCTABUTH OJJHUM CJIOBOM C 3arJIaBHOW OYKBBI)

7. YTto nenaet TpaaUIIMOHHBIN MEXCETEBOUM dKpaH?

1) Hludpyer nanubIe
2) Kontponupyer Tpaduxk no IP/mopram



3) OGHapyXuBaeT ysI3BUMOCTH
4) YrpapnseTr naposisiMu
8. Kakue ¢ynknuu xapaxkrepusl 1yis NGFW?
1) DPI
2) Unrerpanus ¢ IDS
3) KoHTponb npunoxeHui
4) VPN ceccun
9. YUrto Takoe KoHTelHEp?
1) BupryanpHas mammHa
2) V3ommpoBaHHBINM MPOIIECC C 3aBUCUMOCTIMHU
3) ®usndeckuii cepeep
4) CereBoii 1IITIO3
10. Kakue u3 TEXHONIOTHUI OTHOCITCSA K BUPTyJIH3aliu?
1) Hyper V
2) VMware
3) Docker
4) OpenSSL
11. Konreiinep oOecneunBaeT Ha YypOBHE
MPEIOCTaBUThH OJHUM CJIOBOM C 3ariiaBHOM OyKBBI)

12. Yto nenaer ckaHep ysI3BUMOCTEM?
1) udpyer Tpaduk
2) Nmet n3BeCTHBIE YA3BUMOCTH
3) Ympasnser nmpaBamMu
4) Pe3epBupyeT JaHHBIC
13. Yto nenaetr DLP?
1) Hludpyer auck
2) IIpenoTBpamiaet yTeuky JaHHBIX
3) Ckanupyer Ha BUPYCBI
4) Kontponupyet 1octyn
14. Kakue cnoco6s! Bueapenust DLP npumensor?

1) Ha ypoBHe cetn
2) Ha KoHEYHBIX TOYKaX
3) B oGmake
4) Tonbko Ha cepBepax
15. Yro nenmaer VPN?

1) YBenuumBaeT CKOpoOCTh
2) Hludpyer coenuneHune
3) Yekopsier Wi Fi
4) CpaBuubaer [P
16. Kakue pexxumsbl kopriopatuBHoro VPN?

1) Site to Site

2) Remote Access
3) SSL VPN

4) DNS VPN

nporecca.

(OtBeT

17. VPN o6ecneynBaer coenuaenne. (OTBET MPEIOCTABUTHh OIHUM

CJIOBOM C 3arylaBHOW OYKBBI)
18. Uto nenaet MDM?

1) Ynpasnser aHTUBHpPYCOM

2) KonTponupyet MOOHIBHBIE YCTPOICTBA
3) Aamunuctpupyetr DNS

4) Hludpyer daitnsl



19. MDM obecnieunBaet MOOWIBHBIX ycTpoUCTB. (OTBET MpeaocTaBuTh
OZIHUM CIJIOBOM C 3arJ1aBHOI OyKBBI)
20. Yro penaer IDS?
1) briokupyet Tpadux
2) OOHapy>XKHUBaeT aTaku
3) ludpyer kaHaIbI
4) Ynanser jor

Tema 3.2. Mexanuzmol 3auumuol uHgopmayuu 8 a8MOMamMuU3UPOBAHHBIX CUCTNEMAX
®dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:
1. Yro nemaet PAM?

1) Xpanur noru

2) YopaBinseT npaBaMu CyINepnoiab3oBareiei
3) OTkiIro4aeT aKKayHThI

4) BemmonusieT mudpoBanue

2. Kakue ¢pynkiun PIM/PAM BbInonHAIOT?

1) Poramus naponei
2) YrpapneHue ceccusiMmu
3) Ynanéuueiit noctyn
4) AHTHBUDYC
3. Yto nemaetr SPF?

1) Hludpyer nucsmo
2) IlpoBepsieT, pa3peuieHo U OTIPABUTEIIO HAMIPABIATH MMChMa OT UMEHU JOMEHA
3) CxaHupyer BIOKEHUS
4) AHHYIMpYET NUCHMO
4. SPF, DKIM, DMARC — 310 MexaHu3MbI?

1) AyTeHTH(UKAIIUNA TOYTOBBIX TOMEHOB
2) 3amuThl OT ciy(uHTa

3) YnyumieHus: 10CTaBKA

4) MonuTopuHra Tpaduka

Tema 3.5. Memoowl u kpumepuu oyeHKu 3auueHHOCMU KOMNbIOMEPHBIX CUCTEM
®dopMa KOHTPOJISI/OTIICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:

1. Yto takoe pen test?

1) Ayaut cooTBeTCTBUSA

2) TectupoBaHHE HAa IPOHUKHOBEHHE

3) YcraHoBKa maryei

4) MonutopuHr Tpapuka

2. Kakue starmsl pen test?

1) Pa3Benka

2) DKCIUTyaTUPOBaHKE

3) OtuétHOCTH

4) YnpapneHue napossiMu

3. Kto BeIMOIHSET aTakyronme ASMCTBUS B TeCTax 0€30MacHOCTH?

1) Blue Team

2) Red Team

3) SOC

4) Yellow Team

4. Kakue ¢ynkiun Bomonsser Blue Team?

1) OGHapyxeHue



2) PearupoBanue
3) MoHuTOpUHT
4) Exploit

Tema 3.7. 3awuma ungopmayuu, obpabamviéaemoll 8 aA8MOMAMUSUPOBAHHLIX CUCMEMAX OMm

MmMexXHU4YeCcKux pa3ee()01<

®dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue

Bonpocsi/3ananus:

1. ITepBoIit aTan B 00pabOTKE UHIMICHTA — TO:

1) Yerpanenue ymep0Oa
2) ObHapy:xeHHe

3) YHUUTOXEHUE YIPO3BI
4) OTtuér

2. Kakue MHCTpYMEHTBI NCTIONB3YIOTCS I pearupoBaHus Ha COOBITUS M HHIUAEHTHI 11B?

1) SIEM
2) EDR
3) Forensic
4) DHCP
3. Yro Takoe SIEM?
1) AnTuBUpPYC
2) Cuctema Koppessiiuu coObITUiI
3) MesxceTeBoii s3kpaH
4) MOHUTOPUHT TPOU3BOAUTEIBLHOCTH
4. Kakue monynu ectb B SIEM?
1) C6op noros
2) Koppensmmst
3) YBenomiieHus
4) DNS-pekpyTuHr
5. SIEM cobwupaet 1 aHaTU3UpyeT
C 3ar1aBHOM OyKBBI)
6. Uro Takoe Security Awareness?
1) AnTuBUpYyC

2) OGyueHue monp30Barelneil 6e30MacHOCTH

3) ®aepsoin
4) Backup
7. Yo takoe OSINT?

1) llIndpoBanue naHHBIX

2) Coop nHDOpMAaITH U3 OTKPHITHIX HCTOYHUKOB

3) AHanu3 JI0TOB
4) ObecnieueHure 3amuThl OT BUPYCOB

8. K uncrpymentam OSINT otHocsTCA?

1) Shodan
2) Maltego
3) Google Dorks
4) Hyper-V
9. Yem 3anumaercs SOC?
1) O6uoBIsIeT OC

. (OTBeT MpenoCcTaBUTh OJTHUM CJIOBOM

2) OrcnexxuBaet coObITUs, MHIMICHTH b 1 pearupyeT Ha HUX

3) Pe3epBupyet nanHbIe
4) Benér Oyxranreputo

10. Kakuie MCTOYHHUKY JAHHBIX UCTONB3YIOT B SOC?

1) Jlorn



2) CereBoit Tpaduk
3) CoObrTust EDR
4) PowerShell
11. Yro Takoe SAST?

1) JunaMmuueckuii TeCT
2) Crarndeckuid aHajau3 Koja
3) Konteitnepusanus
4) MoHUTOpUHT
12. Kakue uncrpymentsl otHOCcATCS K DAST u IAST?
1) OWASP ZAP
2) Burp Suite
3) Veracode
4) Hypervisor
13. Otmnuue DevSecOps ot DevOps — 3T0:
1) JobGaBneHue TecToB
2) Unrerparus 6e3onacuoctu B CI/CD
3) Ucnonb3oBanue VPN
4) N3onsanust KOHTEHHEPOB
14. Kakue nnctpymeHThl npuMeHsitorcs B DevSecOps?
1) SAST
2) DAST
3) IaC ananuzaropsl
4) SSH
15. Kakue snemenTtsl BkirouaeT CKVY]I + BuneonadmroneHue?
1) CaursiBaTenu
2) Kamepsl
3) Cepgep 3anucu
4) JlokyMeHTBI

7. OueHOYHbIC MATEPHAJIBI IPOMEKYTOYHOM aTTeCTALMHA

1 cemecmp, 3auem
Konmponupyemwie H/IK: VK-1.1 YK-1.2 YK-1.3 VK-1.4
Bomnpocei/3ananus:

1. Jaiite ompenenenuss tepmuHam «HHpopmanusy, «MH(pOpMaMOHHBIE TEXHOJIOTHNY,
«upopmannonnas cucrema», « Tupopmannonnas 6€30MacHOCTHY.

2. OcHoBHbIE cBOMcTBa nH(popMaruu, Tpuaaa CIA.

3. OCHOBHBIC PYKOBOMSIIME JOKYMEHTHI M PEryasTopbl B cdepe HHPOPMAIMOHHON
0€30IMacHOCTH.

4. lokrpuHa WH(GOPMAITMOHHON 0€30MaCHOCTH: MU JOKYMEHTA, HAllMOHAIbHBIE UHTEPEChI
paccmarpuBaeMbie ToKTpuHOU Ub.

5. JlokrpuHa wHGOPMAIMOHHON 0€30MacHOCTH: OCHOBHBIC Yrpo3sl Kb, HampaBneHus
obecnieuenus Ub.

6. Unentudukamys, ayreHrudukanus. Jlaite onpenenenus repmuaam. Yto takoe (pakTopsl
ayreHTHUuKanun? [Ipumeps.



7. ABropm3zanMs W KOHTposib jgoctyna. Jlaiite ompeneneHuss tepmuHaMm. Kakue 3amadum
pelaeT KOHTPOJIb JOoCTyna?

8. ABropusanus U KoHTpoab noctyna. Yrto takoe «llecoununa»? IlpumeHeHHE CIUCKOB
koHTpos goctyna (ACL). Ilntocel u Munychl ucnonb3oBanust ACL.

9. OcHoBHbBIE MOZIENH AocTyna. CxemMa 1 npuMeHeHne JJuCKpeMOHHOrO KOHTPOJIS AOCTyMa.
10. OcHoBHBIE MOAENH A0cTyma. Cxema u mpuMeHeHrne MaHaaTHOro KOHTPOJIsl JOCTYya.
11. OcHoBHBIE MOnienU focTyna. Cxema u mpuMeHeHrne KoHTpois 10cTyna Ha OCHOBE POJIEH.

12. MHoOroypoBHEBbIE MOAEIH AOCTyma. Kakue MHOroypoBHEBBIE MOIENU JOCTyna Bl
3Haete? Kakue nienu onu pemaror?

13. Bupryanuzanuss ¥ KOHTEMHEpPH3alLUs: TEXHOJOTMU M30JSIMM W 3AIIUTHl JAaHHBIX.
NHCTpyMEHTBL.

14. Monens OSI. Yro u3 ceds npencrasiser moaenb OSI? Hazosute ypoBuu moaenu OSI u
KaK OHH MPUMEHSFOTCSI.

15. Jaiite onpenenenue «Crek», «Crek mpotokonoB TCP\IP». Pa3znuma mexmy crekoMm
TCP\IP u monensro OSI.

16. Anroputm pa6otsl cteka TCP\IP. HazoBute ypoBuu ctexka TCP\IP.

17. Yrpo3ssl ceteBoii O6e3omacHocth. [laiite onpenenenue «CereBbie araku». Knaccubukamms
CETEBBIX YIPO3.

18. Bunsl cereBbix arak. Kakue pazHOBHIHOCTH ceTeBbIX arak Bwl 3Haere? CHuddunr,
Cryddunr. Otka3 B o0CTykuBaHUH (paclpeie]ICHHBIN 0TKa3 B 00CITYKUBAHUN ).

19. Mexanu3mbl 3amuThl WHPOpMAIMOHHBIX cucTeM. UYto Takoe «llaketHpie GUIBTPY,
«MexcereBoit skpan», « WAF»? TLrockl 1 MUHYCHI. 3allTUTy OT KaKUX yTPpo3 00€CIIeYnBalOT.

20. Mexanu3mbl 3amuThl HHGopMarmoHHbIX cucteM. Cuctemsl IDS u IPS. OcoGennoctu
pabotel. CriocoObl MPUMEHEHUSI.

21. Mexanu3mbl 3anuthl uHOpMmarmonHblx cucteM. SIEM u DLP. Ucnonws3zoBanue u
MIPUHITUTT PAOOTHI.

22. MouuTtopuHr HMH(MOPMAIMOHHBIX cHUcTeM. [lng dvero HyxkeH? CiencTBHEM Kakoro
ME€XaHN3Ma SBISIETCS MOHMTOPUHI? [IpuBiiedeHHE K OTBETCTBEHHOCTH. MeETOIbl NPUBICUEHUS K
OTBETCTBEHHOCTH.

23. YipapineHue MHIUICHTaMU HH(POpMAIIMOHHOH 0€30MacHOCTH: IPOIIECC U HHCTPYMEHTHI.

24. Tlpouecc mo ympaBieHuto ysa3BuMocTsMu (vulnerability management). Ckanep
YSA3BUMOCTEHN.



25. TectupoBanue Ha npoHukHOBeHUE (Pentest). IHCTpyMEHTBI.

26. YmpasneHue puckamu HHPOpMAMOHHONW Oe3omacHocTu. OmpeneneHne W Ha3HAYCHHE
HCIIOJIb30BaHUSI.

27. Beenenue aynuta MIC. CiocoObl BBEACHUS ayIuTa.
28. Onpenenenune SOC. @yukuuu SOC. UuacTtpymenTsl. YpoBHu SOC.
29. Buasl undopmanmonnsix cuctem. Onpenenenue «MCIIn». Kareropun [1/1H.

30. Buasl mHGOPMAIIMOHHBIX CUCTEM. ABTOMATH3WPOBAHHBIC CHUCTEMBI, [ OCyqapCTBEHHBIC
MH(OPMAITMOHHBIE CUCTEMBI.

31. MackupoBanue KOH(pHIEHIMAIbHOH uH(popMammu (HaHHBIX). [IpuHIUI, cHOCOOBI,
Ha3HaYCHHUE MPUMEHEHHUsS. IHCTPYMEHTHI.

32. XOII. Ompenenenne «XOIlI». Mexanusm paboret XOUI dynknuu. Kommsuu B
XomI-yHKITUSAX.

33. OcHoBsl kpuntorpadun. Onpexnenenue, [lonstus, Hudp Liesaps, Hlndp Buxenepa.

34. Ocuossl kpunrorpaduu. Onpenenenue, [oustus, [lnudp Bepuama, pons n npumenenue
Kpunrorpaduu B kKubepOe30nacHOCTH.

35. CummeTpudHOe U accuMeTpudeHoe mudpoBanue. MHpacTpyKTypa OTKPBITHIX KIHOYEH.
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