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Pa3padoruukmu:

Crapumii npenogasarens Kapenpbl
WNudopmanmonHo-u3MepuTenbHbIx cucteM bonnapes U. H.

Pabouas mporpamMma ITUCHMILIMHBEI (MOIYJsI) COCTaBI€Ha B COOTBETCTBUH C TpeboBaHusmu OI'OC
BO mo cnemumansHocTH 12.05.01 DOnexTpoHHBIE M ONTHUKO-3JICKTPOHHBIE TPHUOOPHI M CHCTEMBI
CIEIUaJIbHOTO Ha3HAYCHHUS, YTBEPKACHHOTO NprukazoM MunoOpHayku ot 09.08.2018 Ne 93

ComnacoBaHue U yTBEPKACHUE

OTBETCTBEHHOE ara, IPOTOKOJI
Ne | [Togpaznenenue OUO Buza A p
JIALIO (Ipu HaNMUYUN)
1 taxysbrer IIpencenarens Topmmna U. I1. Paccmotpeno [09.04.2021, Ne 4
OnTHieckoro | yyeporo coBera
IPHUOOPOCTPOCHUS (bakynsTeTa

Ne 000003671

Crpanuria 2 u3 19



Conepxanue
1. Lenp u 3amaun 0OCBOCHUSI TUCIIMIUIAHBI (MOTYJIS)

2. I[lnanupyemsble pe3yabTaThl 00yUeHUs MO JUCIUILTUHE (MOIYJIIO0), COOTHECEHHBIE C
IUTAHUPYEMBIMH pe3yJabTaTaMu OCBOCHUS 00pa30BaTeIbHON MPOrpPaMMBbI

3. Mecto mucuumiausbl B cTpykrype Ol

N

. O0beM TUCIMIUIMHBI U BUBI YI€OHOU pabOTHI

9]

. Coneprxanue AUCHUTIINHBI
5.1. Paznensl, TeMBI TUCHUMILIMHEI ¥ BHALI 3aHITHI
5.2. ConepxaHue pa3aesioB, TeEM AUCITUIUTHHBI U (POPMBI TEKYIIIETO KOHTPOJIS

6. O1eHOYHbIE MaTepUAIIbl TEKYIIIETO KOHTPOJIS

7. O1eHOYHbIE MaTepUAIIbl TPOMEKYTOUHOM aTTECTAI[UU

o0

. Ilopsimok npoBeneHus: MPOMEKYTOUHOM aTTeCTallun

9. MarepualbHO-TEXHHUYECKOE U yUeOHO-METOANYECKOe 00ecieYeHIE TUCIUTUIUHBI

9.1. IlepeueHb OCHOBHO¥ ¥ JIOMIOJHUTEIHLHON YUeOHOM JTUTEPATyPhI

9.2. IlpoeccuonanpHbie Oa3bl JAHHBIX U pecypchl «THTEpHET», K KOTOPHIM 00€CIIEYNBACTCS
JOCTYTI 00yJarOIINXCS

9.3. IlporpammHoe obecriedeHre 1 HHGOPMAITMOHHO-CIIPABOYHBIC CUCTEMBbI, UCIIOJIb3YEMBIE TIPH
OCYIIECTBIIEHUU 00Pa30BaTEIBHOIO MpoIiecca 1Mo AUCHUTIINHE

9.4. O60opynoBaHKE U TEXHUYECKHUE CPEACTBA OOYUCHUS

10. MeToauveckue yka3aHus IO OCBOCHHIO JUCITUTUTMHBI (MOJTYJIS)

Ne 000003671 Crpanura 3 u3 19



1. Heab 1 3a1a4um 0CBOEHMSI TUCUMUIIIMHBI (MOLYJIs1)

Llenp OCBOEHHUS MUCHMIUIMHBI - MpUOOpeTeHue OOydyalolMMUCS 3HaHUW B 0OJIACTH
MHPOPMALMOHHOW  0€30MacCHOCTH,  XapaKTEPURYIOIIUXCS  CO3JaHUEM  TEPMHHOJIOTUYECKOTO
byHaaMeHTa 1 03HAKOMJICHHEM C OOIIMMH METOAaMHU U MOAX0aMH obecrieueHust HH)OpMaIlMOHHON
0€30MacHOCTH.

3amaun U3y4eHus TUCIUILIHHBIL:

- pacCMOTpEHHE OCHOBHBIX METOJMK M MOAXOJ0B oOecredeHus] HH(PpOpManoHHON 0e30IacHOCTH B
paMKax COBPEMEHHBIX aBTOMATH3HPOBAHHBIX CUCTEM;

- W3y4eHHE NPHHIUIIOB MOCTPOCHHS 3ALIUIICHHBIX MH()OPMAMOHHBIX CHCTEM W TOJJEPKAHUS
MOZICUCTEMBI 3aIIUTHl HHPOPMAIINU B aKTYaJIbHOM COCTOSHHH;

- paccMoTpeHne 0COOCHHOCTEH peann3anyuy O0IMKUX METOANK 3alIUThl HH(POPMAIMK HA PA3THIHBIX
margopmax.

2. IInanupyemble pe3yJbTaThbl 00y4eHHs M0 JUCHHUILINHE (MOIYJII0), COOTHECEHHBIE C
IUIAHMPYEMBIMH Pe3yJ1bTaTaMH 0CBOCHHS 00pa30BaTeIbHOM NMPOTrPaMMbl

Komnemenyuu, unouxamopbl u pe3ynomamsi 00y4eHus.
OIIK-2 Yuet (hakTOpOB BHEIIHEH CpeIb

OIIK-2.3 OcymecTBisieT MpopeCCHOHANBHYIO JEATENBHOCTh C YYETOM HHTEIUIEKTYaJbHO
MPABOBBIX OTPAaHUYCHHN HA BCEX JTamax >XU3HEHHOTO IHKIA TEXHUYECKUX CHCTEM U
IIPOLIECCOB.
3namu:
OIIK-2.3/311 OcHOBHBIE TTPAaBOBBIE U TOCYAAPCTBOBEIUECKHUE MTOHATHS, HEOOXOIUMBIC B
npodeccuoHaNbHON AESITENbHOCTH Ha BCEX dTamax >KU3HEHHOTO IMKJIa TEXHUYECKHX
CUCTEM U TIPOLIECCOB - OCHOBHBIC IMOJIOKEHUS OTpacieil myOnuyHOro mpasa
(KOHCTUTYITHOHHOTO, YTOJIOBHOTO, aMUHUCTPATUBHOTO), HE0OXOIUMBbIe B
npodeccHOHaNIbHON AESITENIbHOCTH Ha BCEX dTamax >KU3HEHHOTO IMKJIa TEXHUYECKHX
CHCTEM U MPOLIECCOB - OCHOBHBIE MOJIOKEHUSI OTpaACiIel YaCTHOTO MpaBa (Tpak1aHCKOTO,
CEMEWHOT0, TPYJAOBOTr0), HEOOXOAUMBIE B MPO(ECCHOHAIBHON ACSITEIBPHOCTH Ha BCEX
JTanax KU3HEHHOTO IIUKJIa TEXHUYECKUX CUCTEM U MPOLIECCOB
Ymemu:
OIIK-2.3/¥YMm1 Hcnonb3yeT mpaBoBbIE 3HAHHS B X0Z€ NMPO(eCcCHOHANBHON eATEIIbHOCTH
Ha BCEX ATarax >KU3HEHHOTO ITMKJIa TEXHHYECKUX CUCTEM U MIPOIECCOB
Braoems:
OIIK-2.3/HBl  OcymecTtBiasieT mpodecCHOHATBHYI0  ACATEIBHOCTh C  YYETOM
NpeanUcaHnil 3aKOHOAATENbCTBA U TOJIOKEHUH MPaBONPUMEHUTENBbHON MPAKTHKU Ha
BCEX dTanax *U3HEHHOTO IUKJIa TEXHUUYECKUX CUCTEM U MTPOLIECCOB

3. MecTo aucuMiuinHbl B cTpykrype OIl

Hucrmmmmaa  (Moxynb) B1.0.05 «OcHoBel mH(MOpMAIMOHHOW 0E30MaCHOCTH» OTHOCHUTCS K
00s13aTeNTbHOM YacTH 00pa30BaTeIbHON IPOrpaMMBbI U U3y4aeTcs B cemecTpe(ax): 1.

B nmpomecce wu3ydeHHs JOUCHMIUIMHBI CTYAEHT TOTOBUTCA K pEUICHHIO THUIIOB 3ajad
npodeccuoHaIbHON  AesTenbHOCTH, mnpeaycmorpeHHbix @OI'OC BO wu  obOpaszoBarenbHOM
MPOTPaMMOii.

4. O0beM TMCHUIIMHBI (MOXYJISAA) U BUAbI y4eOHOI padoThI
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5. Conepxxanue 1M CUUILTAHBI (MOLYJIS)
5.1. Pa3gennl, TeMbl AMCUUILIMHBI M BUABI 3aHATHH
(4acel MPOMEXKYTOYHOM aTTECTALIMU HE YKA3bIBAOTCSI)

HaumenoBanue pazaena, TeMbl

00y4eHHsI, COOTHECEHHBIE C
pe3yJbTaTaMyi OCBOCHUS

[Inanupyemblie pe3ynabTarhbl
L | IPOrpaMMBI

JlabGoparopHbie 3aHATHUS
[IpakTnyeckue 3aHATHS

Bcero

w | CamocTosTenbHAs paboTa

N
<
\S)

Pa3gen 1. Undopmanuonnas 8 4 4 OIIK-
0€30IacCHOCTD B CHCTEME
HAIIMOHAJILHOM 0€30MacHOCTH
Poccuiickoit ®enepannu
Tema 1.1. HanmonanwHas 7 1 1 5
0e3omacHocTh Poccuiickoit
Oenepauuu

Tema 1.2. OCHOBEI 7 1 1 5
TOCYIaPCTBEHHOM MOJTUTHKU U
yIrpo3bl 0€30MaCHOCTH
Poccuiickoit @enepanuu B
nH(popmMaImoHHOU cdepe
Tema 1.3. OCHOBHBIE ITIOHSATHSA U 7 1 1 5
00ILIIEMETONOIOTTUECKIE
TIPUHITUTIBEI TEOPUHT
nH(pOpMAITMOHHOM 0€30MTaCHOCTH

Tema 1.4. IlougaTHe 1 BUIBI 7 1 1 5
3amuaeMon nHpopMaru
Pasnen 2. UngopmanmonHas 22 3 3| 16| OIIK-2.3
BOIiHA, METOIbI M CPEJACTBA ee
BeJleHUs

Tema 2.1. [lonsiTHE U BUIBI yTPO3 7 1 1 5
MH(POPMALMOHHON 0€30MaCHOCTH
Tema 2.2. Undopmannonnas 8 1 1 6
6€301acHOCTb U
MH(POPMALIMOHHOE
IPOTUBOOOPCTBO
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Tema 2.3. ObecneucHue 7 1 1 5
MH(POPMALMOHHOM 0€30MaCHOCTH
00BbEKTOB NH(POPMALIMOHHOM
cdepbl rocynapcTsa B YCIOBHUSIX
MH(POPMALMOHHOW BOMHEI

Pa3gen 3. O6ecneuenus 58| 10( 10| 38| OIIK-2.3
HH(pOopMaALHOHHOMI

0e30MacHOCTH KOMIILIOTEPHBIX

cucTeM

Tema 3.1. MeToas! u cpencTaa 7 1 1 5

obecriedeHns: THPOPMAITHOHHON
0€301aCHOCTH KOMITBIOTEPHBIX
CHCTEM

Tema 3.2. MexaHu3MBbI 3aIUATEI 10 2 2 6
uHpOpPMaLIUH B
aBTOMATHU3HPOBAHHBIX CHCTEMAX

Tema 3.3. @opmanbHbIE MOAEIIH 10 2 2 6
0e30IacHOCTH

ABTOMAaTHU3MPOBAHHBIX CHCTEM

Tema 3.4. OcobenHocTH 7 1 1 5

JUCKPEUMOHHOM U MaHIaTHOU
MozeIu 0€30I1aCHOCTH

Tema 3.5. MeTtonbl U KpUTEPUU 7 1 1 5
OIICHKH 3aIIUIICHHOCTH
KOMITBIOTEPHBIX CUCTEM

Tema 3.6. PyxoBopsiue 7 1 1 5
nokymeHTsl @CTIOK Poccun

(I'ocrexxoMuccun)

Tema 3.7. 3ammra uHGOpMaIIHH, 10 2 2 6

oOpabarpIBaeMOl B
ABTOMAaTH3MPOBAHHBIX CHCTEMaX
OT TEXHHYECKUX Pa3BEIOK

Hroro 108 17| 17| 74

5.2. Conep:kanue pa3aeyoB, TeM JUCHHUILUIAH U (DOPMBI TEKYIIEr0 KOHTPOJIS

Pazoen 1. Hugpopmauuonnas 60e3onacnocms 6 cucmeme HAYUOHATIbHOU 0e30nacHocmu
Poccuiickoit @edepayuu

Tema 1.1. Hayuonanvnas 6ezonacnocms Poccutickou ®edepayuu

[TonaTne HanMoHaNBbHOW O€30MACHOCTH M ee 3HaYeHHe Ul rocyaapcTBa. Ponb mHpopManmoHHOM
0€30MacHOCTH  KaK  COCTaBJISIONIEH  HalMOHAaIbHOM  Oe3omacHOCTH. (OCHOBHBIE  YIpO3BI
HaIMOHAJIbHOW Oe3omacHOCTH B HMH(pOpManMoHHON cdepe. Buapl Ge3omacHOCTH B Pa3IMYHBIX
cdepax KU3HEeIEATSTbHOCTH JIMYHOCTH, O0IIECTBA M TOCYIapCTBa.

Tema 1.2. OcHosbl 2ocyOapcmeeHHOl noTumuKy u yeposvl bezonachocmu Poccutickou @edepayuu 6
uHgopmayuonrotl cghepe
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TocynapcTBeHHast MOMUTHKA B 001acTH MH(GOpMAMOHHOM Oe3omacHOoCTH. OCHOBHBIE HAIPaBICHHUS
u 3amaun  olecrmeyeHHs HMH(POPMAIMOHHOM 0€30MacHOCTH Ha TOCYIAapCTBEHHOM YpOBHE.
CoBpemeHHbIe yrpo3bl 0Oe3omacHOCTH B HH(popManMoHHON cdepe: Kubeparaku, yTEUKH
uHpopmanuy, HHPOpMAIMOHHBIE BOWHBL.  [IpoOmembl  permoHanbHON — MHPOPMAITMOHHON
0€30MacHOCTH.

Tema 1.3. OcHoenble noHsmusi u 06WeMENMOO0I02ULECKUEe NPUHYUNBLL MeOpUU UHDOPMAYUOHHOLL
bezonacnocmu

[Tonatue wHPOPMALMOHHOW O€30MaCHOCTH, OOBEKTHI W CyObEKTHl 3amUThL. [IpHUHIKIIBI
KOH(UACHIMAIBHOCTH, LIEJIOCTHOCTH U JOCTYHHOCTH WH(popMauuu. MeToqoI0rnyecKue OCHOBBI
aHamu3a yrpo3 U TIOCTPOCHHUS cHCTEM 3amuThl. OCHOBHBIE TOHATHA HH(POPMAITMOHHON
0€30MacHOCTH.

Texymui KOHTPOJIb

Bun (hopma) konTpoms

TectupoBanue

Tema 1.4. Ilonamue u 6uowvi 3auuwaemois uHpopmayuu

Knaccudukamuss wuHbopManmMu 1O CTENEHH CEKPETHOCTH: OTKpbITas, KOH(UACHIUAIbHAS,
rocylapcTBeHHas TaiiHa. Buasl uHpOpmanum, TpeOyromeid 3amiuThl: MEepCOHAIbHBIC IaHHBIC,
KOMMepYecKas TaifHa, rocyiaapcTBeHHas TaiiHa. Buapl 3ammumaemoil uHOpMamuu ¥ 3aliuTa
MHTEJUICKTYaIbHON COOCTBEHHOCTH.

Texymui KOHTPOJIb

Bun (hopma) konTpOss

TectupoBanue

Pazoen 2. Hugpopmayuonnas eoitha, memoowt u cpeocmea ee 6e0eHus

Tema 2.1. I[lonamue u uovl yepo3 uHghopmayuoHHot 6e3onacHocmu

Onpenenenrne MHOOPMALMOHHBIX YIpo3. BuIbl yrpo3: HECaHKIMOHMPOBAHHBINA JOCTYM, YTEuKa,
UCKaXXeHHE, YHUUYTOKeHNE HHPopManuu. VICTOUHNKH yrpo3: BHEIIHUE U BHYTPEHHUE HApPYLIUTENH,
TEXHUYECKHE W TMPOTPAMMHBIC CpEICTBAa. YTpo3bl MH(OpMAIMOHHOW Oe3omacHocTH Poccuiickoi
®enepanuu B pa3inuHbIX cepax.

Texyuuii KOHTPOJIb

Bun (hopma) koHTpOIIS

TecTtupoBanue

Tema 2.2. Unghopmayuonnasn bezonacnocme u ungopmayuonHoe npomusooopcmeo

[TonsiTie WHGOPMAIIMOHHOTO MPOTHBOOOPCTBA KaK dYacTH HWHMOPMAITMOHHONW O€30mMacHOCTH.
Metonsl u cpeactBa HMH(DOPMAIIMOHHOTO BO3ACHCTBHSI W 3amUThl. Poib WHGOPMAIMOHHBIX
TEXHOJIOTH B COBPEMEHHBIX KOH(IUKTaX. MeToabl HH(OPMAIMOHHOTO MPOTHBOOOPCTBA W
pUMEHEHHE UHPOPMAITMOHHOTO OPYKHUSI.

Texyuuii KOHTPOJIb

Bun (hopma) koHTpOIIS

TecTtupoBanue
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Tema 2.3. Obecneuenue ungopmayuonuol 6ezonacHocmu 00beKmos UHGOPMAyUOHHOU chepbl
20cyoapcmaea 8 yCao8usx UHGOPMAYUOHHOU BOLHbI

Oco0eHHOCTH 3alUTHl MHPOPMALIMH B YCIOBHSIX HH(POPMAIIMOHHON BOWHBI. Mepbl 110 00ecTieueHuto
YCTOMYMBOCTH TOCYAAPCTBEHHBIX HWH(MOPMALMOHHBIX cucTeM. OpraHu3alMOHHBIE M TEXHHYECKUE
MOAXO/Abl K MPOTHUBOACHCTBHIO MH(POPMAIIMOHHBIM aTakaMm. KommbroTepHas cucreMa Kak OOBEKT
MH(POPMALMOHHOM BOMHBI.

Texymuii KOHTPOJIb

Bun (hopma) konTpoms

TectupoBanue

Pazoen 3. Obecneuenun unghopmayuoHHoll 6€30NACHOCMU KOMRbIOMEPHBIX CUCHEM

Tema 3.1. Memoowvr u cpedcmsa obecneyeHus UHGOPMAYUOHHOU OE30NACHOCMU KOMAbLIOMEPHBIX
cucmem

TexHonoruu 3amuThl HHPOPMAIHH: KpUNTOrpadus, KOHTPOIL NOCTYIA, aHTUBUPYCHBIC CPEICTBA.
Metonb!l ayTeHTU(DUKAIMM U UASHTUPUKAIUN ToIb30Baresei. [IporpaMMHoO-anmaparHeie CpeacTBa
obecrniedeHrs ”HHOPMAITMOHHOM 06€30MaCHOCTH.

Texyuuii KOHTPOJIb

Bun (hopma) koHTpOIIS

TecTtupoBanue

Tema 3.2. Mexanuzmul 3auumsi uHgopmayu 6 aBMoMamu3UPOSAHHLIX CUCTNEMAX

OcCHOBHBIE MEXaHHM3MBI: Pa3rpaHUUCHUE JTOCTYyTMa, MHU(PpPOBaHUE, FICKTPOHHAS ITUGPOBas MOAIUCH.
CpencrTBa KOHTPOJIS IEIOCTHOCTH W KOH(PUACHIIMATHHOCTH JaHHBIX. [IpUHIUIIBI MOCTpOEHUS
3aIUIIEHHBIX aBTOMATH3UPOBAHHBIX CHCTEM. MEXaHWU3MbI 3aIlUTHl WH()OPMAITUU KOMIBIOTEPHBIX
CHUCTEM.

Texyuuii KOHTPOJIb

Bun (hopma) koHTpOIIS

TecTtupoBanue

Tema 3.3. @0pMaJZbele Mmooenu bezonacHocmu asnomamu3upoBaHHblX cucnem

Mogenu 0e30MmMacHOCTH: JUCKPEIIMOHHAS, MaHJIaTHas, poJjeBbie Mojeian. Popmanm3anus MpaBuil
JOCTyIa ¥ yIPaBJICHHsI TIPpaBaMH IMojib3oBareneid. [I[pumeHeHre Mojeneid sl OIIEHKH U TTOCTPOCHUS
cucTeM 0€30IIaCHOCTH.

Tema 3.4. Ocobennocmu OUCKPEeYUOHHOU U MAHOAMHOU MoOelU Oe30nacHOCmu

JluckpenroHHasi MOJENb: YIpaBlieHHE JOCTYIIOM Ha OCHOBE TMpaB Biajeibla HH(OpMaIUU.
ManpaatHass MoOAenb: YIpaBlI€HHWE JOCTYIIOM Ha OCHOBE YPOBHEW CEKPETHOCTH M IOJIUTHUK
6e3onacHocTH. CpaBHUTEIBHBIN aHAIHM3 U 00IACTH MPUMEHEHHS MOJIEIICH.

Tema 3.5. Memoovwl u kpumepuu oyenKu 3auuyeHHOCMU KOMRbIOMEPHLIX CUCTIEM

Kpurepun onenku 0e30mMacHOCTH: KOHPHUIACHIIMATBLHOCTD, ILEIOCTHOCTh, MOCTYMHOCTh. METObI
TECTHPOBAaHUS U ayauTa cucteM Oe3omacHOCTH. CrTaHmapThl W KilacCHUKAIKS YPOBHEH
3aIUIIEHHOCTH.
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Texymuii KOHTPOJIb

Bun (popma) konTpoms

TectupoBanue

Tema 3.6. Pyxosooswue ookymenmor @CTIK Poccuu (I ocmexkomuccuu)

OcHoBHble HOpMaTuBHbIe akThl M craHaaptel PCTOK mno wuHOpManuoHHONH O€30MacHOCTH.
TpeOoBanus k 3amure WH(GOPMALUU B TOCYIAPCTBEHHBIX M KOMMEpUYecKuX cuctemax. [Iporenyps
CepTU(QUKALMM M aTTeCTallid CPEACTB 3amMThl HHPopMaruu. CTaHIapThl MO YIPABICHUIO
uHpopmanmonHoii 6e3onacHoctrio ISO/IEC 27000.

Tema 3.7. 3awuma ungopmayuu, obpabamviéaemol 8 aA8MOMAMUSUPOBAHHLIX CUCMEMAX OMm
MEeXHU4eCcKUx pazeeiox

MeTonb! 3alUThl OT TEXHUYECKON pa3BEIKU: SKPaHUPOBAaHUE, TOMEX03alIUTa, KOHTPOJIb J0CTYIIA.
OpraHu3anMOHHBIE M TEXHUYECKHE MEphl MpenoTBpamieHust yreuek uHdopmarun. OcobeHHoCTH
3aIUTHl B YCJIOBHUSAX COBPEMEHHBIX TEXHMUYECKHUX YIpo3. 3aluTa aBTOMAaTU3HMPOBAaHHBIX CHUCTEM U
CPEICTB BBIYUCIUTEIBHON TEXHUKH OT BHEITHETO IEKTPOMArHUTHOTO BO3AEUCTBHUS.

Texymui KOHTPOJIb

Bun (hopma) konTpoms

TectupoBanue

6. Illops1oK NpoBeIeHUsI MPOMEKYTOYHOM ATTeCTALUMN

[Topsimok  mpoBeAeHHUS TMPOMEKYTOUHOM  aTTeCTalMM  pPEerIaMeHTUPYETCS  JIOKaJIbHBIMU
HOPMAaTUBHBIMU aKTaMU YHHBEPCUTETA!
- ITlonoxenuemM o Qopmax, MEPUOTUUYHOCTH, MOPSAKE TEKYIIEro KOHTPOJIS YCIEBAEMOCTH U
MPOMEXKYTOYHON arrecTanud OOy4aroUIMXcsi MO OCHOBHBIM OOpPa30BaTENIbHBIM MpOrpammam
BBICIIIETO 00pa3oBaHWs — IporpamMmmam OakajlaBpuara, mporpamMmam CIEHUalIUTeTa, MporpaMmam
MarucTparypbl B (eaepasbHOM TOCYIapCTBEHHOM OOIKETHOM O0Opa30BaTEIbHOM YUPEKACHUU
BbICIIEro 00pa3oBaHusi «MOCKOBCKHI TOCYIapCTBEHHBI YHHUBEPCHUTET T'€0/Ie3UH U KapTorpadum»,
1.6 «Opra"nuzanus ¥ NpoBeICHUE MTPOMEKYTOUHOM aTTECTALUI.
- IlonoxeHneM O MOpPsSAKE OCYHIECTBIEHUS OOpa30BaTEIbHOTO MPOIECCa, MPOBEACHUS TEKYILEro
KOHTPOJISL YCIIEBAEMOCTHM M IPOMEXKYTOYHOW arrecranuu OOydyalomuxcsi C MpUMEHEHUEM
AIIEKTPOHHOTO OOy4YeHUs M JHUCTAHIUOHHBIX OOpPa30BaTENbHBIX TEXHOJOTUH B (QeneparbHOM
TOCYJapCTBEHHOM  OIOKETHOM  OOpa30BAaTEIbHOM  YUPEXKJACHHH  BBICIIETO  OOpa3oBaHUS
«MOCKOBCKHMI TOCYIapCTBEHHBIM YHUBEPCHUTET Teofe3nu W KapTtorpadum», m.8 «lIpoBenenue
MPOMEXYTOUHOM aTTectanuu ¢ npuMmeHeHuem S0 u JJOT».

IIpomesxcymounas ammecmayus: 3avem, 1 cemecmp.

3a4yeT OLEHUBAETCSI 110 CIEAYIONIEH IIKaJIe:

- OILIEHKA «3a4TE€HO» BBICTABIIACTCS, €CIIM 00yUalOMIUNCs UMeeT TITyOOKHe, NCUEPITIBIBAIOIINE 3HAHUS
B 00bEME OCBOCHHOW NpOTpaMMbl; 3HAHHUE OCHOBHOHM (00s3aTeNbHOM) JUTEepaTyphl; JaeT
[IPAaBUJILHBIC U YBEPEHHBIE OTBETHI, CBUACTEIILCTBYIOIINAE O HAJTUYUKU TBEPABIX 3HAHUN U HABBIKOB B
HCIIOJIB30BAaHUU TEXHUYECKUX CPEICTB; IIOJIHOE, YETKOE, IPaMOTHOE€ M JIOTUYECKH CTPOHHOE
U3JI0)KEHUE MaTepualia; IeMOHCTPUPYET CBOOOAHOE MPUMEHEHUE TEOPETHUECKUX 3HAHMMU; a TaKxke
aBTOMAaTHYECKH, KOT/Ia 00yJaIOUIHiiCs 32 IPOMEXYTOUHYIO aTTeCTALUIO0 UMEET OLIEHKU «OTIUYHOY;

- OLIEHKA «HE 3aUTCHO» BBICTABISIETCS OOydaIONIEMyCsl B Clyyae HAJIWYHs TPYOBIX OLIMOOK IpH
U3JIOKEHUM OTBETAa HAa OCHOBHBIE BOIIPOCHI IPOTPAMMBI, CBUIECTEIBCTBYIOIIMX O HENPAaBUIBHOM
NOHUMaHUM TpeIMeTa; NPU PEIIeHUH NPAKTHUECKHUX 3ajad IOKa3aHO HE3HaHHE CIOCO0OB MX
peleHsI, MaTepuaj U3JI0KEH OECTIOPSIOYHO U HEYBEPEHHO.

7. OueHOYHbIC MaTepPHAJIbI TEKYLEr0 KOHTPOJIS
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Pazoen 1. Hugpopmauyuonnas 60e3onacnocms 6 cucmeme HAUYUOHAIbHOU 0e30nacHocmu
Poccuiickoit @edepayuu

Koumponupyemvie H/[K: OIIK-2.3

Tema 1.3. OcHoenble noHAmus u 00WeMemoooI0cUecKUue NPUHYUNbL Meopuu UHDOPMAYUOHHOLL
bezonacnocmu
®dopMa KOHTPOJISI/OTICHOYHOE CPeAICTBO: TecTrupoBaHue
Bonpocsi/3ananus:
1. Uto Takoe ayTeHTHUhUKAIIHS?
1) IIpoBepka MOITHOMOYMII TOJIB30BATEIS
2) IloaTBepk1eHUE TUYHOCTH
3) Breinaua npaB fnoctyna
4) HludpoBanue JaHHBIX
2. Kakue MexaHHU3Mbl MOTYT UCIIOJIb30BaThCsl P MHOTO(PAKTOPHON ayTEeHTU(DUKAIINN?
1) [Taposnb
2) Cmaprt kapra
3) buomerpus
4) TTL
3. Uto Takoe MOJUTHKA yIIPABICHUS TOCTYIIOM?
1) HaGop mpaBui, ompenensioniux, KTO MMEeT IMpaBO Ha JOCTYN K ONpEAETICHHBIM pecypcam
(HarpuMmep, TaHHBIM, IPUIOKEHUAM, CUCTEMaM) U KaKU€ JEUCTBUS OHU MOTYT BBIIIOJIHATH C ATUMHU
pecypcamu
2) BpemenHas OJIOKMpOBKA aKKayHTa

3) ABromaru3anus 0OHOBJICHUH
4) VPN TtpeboBanus

4. Kakue Moeu KOHTPOJISL JOCTYyIa CyIIECTBYIOT?
1) DAC
2) MAC
3) RBAC
4) TLS

5. Kakue sTansl ynpaBieHHus pucKamMu?
1) Unentudukarus
2) Ananm3
3) O6paboTka
4) Cxarue

6. UTo onuchIBaET MO/ICNIb HAPYILIUTEIIA?
1) IIpoTokossl
2) Kto MokeT aTrakoBaTh U KAKUMHU CIIOCOOAMH
3) CeTeByt0 TOIMOJIOTHIO
4) Apxurextypy OC

7. Mogens yrpo3 BKIIFOYAET SJIEMEHTHI:
1) Vsa3BumMocTu
2) Atakytomue
3) [locnenctBus
4) CPU

8. Uto o3nauaetr CKVY/I?
1) Cucrema KOHTpPOJIS yIIpaBIE€HUS JAHHBIMU
2) CucreMa KOHTPOJIS U YIPABIEHUS 10CTYIIOM
3) Cucrema xkamepamu USB
4) Cuctema KpunrorpaduyecKkoi 3aimThbl
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Tema 1.4. Ilonamue u 6uovl 3awuwiaemon uHpopmayuu
dopma KOHTPOJIs/0LIEHOYHOE CPeICcTBO: TecTupoBaHue
Bomnpocsi/3ananus:

1. Yro nenaer MaCKUpOBaHUE AAHHBIX?

1) Ynanser nanueie
2) 3amemaeT peaybHbIC 3HAYCHUS
3) lIudpyer aucku
4) CpaBHuBaeT 06a3bl
2. I'ne npuMeHSAI0T MacKupOBaHUe?
1) TecToBsie cpeabl
2) Otuéthl
3) AHanuTuKa
4) OpenVPN

Pa3zoen 2. Hugpopmayuonnasn 8oitna, memoovt u cpeocmea ee 6e0eHus
Koumponupyemvie U/IK: OIIK-2.3

Tema 2.1. Ilonamue u 6uowvt yepo3 uHpopmayuoHHou be3onacrocmu
®dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:
1. Kakue npusnaku ¢pummHra?
1) onnensubiit URL
2) OmmbKu B TeKCTE
3) CpouHoCTb
4) TLS-ceptuduxar
2. Jlns oOydeHwus mepcoHana pacmpoCTPaHEHO HCIOIb30BAaHUE MIHUCEM.
(OtBet npenoCcTaBUTh OJHUM CIIOBOM C 3aIJIaBHON OYKBBHI)

Tema 2.2. Ungopmayuonnas 6e3onacHocms u UH@GOpMayuoHHOe npomueob0pcmeo
dopma KOHTPOJIs/0LIEHOYHOE CPEeICTBO: TecTupoBaHue
Bomnpocsi/3ananus:
1. Yro Takoe anTudpon cucrema?

1) AHTHBUpYC
2) Cuctema 60pb0OBI ¢ MOIIIEHHUYECTBOM
3) VPN mmro3
4) Yuér pacxoaoB
2. Kakue nokazarenu aHaau3upyroTCs aHTuGpomom?

1) I'eonannbie

2) YacToTa TpaH3akui
3) YcrpoiictBa

4) Bugeo notok

Tema 2.3. Obecneuenue ungopmayuonuol 6e3onacHocmu 00beKmos UHGOPMAyUoOHHOU chepbl
20cyoapcmaea 8 yCao8usx UHGOPMAYUOHHOU BOLHbI
®dopMa KOHTPOJISI/OIICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:
1. Yro nemaet WAF?

1) Hludpyer HTTP

2) @unsrpyet Bed Tpaduk
3) VYopasnser DNS

4) Kontponupyert ¢aiiis
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2. Kakue 3amutusie pyHKIun ectb y Anti DDoS?
1) Rate limiting
2) Geo O6I0KUpPOBKA
3) MackupoBka [P
4) Backup

3. WAF s3ammumaer ot arak. (OTBET TPENOCTaBUTH OJHHM CIIOBOM

JATUHCKUMH OyKBaMU Ha4MHAs C 3arj1aBHOM OyKBBI)

Pazoen 3. Obecneuenun ungpopmayuoHHoll 6€30NACHOCMU KOMRbIOMEPHBIX CUCHEM

Konmponupyemwie H/[K: OIIK-2.3

Tema 3.1. Memoowr u cpedcmsa obecneyeHus UHGOPMAYUOHHOU OE30NACHOCMU KOMIbLIOMEPHLIX

cucmem
®dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:
1. Yto Takoe moJIHOE pe3epBHOE KOMMMPOBaHUE?
1) KonupoBanue Bcex TaHHBIX HE3aBUCHUMO OT U3MEHEHUN
2) KormmpoBanue TOTBKO W3MEHEHHBIX (hailioB
3) KonnpoBanue TOIbKO HOBBIX (hailion
4) KonupoBaHue TOIBKO METAIaHHBIX
2. Kakue ObIBaroT TUIIBI O9Kamna?

1) [Monubrii

2) IlHKpeMeHTHBII

3) MudbdepenunanbHpiit
4) BepTuxkanpHbIN

3. Crparerust «3-2-1» o3Ha4aeT TpPW KOIMHUH, HA JIBYX Pa3HbIX HOCHUTENISIX U OAHY KOIHIO

4. Yto oOHApyKHBAECT aHTUBUPYC?
1) Hezamuménnusie mopThl
2) BpenonocHsle (aiiib
3) VazBumoctu OC
4) Ataku o cetu
5. Kakue QyHKIMM BBIMOTHSAET aHTUBHPYC?
1) CxanupoBanue (haiaoB
2) OOHapykeHHe CUTHATYP
3) [lecoununa
4) IlpucBoeHue mpaB
6. AHTHBUpPYC 3allMIIAE€T CHUCTEMY, MPEXKIAE BCEro, OT
MPEIOCTABUTH OJJHUM CJIOBOM C 3arJIaBHOW OYKBBI)
7. YTo nenaet TpaaUIIMOHHBIN MEXKCETEBOM dKpaH?
1) Hludpyer nanubIe
2) Kontponupyer Tpaduxk no IP/mopram
3) OOHapy>KuBaeT yA3BUMOCTH
4) YnpasnseT napoasiMu
8. Kaxue ¢ynkuun xapakrepusl 1t NGFW?
1) DPI
2) Unrterparnus ¢ IDS
3) KoHTpoas npuiiokeHuit
4) VPN ceccun
9. YUto Takoe KoHTEHEP?

1) BupryanbHas mammHa
2) N30nupoBaHHBII NPOLIECC C 3aBUCUMOCTAMU
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3) ®usndeckuii cepsep
4) CereBoii 1IITIO3
10. Kakue u3 TeXHOIOTUI OTHOCITCSA K BUPTyJIH3aliu?
1) Hyper V
2) VMware
3) Docker
4) OpenSSL
11. Koureiinep oOecneunBaeT Ha ypoBHe mpouecca. (OtBer
MPEIOCTaBUThH OJHUM CJIOBOM C 3ariIaBHOMN OyKBBI)

12. Yto nenaet ckaHep ysa3BUMOCTEN?
1) udpyer Tpaduk
2) Nmet n3BeCTHBIE YA3BUMOCTH
3) Ympasnser nmpaBamMu
4) Pe3epBupyeT JaHHBIC
13. Yto nenaetr DLP?
1) Hludpyer auck
2) IIpenoTBpamiaet yTeuky JaHHBIX
3) Cxanupyer Ha BUPYCBI
4) Kontponupyet n1octyn
14. Kakue cnoco6s! Bueapenust DLP npumensior?

1) Ha ypoBHe cetn
2) Ha KoHEYHBIX TOYKaX
3) B oGmake
4) TonbKko Ha cepBepax
15. YUro nenmaer VPN?

1) YBenuumBaeT CKOpoOCTh
2) Hludpyer coenuneHune
3) Yckopsier Wi Fi
4) CpaBuubaer [P
16. Kakue pexxumsl kopriopatuBHoro VPN?

1) Site to Site

2) Remote Access
3) SSL VPN

4) DNS VPN

17. VPN o6ecneynBaer coenuaenne. (OTBET MPEIOCTABUTHh OIHUM
CJIOBOM C 3arylaBHOW OYKBBI)
18. Uto nenaet MDM?

1) Ynpasnser aHTUBHpPYCOM
2) KonTponupyet MOOHIBHBIE YCTPOICTBA
3) Aamunauctpupyetr DNS
4) Hludpyer daitnsl
19. MDM obecmnieunBaet MOOWIBHBIX ycTpoUCTB. (OTBET MpeaocTaBUTh
OZIHUM CIJIOBOM C 3arJ1aBHOI OyKBBI)
20. Yto gemaet IDS?
1) briokupyet Tpadux
2) OOHapy>XHUBaeT aTaku
3) lludpyer kaHaIbI
4) Ynanser jor

Tema 3.2. Mexanusmol 3auumsl uHGopmayuu 8 AaBMoMamu3uUpOBaAHHbIX CUCEMAX
®dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:
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1. Uto nenaer PAM?
1) XpaHut noru
2) YrpapnsieT mpaBaMu CyTIepIIOIb30BaTeNICH
3) OTKIIOUaeT aKKayHTHI
4) Bemomnnser mudpoBaHue
2. Kakue pynkmun PIM/PAM BBITIONHSIOT?
1) Poranus naponeit
2) YnpapneHue ceccusiMu
3) Ynanéuusiit foctyn
4) AnTuBUpYyC
3. Yro nenaer SPF?
1) llIudpyer nuceMo
2) [IpoBepsieT, pa3pelieHo Jik OTIPaBUTEII0 HAIPABIATh MUChMa OT UMEHU JOMEHa
3) CxaHupyeT BIOXKEHUS
4) AHHYTHpYET MIUCHMO
4. SPF, DKIM, DMARC — 310 MeXaHU3MBI?
1) AyTreHTH(HKAIUN TTOYTOBBIX JOMEHOB
2) 3amuThl OT ciy(uHra
3) VYnyumieHus 10CTaBKU
4) Monutopunra Tpaguka

Tema 3.5. Memoovwl u kpumepuu oyenKu 3auuyeHHOCMU KOMNbIOMEPHLIX CUCTIEM
dopma KOHTPOJIs1/0LIEHOYHOE CPeICTBO: TecTupoBaHue
Bomnpocsi/3ananus:

1. Yto Takoe pen test?

1) AyauT cOOTBETCTBUSA

2) TectupoBaHue Ha MPOHUKHOBEHUE

3) YcranoBka mat4deit

4) MonuTOopuHT Tpaduka

2. Kakwue stamnsl pen test?

1) PazBenka

2) DKcmTyaTupoBaHue

3) OT4€THOCTD

4) YnpasneHue napoasiMu

3. Kro BBINONHAET aTakyomue 1eHCTBHUA B TecTax 0e30macHoCT?

1) Blue Team

2) Red Team

3) SOC

4) Yellow Team

4. Kakue pyukmuu BeimoiaaseT Blue Team?

1) OOnapy>xenue

2) PearupoBanue

3) MoHuTOpHHT

4) Exploit

Tema 3.7. 3awuma ungopmayuu, obpabamviéaemol 8 aA8MOMAMUSUPOBAHHLIX CUCMEMAX OMm
MeXHU4eCcKUx pazeeiox

®dopMa KOHTPOJISI/OIICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:
1. ITepBoIit aTan B 00pabOTKE UHIMICHTA — 3TO:
1) Yerpanenue ymep0Oa
2) ObHapyxeHHe
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3) YHUUYTOXEHHUE YTPO3BI
4) Otuér
2. Kakne HHCTpyMEHTBI UCTIONB3YIOTCS ISl pearupoBaHMs Ha COOBITHS ¥ HHIMACHTH VB?
1) SIEM
2) EDR
3) Forensic
4) DHCP
3. YUro Takoe SIEM?

1) AHTHBUpYC

2) CucrtemMa KOppesIiii COOBITHI

3) MexceTeBoii 3KpaH

4) MOHUTOPUHT MPOU3BOIUTEITHLHOCTH

4. Kakue mogynu ectb B SIEM?
1) Cbop noros
2) Koppensauus
3) YBenomieHus
4) DNS-pexpyTHHT
5. SIEM cobupaeT u aHaTH3upyeT . (OTBeT npeaocTaBuTh OJTHUM CJIOBOM
C 3aryaBHON OYKBBI)
6. Uto Ttakoe Security Awareness?

1) ATHBUpYC
2) OGyueHue mop30Baresiel 6€30MacHOCTH
3) ®aepBon
4) Backup
7. Yto Takoe OSINT?

1) HludpoBanue gaHHBIX

2) Coop nH(opMaIuu U3 OTKPHITHIX HCTOYHUKOB
3) Ananu3 JIOTOB

4) ObecrieueHne 3alUTH OT BUPYCOB

8. K uncrpymentam OSINT otHOCsTCS?
1) Shodan
2) Maltego
3) Google Dorks
4) Hyper-V
9. Yem 3annmaercs SOC?
1) O6noBRsIET OC
2) OtcnexuBaeT coObITus, MHIUACHTH Vb U pearupyer Ha HUX
3) PezepBupyet n1aHHbIE
4) Benér Oyxrantepuro
10. Kakue uCTOYHUKH JaHHBIX UCTIONB3YIOT B SOC?
1) Jlorn
2) CereBoit Tpaduk
3) CoObrTust EDR
4) PowerShell
11. Yto Takoe SAST?
1) JunaMuueckuit TecT
2) Crarnyeckuil aHaau3 Koja
3) Konreiinepusanus
4) MoHUTOpUHT
12. Kakue unctpymentsl otHocsTcst K DAST u IAST?
1) OWASP ZAP
2) Burp Suite
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3) Veracode
4) Hypervisor
13. Otnuuune DevSecOps ot DevOps — 310!

1) HoGaBieHnue TeCcToB

2) Unrerpanus 6e3onacHoctu B CI/CD
3) Ucnonb3oBanre VPN

4) N3onsauust KOHTEHHEPOB

14. Kakne uncTpymeHThl npuMeHstorces B DevSecOps?

1) SAST
2) DAST
3) [aC ananuzaropsl
4) SSH
15. Kakwue snmemenTtsl BkirodaeT CKVY]I + Buneonabmonenme?

1) CuursiBaTenu
2) Kamepsl

3) Cepsgep 3anucu
4) NoKyMeHTBI

8. OueHo4HbIe MaTepHAJIbI IPOMEKYTOUHOM aTTeCTALUM
1 cemecmp, 3auem
Konmponupyemvie H/[K: OIIK-2.3
Bonpocsl/3ananus:
1. Ja#ite ompenenenusi tepmuHam «MHbopManmsy, «HDOpPMAIIMOHHBIE TEXHOJIOTHNY,
«ndopmanronnas cucremay, « MHbopmanronHast 6€301MacHOCThY.

2. OcHoBHBIE cBOMCTBa nH(popmanuu, Tpuaga CIA.

3. OcHOBHBIE PYKOBOASAIIME JOKYMEHTBI W peryastopsl B cdepe uH(POPMALMOHHOM
0€30MacHOCTH.

4. loxtpuHa WHGOPMAIIMOHHON 0€30MacHOCTH: LIENU JOKYMEHTA, HallMOHAJIbHbIE HHTEPEChI
paccmarpuBaemMbie ToKTpuHOUN UB.

5. JloxkTtpuHa WH(POPMAIIMOHHOW O0€30MacHOCTH: OCHOBHbIE Yyrpo3sl Wb, HampaBrneHus
obecnieuenus 1b.

6. Unenatudukanms, ayrentuduxanus. Jlanre onpenenenus TepMuHaM. YTo Takoe (HakTOpsI
aytenTuduxanuu? [Tpumepsr.

7. ABropuzanus M KOHTposb Jocryna. [laiite onpenenenuss tepmuHaMm. Kakue 3amaum
pelaeT KOHTPOJb 10CTymna’?

8. ABTOpH3anus W KOHTPOJb goctyna. Uro Ttakoe «llecounuma»? IlpumeHeHHE CIUCKOB
koHTpOos goctyna (ACL). ITnrocel u MuHyCchl ucnionb3oBanus ACL.

9. OcHoBHble Moenu Aoctyna. Cxema U npuMeHeHne J{MCKpeMOHHOTO KOHTPOJIS TOCTYIIA.

10. OcHoBHbIE MOzienH focTyna. CxeMa u NpuMeHeHne MaHJaTHOrO KOHTPOJIS JOCTYyIa.
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11. OcHoBHBIE MOfENH JocTyna. Cxema u npumeHeHre KoHTposis JocTyna Ha OCHOBE POJIEil.

12. MHoroypoBHeBbIE MOAenu aocTyna. Kakue MHOroypoBHEBbIE MOIEIM J0CTyna Bel
3Haere? Kakue nenu oHu pemaror?

13. Bupryanuzanuss ¥ KOHTEHHEpHU3alUsA: TEXHOJIOTUM H3OJSIMMA W 3allUThl JTaHHBIX.
NHCTpYyMEHTBHI.

14. Monens OSI. Yto u3 cebds npencrasnsier moaens OSI? HazoBute ypoau monenu OSI u
KaK OHU IPUMEHSIOTCS.

15. Jaiite ompenenenune «Crtex», «Ctexk mpotokosoB TCP\IP». Pasnuma mMexmay crexom
TCPAIP u monensro OSI.

16. Anroputm pabotsl cteka TCP\IP. HazoBure ypoBuu crexka TCP\IP.

17. Yrpo3sl cereBoii 6e3omacHocTH. [laiite onpenenenue «CereBbie ataku». Kinaccupukarys
CETEBBIX yIpo3.

18. Bunbr ceteBbix arak. Kakue pa3sHOBHIHOCTH ceTeBBIX arak Bbl 3Haere? CHudduHT,
Cnyddunr. OTkas B o0CTyKMBaHUH (pacnpeieICHHbIN 0TKa3 B 00CTy>KUBAHHH ).

19. Mexanu3mbl 3amuTshl MHQOpMAMOHHBIX cucTeM. Uto Takoe «IlakeTHble (uiIsTpy,
«MesxceteBoit akpan», « WAF»? [Tntockl 1 MUHYCBI. 3aIlIUTy OT KaKUX yrpo3 00eCIeYHBaIOT.

20. Mexaau3msbl 3anuThl nHGopmarmoHHbeix cucteM. Cuctemsl IDS u IPS. Ocob6ennoctn
pa6otbl. CriocoObl TPUMEHEHUS.

21. Mexanusmbl 3amuThl uHpopMannoHHbIX cucteM. SIEM u DLP. Hcnonb3oBanue u
NPUHIUT paboTHI.

22. Monutopunr uHGOPMAIMOHHBIX cucTeM. [lnsa dero HyxeH? CreacTBHEM KaKOTrO
MeXaHu3Ma sBisieTcsi MOHUTOpUHT? [lpuBrieueHne K OTBETCTBEHHOCTU. MeTobl MPUBJICUEHUS K
OTBETCTBEHHOCTH.

23. YrpasieHue MHIUACHTaMU HHOOPMAITMOHHONW O€30MaCHOCTH: TIPOIIECC M HHCTPYMEHTHI.

24, Tlpomecc mo ympaBieHuto ysa3BuMocTsMu (vulnerability management). CkaHep
YSI3BUMOCTEH.

25. TectupoBanue Ha npoHukHoBeHHE (Pentest). IHCTpyMEHTBHI.

26. YmpasneHue puckamu HHPOpPMAIMOHHONW Oe3omacHocTu. OmpeneneHre W Ha3HAYCHHE
HCIIOJIb30BaHUSI.

27. Beenenue aynuta MIC. CiocoObl BBEACHUS ayuTa.
28. Onpenenenune SOC. @yukuuu SOC. MuacTtpymenTsl. YpoBHu SOC.

29. Buasl uadopmanmonnsix cuctem. Onpenenenue «MCIIn». Kareropun [1/1H.
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30. Buasr mHGOPMAIIMOHHBIX CUCTEM. ABTOMATH3WPOBAHHBIC CHUCTEMBI, [ OCyqapCTBEHHBIC
MH(OPMAITMOHHBIE CUCTEMBI.

31. MackupoBanue KOH(pHIEHIMaIbHOH uH(popMammu (HaHHBIX). [IpuHIUI, cHOCOOBI,
Ha3HaYCHHUE MPUMEHEHUs. IHCTPYMEHTHI.

32. XOII. Ompenenenne «XJIlI». Mexanusm paboret XOUI dynknuu. Kommsuu B
XomI-yHKITUSAX.

33. OcHoBsl kpuntorpadun. Onpexnenenue, [lonstus, Hudp Liesaps, Hlndp Buxenepa.

34. Ocuossl kpunrorpaduu. Onpenenenue, [oustus, [ludp Bepuama, pons n npumenenue
Kpunrorpadguu B kKubepOe30macHOCTH.

35. CummeTpudHOe U accuMeTpudeHoe mudposanue. MHpacTpyKTypa OTKPBITHIX KIIOUYEH.

9. MatepuaJIbHO-TEXHHYECKOE H Y4eOHO-MeTOAMYeCcKoe obecrevyeHue TUCIHIINHBI
9.1. [lepeyeHb OCHOBHOI U JOMOJHUTEILHON Y4eOHOM JTUTEPATYPbI

OcHognas tumepamypa

1. MeaukoBa T. A. OcHoBbl WH(pOPMAIMOHHON Oe3omacHOCTH: y4yeOHoe mocobue / T. A.
MpeizaukoBa. - Omck: OMI'VIIC, 2017. - 82 c. - 978-5-949-41160-5. - TekcT: >MeKTpOHHBIN //
NznarenscTBo Jlawe: [caiiT]. - URL: https://e.lanbook.com/book/129192 - Pexxum poctyma: mo
MOJIITUCKE

Jlononnumenvuas numepamypa

1. bauwter I1. H. UadopmarnmonHas 6e30nacHOCTh U 3antuTa nHdopmaruu: yaeoHoe nocoodue / I1.
H. bamer, A. B. ba6am, E. K. bapanoBa. - Hudopmarmonnas 06e30macHOCTh W 3aluTa
nHpopmaruu - MockBa: EBpasuiickuii OTKpbeITEIA HHCTUTYT, 2012. - 311 c. - 978-5-374-00301-7. -
Texct: anexrponnslii / IPR SMART: [caiit]. - URL: https://www.iprbookshop.ru/10677.html -
Pexxum goctyna: mo noanucke

9.2. IIpogeccuonasibHbie 0a3bl JaHHBIX U pecypchbl «IHTepHET», K KOTOPBIM 00ecne4nBaeTCst
AOCTYI 00y4AKOUIUXCS

IIpogpeccuonanvuvie 6azvl OaHHbIX
1. https://student2.consultant.ru/cgi/online.cgi - [IpaBoBoii Cepep Koncynsrantllitoc

Pecypcol « Unmeprem»
1. https://znanium.ru/ - neKTpOHHO-OMOIMOTEUHAsK cucTeMa ""Znanium"
2. https://intuit.ru/ - DnexTpoHHas odpa3zoBarenbHas cpega "MHTYUT"
3. https://www.elibrary.ru/ - HOb eLIBRARY
4. https://rusneb.ru/ - HattmonaneHas anexkrponHas oubmuorexa (HOB)
5. https://e.lanbook.com/ - DnexrponHas 6ubnroreyHas cuctema "Jlanp"

9.3. [IporpammHoe o0ecnieyeHre U HHPOPMAITMOHHO-CIIPABOYHbIE CHCTEMbI, HCIOJIb3yeMble
NPH OCylIeCTBJIEHUH 00pPa30BaTeIbHOIO Npouecca no JUCIUIIUHE
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Ilepeuens npoepammHnozo obecneyeHus
(0bHOBNIeHUe NPOU3BOOUMCS NO Mepe NOABNIeHUs HOBbIX 8EPCULL NPOSPAMMbL)

1. Microsoft Office;

Iepeuenb uHGOPMAYUOHHO-CRPABOUHBIX CUCTEM
(0OHOGIEHUE BBINOTHAEHC EXHCEHEOCTbHO)

He ucnonb3yercsi.
9.4. O6opynoBaHue U TeXHHYECKHE CPeACTBA 00yUeHH s

KomnbrorepHsbIit Kitacc
Mapkepnas gocka - 0 mr.
MoHo010K - 64 mT.
[TpoekTtop - 4 mT.

10. MeTonuyeckue yKazaHusi 10 OCBOCHHUIO IMCIUIIMHBI (MOXYJIA)

C uenpio yCHEenHoro OCBOCHUSI JAHHOTO IPeMETa CTYIEHTY HEOOXOIMMO BBIMOIHSTH JIOMAIIHUE
paboTHI MO YKa3aHHBIM MpEnojaBaressiM TeMaM U IMPEICTaBICHHBIM Ha 3aHATHSAX MarepuanaM. J[is
Oosee  yCHEIIHOTO  BBIMOJHEHUS  pabOThl  CTYIEHTY  Mpeajaraercsi  HCIOJIb30BaHUE
y4eOHO-METOJUUYECKUX MaTeprajoB, COOTBETCTBYIOIIUX YKAa3aHHOM TeMe.

CaMocrosiTennbHasi paboTa CTYIEHTOB OIMCBIBACTCA U PETYIUPYETCS]  METOIWYECKUMU
PEKOMEHAALMSIMH I10 TUCIUTUIMHE.

Onucanue 603moxcnocmeii usyuenusn oucyunaunvl auyanu ¢ OB3 u uneanuoamu

[Tpu HEoOxonuMOCTH 00YUYEHHS! CTYICHTOB-UHBAIMJIOB U JIUI C OTPAHUYEHHBIMH BO3MOKHOCTSIMU
3M0POBBSl  ayAMUTOPHBIE 3aHATUA MOTYT OBITh 3aMEHEHbl WM JIONOJHEHBbl H3yYEeHUEM
MOJTHOTEKCTOBBIX ~ JIEKIMW, TNpPE3eHTalluidi, BHAECO- M aygAuoOMarepuaioB B  AJIECKTPOHHOU
nHpopmarmonHo-oopazoBarensHoii cpene (DUOC) yuuBepcutera. MHAMBUAYaTbHBIC 3aJaHHS
MOoAOUPAIOTCS B a/allTUPOBAHHBIX K OTPaHUYEHUSIM 310pOBbs (hopMax (MUCBMEHHO WM YCTHO, B
dbopme mipeseHTarnuii). BeiOop MeTo0B 00ydYeHUST 3aBUCHT OT WX JOCTYIMHOCTH JUIsl MHBAIUIIOB M
JIUI] C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMU 3710POBbSI.

PaGouas mporpamma AMCHMIUIMHBI U1 WUHBAJIUAOB U JIUI C OFPAaHUYCHHBIMU BO3MOYKHOCTSIMH
30pOBBS pa3zpabaThIBaeTCs HHANBUAYAIBHO C YUETOM OCOOCHHOCTEH MCUX0()U3NUECKOTO pa3BUTHS,
WHAUBUAYATbHBIX BOBMOKHOCTEH U COCTOSHUS 30POBbS TAKUX 00YUYaIOLITUXCS.
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