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KBanudukanus (cTerneHb) BEITYCKHUKA: OaKaJaBp
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Pa3padoruukmu:
HouenTt xadeaps MHGOpMaIMOHHO-U3MEPHUTETBHBIX CHCTEM, K.T.H.,
noueHt Kownpaypos U. H.

Pabouas mporpamMma ITUCHMILIMHBEI (MOIYJsI) COCTaBI€Ha B COOTBETCTBUH C TpeboBaHusmu OI'OC
BO no nampasnenuto noarotoBku 27.03.03 CucteMHbId aHalW3 W YNPABICHUE, YTBEPKICHHOTO
npukazoM Munoopaayku ot 07.08.2020 Ne 902

ComnacoBaHue U yTBEPKACHUE

OTBETCTBEHHOE ara, IIPOTOKOJI
Ne | [Togpaznenenue DUO Busa Jlara, np
JIALIO (Ipu HaNMUYUN)
1 ¢akynsrer [Ipencenarens Boponriosa A. A. Paccmorpeno | 19.12.2024, Neo
VIpAaBICHMA | yyenoro coBeTa 2-2024
TEPPUTOPUSIMU (baKyJILTeTa
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IUTAHUPYEMBIMH pe3yJabTaTaMu OCBOCHUS 00pa30BaTeIbHON MPOrpPaMMBbI

3. Mecto mucuumiausbl B cTpykrype Ol

N

. O0beM TUCIMIUIMHBI U BUBI YI€OHOU pabOTHI

9]

. Coneprxanue AUCHUTIINHBI
5.1. Paznensl, TeMBI TUCHUMILIMHEI ¥ BHALI 3aHITHI
5.2. ConepxaHue pa3aesioB, TeEM AUCITUIUTHHBI U (POPMBI TEKYIIIETO KOHTPOJIS

6. O1eHOYHbIE MaTepUAIIbl TEKYIIIETO KOHTPOJIS

7. O1eHOYHbIE MaTepUAIIbl TPOMEKYTOUHOM aTTECTAI[UU

o0

. Ilopsimok npoBeneHus: MPOMEKYTOUHOM aTTeCTallun

9. MarepualbHO-TEXHHUYECKOE U yUeOHO-METOANYECKOe 00ecieYeHIE TUCIUTUIUHBI

9.1. IlepeueHb OCHOBHO¥ ¥ JIOMIOJHUTEIHLHON YUeOHOM JTUTEPATyPhI

9.2. IlpoeccuonanpHbie Oa3bl JAHHBIX U pecypchl «THTEpHET», K KOTOPHIM 00€CIIEYNBACTCS
JOCTYTI 00yJarOIINXCS
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10. MeToauveckue yka3aHus IO OCBOCHHIO JUCITUTUTMHBI (MOJTYJIS)
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1. Heab 1 3a1a4um 0CBOEHMSI TUCUMUIIIMHBI (MOLYJIs1)

Llenb OCBOEHHMS TUCHMIUIMHBI - MPHOOpETeHHE OOYyYaloIUMHCS 3HAHUNA O TEXHOJIOTHUSX
paboThl COBpEMEHHBIX ceTell 0OMeHa HHPOpMaLuel, IPUHIUIIAMA UX TIOCTPOCHUS U yIIPaBICHUS.

Banatm 1/13yquH51 AUCIUITIJIINHBI:
- (¢opMupoBaHHE TIOHATHH O COBPEMEHHBIX CHCTEMax Iepefadyd JaHHBIX, OCOOCHHOCTSIX
MIPUMEHEHHUS U 3HAYE€HUH B MPOIIECCE PEIICHHS] KOMMYHUKAIIMOHHBIX 3a/1a4;;
- TIONyYeHHE YMEHUW TMOCTPOCHHUS MOJIEIU NPEIMETHOW 00JacTH, co3maHusi 0a3bl JTaHHBIX,
COOTBETCTBYIOIIECH ONPEICTCHHOMN MPEeIMETHOM 001acTH;;

- OCBOEHHE HaBBIKOB cOOpa U MPOBENICHUS aHAIN3a UCXOIHBIX JaHHBIX JJIs OLleHKH 3 ()EeKTUBHOCTH
NpUMEHEHUs ceTeil W cucreM nepenayu uHdopmanuu. PaboTbl ¢ cuctemMamMu HWMUTAIMOHHOTO
MOJICIMPOBAHMSI CETEH, BBIIOJIHEHUSI HACTPOEK CETEBOr0 000PYI0BAHHUS;;

- TOJIY4YEHHE KOMIETEHLIMH IpU ONPEAEIEHUH YIpo3 HJs COBPEMEHHBIX CHUCTEM IEepeadu
uH(pOpMAIMU Ha BCEX YPOBHSAX HWH(OOPMAIMOHHON MOJIETH CHUCTEMBI U BBIOMPATh METOIBI
MOBBIIICHUS 3aUUIIIECHHOCTH CUCTEMBI;;

- (hopMUpOBaHUE YMEHHI MPUMEHSTH MOJyYE€HHbIE 3HAHUS B MPAKTUYECKON JIEATENbHOCTH, PELaTh
MpaKTHUYECKHUE 3aJ1auu MPU aHaJu3€e Yrpo3 JIJs CUCTEM Iepenayd MHPopMaIy IpHu UCTIOIb30BAaHUH
COBPEMEHHBIX KOMMYHHUKAIIHOHHBIX TEXHOJIOTHIl..

2. [Inanupyempble pe3yJbTaThl 00y4YeHHs 10 TUCUUILIMHE (MO1YJ/II0), COOTHECEHHbIE C
IVIAHMPYEeMbIMHU pPe3y/1bTaTaMU 0CBOeHHs 00pa30BaTeIbHON NPOrpaMMbI

Komnemenyuu, unouxamopul u pe3yniomamul 00y4eHus

[IK-2 Cmocoben ocymiecTBiiaTh HHGOPMAIMOHHOE oOecreueHrne B cdepe TOoCyaapCTBEHHOTO
KaJ[aCcTPOBOTO yUYeTa W PErHCTPAIAH TPaB Ha HEJABMKMMOE HMYIIIECTBO

[1K-2.1 O6pabarbiBaeT JOKYMEHTBI, COAEpIKaIIe CBeIeHUs 00 00bEKTax peecTpa rpaHull
3nams:
[1K-2.1/3u1 3akoHOAaTenbHYI0O W HOPMAaTHUBHYIO 0a3y, PETIaAMEHTHPYIOUIYIO BEICHUE

peectpa rpaHull Y  MHGOPMAIMOHHOE  B3aUMOJAEWUCTBHE MEXAYy  OpraHaMu
roCyAapCTBEHHOM BIacTH B cpepe KaaacTpoBOro yuyeTa

[IK-2.1/384 OcobeHHOCTH TpeNCTaBIeHUs] MPOCTPAHCTBEHHBIX TAaHHBIX 00 00BEKTax
peecTpa rpaHul B IU(POBBIX CHCTEMax

Ymemo:

[TIK-2.1/Ym1 O6pabateiBaTh U aHAIW3UPOBATH AJICKTPOHHBIC JTOKYMEHTHI C JTAHHBIMHU O

TpaHULAX ¥ TEPPUTOPUSX, obecredynBasi UX KOPPEKTHOCThb, MOJHOTY M COOTBETCTBHE
TpeOOBaHUSIM HOPMATUBHBIX JOKYMEHTOB

Braoems:
[IK-2.1/HB1 HaBbikamu paboOTBl ¢ NPOTPAMMHBIMHU CpEACTBAMH MU IIATHOPMaMH,

NpeaHa3HaueHHBIMU 11 00pabOTKU KaJacTpoBOM MH(OPMALMU M MPOCTPAHCTBEHHBIX
JAHHBIX

[1K-2.2 UadopmupyeT o pe3yabraTax pacCMOTPEHHs JOKYMEHTOB, COIEPKAIIUX CBEIEHUS 00
00beKTax peecTpa rpaHull, NOCTYNUBUIMX B OPTraH PETUCTPAIMH MPaB Ui BHECEHHS TaKHX
ceenenuii B EIPH

3name:

[1K-2.2/3u1 ®opmarsl U CTaHAAPTHI MIPEICTABICHUS JOKYMEHTOB, a TAK)K€ 0COOCHHOCTH
WX DJEKTPOHHOW OO0pabOTKM © 3JIEKTPOHHOTO JOKyMEHTOOOOpOTa B CHCTEME
roCyAapCTBEHHOTO KaJacTpa HEABHKUMOCTH

Ymemes:
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[IK-2.2/Ym] Ananu3upoBaTh M HMHTEPIPETUPOBATH PE3YNIbTAaThl  PACCMOTPEHHUS
JOKYMEHTOB Ha TNPEIMET IMOJHOTHI, KOPPEKTHOCTH U COOTBETCTBHS TPEOOBAHUSAM JUIS
BHeceHus ceenenuii B EI'PH

[1K-2.2/YM2 NudopmupoBath 0 pe3yiabTaTax pacCMOTPEHUS TOKyMEH-TOB, COACPIKAITUX
cBefieHns 00 00bEKTax peecTpa IpaHul], MOCTYNUBUIMX B OpraH PerucTpaluu mpas 1is
BHe-cenud Takux csenenuii B ETPH

Braoems:
[1K-2.2/HB2 HaBbikamMu HACTPOWKM M OIKCIUTyaTalldd OIEPAIlMOHHBIX CHUCTEM H

WHOOPMAITMOHHBIX ~ CHUCTEM, TNPUMEHSIEMBIX JUIsl  KOHTPOJsA, 0OpabOTKHM |
UH(POPMHUPOBAHUS 110 CTATYCY JTOKYMEHTOB, CBS3aHHBIX C PEECTPOM TPAHHUII

I1K-2.3 Buocut B EI'PH cBenenust 06 00bekTax peectpa rpaHuiy
3uams:
[1K-2.3/3u1 Cranmaptel U (opmarbl MpEACTaBICHUS TOKYMEHTOB W JaHHBIX (B TOM

YHClie AJEKTPOHHBIX), HANpPAaBISEMbIX B OpPraH PEruCTpalMM MpaB JJisl BHECEHUS B
EI'PH, Bxitouast TpeboBanus Kk XML-cxemaM U 3JIEKTPOHHOMY JTOKYMEHTOOOOPOTY

Ymemns:
[1K-2.3/Ym1 TloaroraBinuBaTh W KOPPEKTHO OQGOPMIISTH TOKYMEHTHI, CONEpIKAIIHe

cBeneHuss 00 oOBekTax peecTpa rpaHull, kK BHeceHnto B EI'PH ¢ yuetom Bcex
TEXHUYECKUX U HOPMAaTUBHBIX TpeOOBaHMIA

Braoemy:
[1K-2.3/HB2 HaBeikamu BHeceHus B EI'PH cBenenust 06 o0bekTax peectpa rpaHmui]
[1K-2.3/HB4 MeTtogamMu TeCTUPOBAaHHs KOPPEKTHOCTHU 3arpy3ku JaHHbIX B ET'PH

[IK-3 CnocobGeH BBIMONMHATH pabOThI M YMPaBIsATh paboTamMu MO co3maHuio (Momudukaiuu) u

compoBoxaeHuto MC, apromMarW3uWpyrommx 3aJa4d  OPraHWU3AlMOHHOTO  YIPABICHHS U
OM3HEC-TIPOIIECChI

[IK-3.1 Ompenensier mepBoHauyajdbHbIE TpeOOBaHMs 3akazunka K MC W BO3MOXXHOCTH WX
peamm3zanuu B UC

3name:

[1K-3.1/382 Metonbl ompeneneHus NMepBOHaYaIbHBIX TpeOoBaHui 3akazumka Kk C u
BO3MOKHOCTH uX peanuzanuu B UC

Ymemu:
[MK-3.1/¥m1 OueHuBaTh TEXHHUYECKHE BO3MOXKHOCTH cymectBylonmmx WMC u

UHPPACTPYKTYpbl, B TOM YHUCIIC ONEPAIMOHHBIX CHCTEM, Ul pealu3aluu 3aJaHHBIX
TpeboBaHUit

Bnaoemw:
[IK-3.1/Hel IlpuemaMu NpOEKTUPOBAHUS M HACTPOHKU OMNEPALMOHHBIX CHCTEM U

IpOrpaMMHOTO o0ecreueHus: Juisi oOecreueHus (PyHKIMOHANA, COOTBETCTBYIOIIETO
TpeOOBaHUAM 3aKa3unKa

[1K-3.2 YnpapnseT KOMMYHHKAITUSIMH C 3aKa39MKOM B MPOCKTaX Co3/laHus (MOmu(UKaIUN) U
BBOoz1a MIC B aKCITyaraiuto

3name:
[1K-3.2/3u1 MeToas! 1 cTangapThl HHGOPMAIIMOHHOTO B3aMMOJICHCTBUS, HEOOXOMNMbIC

st 3¢hdekTuBHOTO BeAcHUsT KoMMyHHMKaiuid B MC-mpoekTtax, BKJIIOYas CPencTBa
JIOKYMEHTUPOBAHUS, YBEAOMJICHHUS U OTYETHOCTHU

Ymemes:

[1K-3.2/YM2 VnopaBnath KOMMYHUKAIMSIMH C 3aKa3YUKOM B IIPOEKTaX CO3IaHHS
(momudukamnumn) u BBoga MC B akcruryararuio

Braoems:
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INIK-3.2/Hel  HaBeikamu  pa3pabOTKM W  peaju3allMd  IUIAHOB  YIIPaBICHHS
KOMMYHUKAIMSIMH, aJalTHPOBAaHHBIX K crenupuKe MpOeKTOoB B cdepe ympaBieHUs
3eMeJIbHO-UH()OPMAIIMOHHBIMH CUCTEMaMHU

ITK-3.3 Pa3pabarbiBaeT Moenu U 00ECIIEYMBACT aIallTAllMI0 OU3HEC- MPOIECCOB 3aKa34uHKa K
Bo3MokHOCTIM MIC

3uame:

[1K-3.3/311 OcHOBHbIE NPUHIMIBI U METOABI MOICTUPOBAHHUS OW3HEC-TIPOIIECCOB,
BKJTFOUAsi METOJIOJIOTHH, HOTAIIMH U TIPOLICTYPHI CO3/IaHUs MOJIETIeH «KaK €CTh» (as-is) u
«KakK JTIOJDKHO OBITHY» (t0-be) B paMkax WH(POPMAITMOHHBIX CUCTEM

Yuems:

[1K-3.3/YM2 Pa3zpabarbiBaTh MOAEIM W OOCCIIEYMBACT aJalTallio OW3HEC-TIPOIIECCOB
3aKa34MKa K BO3MOKHOCTSIM

Braoems:

IIK-3.3/HB]l TexHOJIOTHSIMHU MOHUTOPHUHIA M KOHTPOJIS MCIOJHEHHS aJarnTHPOBAHHBIX
OM3HEC-TIPOIIECCOB B aBTOMAaTU3HPOBAHHBIX CUCTEMAaX

I1K-3.4 ITpoektupyet, nporpammupyet u rectupyer C
3namu:
[1K-3.4/301 OCHOBBI W METOMOJIOTHMH NPOCKTHUPOBAHUS HWH(MOPMAIIMOHHBIX CHCTEM,
BKJTFOUAs ATanbl coopa u hopManu3auu TpeOOBaHUH, TPOCKTUPOBAHUS apXUTEKTYPhI U
xoMroHeHToB UC ¢ yueTom ciennduku 3eMenbHO-MHPOPMAIIHOHHBIX CUCTEM
Ymemns:
[1K-3.4/Ym1 TIpoBOAUTE NMPOCKTUPOBAHKUE APXUTEKTYPhl M MOIYyJIeH WH(DOpPMAITMOHHON

CUCTEMBl C HCIIOJb30BAaHUEM COBPEMEHHBIX HWHCTPYMEHTOB MOJEIHPOBAHUSI U
IPOEKTUPOBAHUS

Braoems:

[1K-3.4/HB1 HaBbikamu pa3paboTKu MPOESKTHOW JOKYMEHTAIIMH, BKITIOUAs TEXHUYECKUE
3aJaHusl, crienrn(UKaluY U TUIaHbl TECTUPOBAHUS

ITK-3.5 Ucnpasmset nedexrsr MC
3Hamo:

[1K-3.5/3u1 Metonsl u cpecTBa BBISBICHUS, PETUCTPALIMU U KiIacCH(PUKaUH 1e(heKTOB
nuc

Ymemns:
[1K-3.5/Ym2 Ucnpasnare nedextsr MC
Braoems:

[1K-3.5/HB1 WHCTpyMEeHTaMH OTJIAJKM W MOHHUTOPHMHTa B ONEPAIMOHHBIX CHCTEMaXx,
UCIOJIb3yEMbIX B 3eMeNbHO-UH()OPMALIMOHHBIX CHCTEMaX

[TK-3.6 Oby4aet nonp3oBarenei u opranusyeT pa3BepTroiBanne MC y 3aka3unka
3namo:
[IK-3.6/3u1 IlpuHIUIBI U TEXHOJOTUU pa3BEepThIBaHUS HMH(OPMAIIMOHHBIX CHCTEM B

UHQPACTPYKType 3aKa3dhKa C YYeTOM OCOOEHHOCTEH ONEepalMoHHBIX CHCTEM H
TEXHUYECKHUX TpeOOBaHUN

Ymemu:
[1K-3.6/Ym1 IInanupoBaTh 1 OpraHU30BBIBATh Ipoliecc o0ydeHus nonb3oBareneit UC
[1K-3.6/YM2 OpranuzoBbiBaTh mporiecc passepThiBanus MC y 3akazumka ¢ y4eToM

ocoOeHHOCTe HMH(PACTPYKTYppl U  ONEPAIMOHHBIX CHCTEM, KOHTPOJIHUPOBATH
coOIofIeHre TEXHUYECKUX TPeOOBaHUI U KOPPEKTHYIO HACTPOIKY

Braoems:
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ITK-3.6/HB2 HaBbikamu 00yueHuUs TOIB30BaTEICH U opraHuzyeT pas-BeprbiBanue UC y
3aKa3yuKa

I1K-3.7 Opranu3syer conpoBOXA€HUE U yIIpaBisgeT uaMeHeHussmu B IC
3namu:
[1K-3.7/3u1 TIlpomecchl COMpPOBOXKIAEHUS HMHGOPMAIIMOHHBIX CHCTEM C yYE€TOM
obecrieueHrs cTaOUILHOCTH PabOThI, AaBTOMATH3aIlMA OOHOBIICHUM, KOHTPOJIS Ka4ecTBa
1 06€30M1aCHOCTH MPU BHECEHUN U3MEHEHU
Ymemns:
[TK-3.7/Yml OpraHu3oBbIBaTh W BBINOJHATH npo1ecc CONIPOBOKICHHUS
MH(GOPMAIIMOHHBIX CHUCTEM, BKJIIOYas YIpPaBJIEHUE H3MEHEHUSIMH, OOHOBIEHUSMHU U
UCIPABIECHUSIMU C COOIOIEHNEM PEIVIaMEHTOB U CTaH/IapTOB
Braoems:
[IK-3.7/HB1l HaBbpikamMu TNpUMEHEHHs] METOIWK YyMPABICHUS HW3MCHCHHSIMH W
conpoBoxaenus VC, Bkirouass METOAbl MPOrHO3a, MJIaHUPOBAHUS, KOHTPOJIS U OLEHKU
3¢ PeKTUBHOCTH U3MEHEHUH

[1K-3.7/HB2 HaBblkamu OpraHH3alMyd COMPOBOXICHHUS M YIPABICHUS M3MEHEHUSIMH B
nc

3. MecTo aucuMiuinHbl B cTpykrype OIl

Hucrunmmaa (Momyns) b1.B.JIB.04.01 «Cetu u cuctemsl nepenaun MHGOPMAIMI) OTHOCUTCS K
dbopmupyemoii yuacTHUKaMH 00pa30BaTeIbHBIX OTHOLICHUM YacTu o0pa3oBaTeIbHON MpOrpaMmbl U
n3ydJaeTcs B cemecTpe(ax): 8.

B npounecce wu3yyeHMs JOUCHMIUIMHBI CTYAEHT TOTOBUTCA K PpEUICHMIO THUIOB 3ajad
npodeCcCHOHAIBHOW  AeaTenbHOCTH, mnpenycMmorpeHHbix @OI'OC BO wu  obpazoBarenbHON
IIPOrpaMMON.

4. O6beM auCUMIJIMHBI (MOYJIs1) M BUABI Y4eOHOH padoThI
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5. Conepxxanue 1MCUUILTHHBI (MOLYJIS)
5.1. Pa3gennl, TeMbl AMCUUILIMHBI M BUABI 3aHATHH
(4acel MPOMEXYTOYHOM aTTECTALIMU HE YKAa3bIBAOTCSI)

(¢

1€ 3aHATHS
KUC 3aHATUS
JbHAas paboTa
bIC PE3YJIBTATHI
‘00THCCCHHBIC
1N OCBOCHUSA

HaumenoBanue pazaena, TeMbl

a
%
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Q [5) o < E 3 8 a,
aa] = = O |IE 38 &akE
Pa3gen 1. OcHOBHBIE NOHATHSA 12 4 4 4| TIK-2.1
CHCTEM YIEKTPOCBA3M [1K-2.2
Tema 1.1. OCHOBHBIC TOHSTHS 4 4 I1K-2.3
CHCTEM DJICKTPOCBSI3H
Tema 1.2. [TapameTpsl 114 OLIEHKH 4 4

3¢ (HEKTUBHOCTH TIPEACTABICHUS
i (ppoBBIX COOOIEHUH TTPH
nepenaye. AHaJIOTOBbIE METOAbI
MO

Tema 1.3. U3yuenue 4 4
JIOTIOJIHUTENIBHOM JINTEPATyphI 110
TeMe Npeodpa3oBaHue
aHAJIOTOBBIX COOOIIEHUI B
nudposyro dhopmy. [TapameTpsl
JUTs OLIEHKH 3P (HEKTHBHOCTH
MpeCcTaBiIeHUs HU(POBBIX
COOOIICHUH TpH TIepeaade
Pa3znen 2. MeToabl MOTYJISI UM 20 4 4| 12| IIK-2.1

Tema 2.1. MeToabI MOIYIIALMN 4 4 [1K-2.2
I1K-2.3

Tema 2.2. [IudpoBbie METOBI 4 4
MOIYJISIIIAH B CUCTEMaX Mepeaaqn
nHpopmanuu. MHOTOKaHAJIbHBIE
CHCTEMBI TIepe/Iauu JTaHHBIX.
TexHONMOTHH arperupoBaHus U
MYJIBTHILICKCHPOBaHUS TpapuKa B
MarucTpajIbHBIX KaHAJIAX CBS3U

Tema 2.3. Pacuet mapameTpoB 6 6
s dexTuBHOCTH TUPPOBHIX
METOIOB MOYJISIIIAN

Tema 2.4. [IpakTuueckas 6 6
peanu3aius TEXHOJIOTHH
arperupoBaHus U
MYJIBTUTIICKCHPOBaHUS TpaduKka B
MarucTpaabHBIX KaHANIAX CBS3U H
CeTH CUHXPOHHOM 1U(POBOii
nepapxuu. [louck u
O3HAKOMJICHHUE C
XapaKTEePUCTUKAMHU IO HHTEPHET
pecypcam www.yandex.ru.

Pa3ngen 3. MHOrokaHa/ibHbIe 12 2 6 4| IIK-3.1
CHCTEMBI NepeaaYy JaHHbIX [IK-3.2
Tema 3.1. MHOrOKaHaJIbHbIE 2 2 IK-3.3
CUCTEMBI IIEpe1ay JaHHbBIX [1K-3.4
Tema 3.2. CurHajbl B TMHEHHBIX 6 6 IIK-3.5
cHUCTeMax IIK-3.6
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Tema 3.3. [Ipumepsl
MPAKTUYECKON peann3aluu
CTPYKTYpUPOBaHHBIX KaOEIbHBIX
cucteM(CKC), npuBeieHHBIX B
JIOTIOJIHUTENBHOM JINTEPAType

11K-3.7

Pa3nen 4. CTpyKTypupOBaHHbIE
kadesbHbIe cucTeMbl (CKC)

14

Tema 4.1. CTpyKTypHpOBaHHbIE
kabenpHbIe cucteMbl (CKC)

Tema 4.2. 3yuenue ctaHaapTOB
1o 00eCIeYeHNIO MOXKAPHOU
6ezonacuoctu CKC. Pa3paborka
NPaKTHYECKUX MEp

Ha OCHOBE CTaHJapTOB

Tema 4.3. [IpakTuueckas
peanuzaiusi KOMMYTaTopoB U
MapuIpyTU3aTOPOB HA OCHOBE
CISCO, 3Com u 1. 1. IIpumepst
peanu3aruii Tabnui
MapuipyTu3anud. [Ipakrnueckue
MIPUMEPHI pean3aluu CETEBbIX
¢buIBTpOB

Tema 4.4. DnexTpuueckue u
ontnyeckue CKC. Ilepenaua
CUTHAJIOB T10 3JIEKTPUYECKUM U
ontuaeckuM CKC. Obecrieuenue
NoXapHOH 06€30MacHOCTH IpU
skcrryarauuu CKC, crannaprsl,
PETYIUPYIOLINE BOIIPOCHI
noxapHoi 6ezonacuoctu CKC

I1K-3.1
[IK-3.2
IK-3.3
[IK-3.4
IK-3.5
IK-3.6
I1K-3.7

Pa3gen 5. CTpykrypa
JOKAJBHOM ceTH

27

13

Tema 5.1. CtpykTypa J0KaJIBbHOMN
CEeTH

Tema 5.2. Pexxum cumysnsiiiuu B
Cisco Packet Tracer. Hactpoiika
CETEBBIX CEPBUCOB. 3HAKOMCTBO C
xomangamu 1OS. Hactpolika
CTAaTU4ECKOW MAapLIPyTU3ALIUH.
[TocTpoenue Tabnwui
MapupyTusanuu. Hacrpoiika
nporokona RIP. Hactpoiika
nporokosna RIP B xoprioparuBHoOU
ceru. Hactpoiika nporokona
OSPF. IIpeo6pa3oBaHue CETEBBIX
aapecoB NAT. VLAN na ognom
kommyTarope Cisco. HacTpoiika
VLAN Ha 1ByX KOMMyTaropax
Cisco. . Hacrpoiika VLAN B
KOPIIOPaTUBHOU CETH

Ne 000004265
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Tema 5.3. [IpakTuueckas
peanu3anys TEXHOIOTHH
BUPTYaJIbHBIX JIOKAJIBHBIX CETEH B
MIPOBOJHBIX U OECIPOBOAHBIX
ceTsIX

Tema 5.4. Pa3paboTka
NPaKTHYECKUX Mep IO
00€CIEeYEeHHUIO 3aIIUThHI CETEBBIX
PECYPCOB U NPUIIOKEHUH Ha
ocHoBe Active Directory mo
BapUaHTy UCXOJHBIX JaHHBIX

Pa3znen 6. Ynpasienue
HH(OPMALMOHHBIMH pecypcaMu
ceTn

23

16

Tema 6.1. YrpaBnenue
MH(POPMALMOHHBIMU PECypCaMH
CEeTH

Tema 6.2. PazpaboTka qoMeHHOM
CTPYKTYPBI CETH OPTaHU3AIMH JUIS
obecrieueHuss Mep 10 3aIIHUTe
CETEeBBIX pecypcoB. [IpumeHeHne
MTOJIUTUKY YUETHBIX 3aITUCCH U
TUTAHUPOBAHKME MEp 110 HACTPOIKe
JCIIETUPOBAHUS TTOJTHOMOYHIMA
crucTeMbl Oe3omacHocTd Windows
Server. Pa3zpaboTka mep
6e3onacHoctr Windows Server 3a
CUET IPUMEHEHUS 1I1a0JIOHOB
0e30IacHOCTH K 00beKTaM Active
Directory. [InanupoBanue u
WCIIOJIb30BaHUE TPYIIIT
6e3omacHocTu Active Directory
Windows Server.

Tema 6.3. [IpeobpazoBanue
®dypse. Jluckpernoe
npeobOpazoBanne Dypobe.

Tema 6.4. Beigenenue moacereii ¢
3a/IaHHBIMU XapaKTEPUCTUKAMU C
IIOMOIIIBI0 MAaCOK IIOACETEH.
JlnHaMu4eckoe BbIJICJICHUE
[Pagpecos.

I1K-3.1
ITK-3.2
[1K-3.3
I1K-3.4
[TK-3.5
I1K-3.6
ITK-3.7

Hroro

108

22

33

53

5.2. Conep:xkaHue pa3aeioB, TeM JMCHMIIMH U (JOPMBI TeKylIero KOHTPOJIA

Pazoen 1. Ocnoguvile nonamus cucmem INEKMpPoCeA3u

Tema 1.1. OcHosHble noHamuUs cucmem 31eKMmpoCcessu
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Knaccudukamus cuctem cBsazu. Ctpykrypa cereil cBs3u. Knaccupukamus cranaaproB B 001acTu
AIIEKTPOCBS3H.

[IpeoOpa3oBanue aHaJOroBBIX cooOmeHnid B 1uudpoBylo ¢opmy. IlapameTpbl 11 OLEHKH
3G PEKTUBHOCTH MPEACTABICHHUS HUPPOBBIX COOOIEHUH MTpH Nepeaaye.

Tema 1.2. I[lapamempot 0151 oyenxu 3¢ppexmusrHocmu npedcmasienus yughposuix cooowenuti npu
nepeoaue. Ananoeosvie Memoosbl MOOYIAYUU

[TapameTpsl 11 onieHKH 3P PEKTUBHOCTH MPEACTABICHUS IIUPPOBBIX COOOLICHUN TPU
nepenade. AHaJIOTOBBIE METO/IbI MOIYIISIIUH.

Tema 1.3. Hzyuenue O0OnOIHUMENbHOU JUMEPAMYPbl NO MeMe HpPeodpaA306aHue aAHAI0208bIX
coobwgenutl 8 yugposyio gopmy. Ilapamempor 01 oyeHku 3pgexmusHocmu NPeocmasieHus
yughposvix coobuyerutl npu nepeoaye

OOyuaromuxcsi mpopadaThIBaeT JICKIMOHHBIA MaTepHaj, TOTOBUTCS K BBIOJHECHHIO W 3allUTe
MPAaKTUYECKUX padoT.

Texymui KOHTPOJIb

Bun (hopma) konTpoms

TectupoBanue

Pazoen 2. Memoowt modynayuu

Tema 2.1. Memoowt mooynsayuu

AHaJIOroBble  METOAbl MOAYJISUMUA. AmrummTyaHas wMopynsuus: AM-JIBII, AM-/BII-ITH.
AMIUIUTYTHO—4aCTOTHAs

xapaktepuctuka ¢unstpa AM-JIBII. VYroBas wmomynsius. AHAIUTHYECKOE TMPEACTaBICHHUE
CUTHAQJIOB YACTOTHOM U

(dazoBoii mogymsiiuu. [{udposeie Metonbl Mmomyssiuuu. CTPyKTypHasi cXemMa CHUCTEMBI CBSI3H ¢ M —
MHO3UIIMOHHON

Monyisiiue. CTpyKTypHBIE CXeMbl IU(PPOBBIX MOAYIATOPOB — JIEMOIYISATOPOB, IOKa3aTelu
addexTuBHOCTH 1M pOoBOM Momynsuuu. [ludposie MeTons Momynsanuu. OCHOBHBIE MapaMETPhI
kBaaparypaoit AM(KAM). ®azoas momymsmus (PSK) CrpykTypHBIE CX€MBI MOAYJIATOPOB M
JEMOIYJISATOPOB MHOTOMO3ZUIIMOHHBIX ®PM — curnanoB. [lokazarenu sddextuBHOCTH TUGPOBOIMA
(dazoBoii moxymsiuu. L{ludposeie MeTonbl MoayIAIuKH. AMITTUTYIHO - (Ga3zoBas moxyisius (APSK).
CrpykrypHas cxema wMonayiasaropa KAM — curnanoB. Ipaduueckoe mpencrabimenune KAM —
curHanoB. [lapamerper 3¢ddextuBHOCTH MHOTOMO3MIMOHHOW APSK. IludpoBbie wmeToms
Moxayisiuiuu. YacrotHas momyssiuus FSK. CtpykrypHbie cxembl Moayisitopa U aemonyisitopa FSK.
[Tapametpsi 3pdexruBrOCTH FSK

Tema 2.2. Lughposvie memoowvl mooynsayuu 6 cucmemax nepedadu ungopmayuu. Muozokananvnvle
cucmemvl nepedauu OaHHblX. TexHonoeuu azpecuposanus u MyIbMUNIEKCUposanus mpaguxa 6
MA2UCMPanbHbX KAHALAX CEA3U

[Mudpossie MeTOaBI MOAYISALMH B CHCTeMax Iepeaadyd MHQopMaruu. MHOTOKaHaJIbHBIE CHCTEMbI
nepefAayd JaHHBIX. TEXHOJIIOTMH arperupoBaHUsl M MYJIBTHIUICKCHUPOBAaHUS Tpaduka B
MarucTpajbHbIX KaHAJIaX CBS3H.

Tema 2.3. Pacuem napamempos 3¢ppekmusHocmu yugposulx memooos Mooyisiyuu
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OOyuyaromuxcsi npopadaThIBaeT JEKIMOHHBIA MaTepual, TOTOBUTCS K BBINOJHEHHMIO U 3aIINUTE
MPAaKTUYECKUX paboOT

Tema 2.4. Ilpakmuueckas peanusayusi MexHOIO2UU A2PE2UPOBAHUSL U MYTbIMUNIEKCUPOBAHUS
mpaguKra 8 MaZUCMpalbHbIX KAHAIAX CE:A3U U cemu CUHXPOHHOU Yugposoti uepapxuu. Ilouck u
O3HAKOMAEHUE C XapaKmepucmukamu no uHmepHem pecypcam www.yandex.ru.

OOyuaromuxcsi mpopadaThIBaeT JICKIMOHHBIA MaTepHaj, TOTOBUTCS K BBINOJHECHHIO W 3allUTe
MPAaKTUYECKUX padoT.

Texymui KOHTPOJIb

Bun (hopma) konTpoms

TectupoBanue

Pazoen 3. Muozoxananvnsle cucmemsl nepeoayu OAHHbIX

Tema 3.1. Mnocokananvhsie cucmemul nepeoaiu OAHHbIX

MHorokaHanpHble ~ CHCTEMbl  [€pelaud  JTaHHBIX. TexHonoruu  arperupoBaHusi U
MYJIBTUIIEKCUPOBaHUs Tpaduka B

MarucTpaibHBIX KaHaax cBsi3u. CeTH CHUHXpPOHHOW mudppoBor mepapxuu. CeTHu MIe3nOXPOHHON
nrudpoBoit nepapxuu.

Crpykrypa manabix B cerax SDH. Crtpykrypa cetm oOmiekaHaipHOW curHanmsanuu. CTpykTypa
KaJpa B CETU

oOnIeKaHaJIbHOM CUTHAIU3AINH.

Tema 3.2. Cuenanvl 6 TUHEUHbIX CUCTIEMAX
Cur-gaiisl B IMHEHHBIX CUCTEMAX.

Tema 3.3. Ilpumepvl npakmuueckou peanuzayuu cmpykmypupoeanuwvix kabenvnvix cucmem(CKC),
NpUBEOEHHBIX 6
00NONTHUMENbHOU Tumepamype

OO6yuaromuxcs mpopabaTeiBaeT JIEKIMOHHBIN Marepuall, TOTOBUTCS K BBIIOJHEHHIO M 3alluTe

IIPAKTHUYECKUX
pabor.
Texymui KOHTPOJIb
Bun (hopma) konTpoms
TectupoBanue

Pazoen 4. Cmpykmypuposannuie kavenvnsvie cucmemot (CKC)

Tema 4.1. Cmpyxmypuposeanusie kabenvhvie cucmemwvl (CKC)

CrpykrypupoBannbie kabenbHbie cucteMbl (CKC). Dnexrpuueckune u ontuueckue CKC. Ilepenaua
CUTHAJIOB I10

anexktpuueckuMm U ontudeckuM CKC. JluHeiiHOe KoaupoBaHUE, XapaKTEPUCTUKU JIMHHUMN CBSI3H.
ObecnieveHne moxapHOU

oe3zonmacHoctu Tipu  dkciryaranmun  CKC, craHmapTel, peryiupyromige BOMPOCHl  MOXapHON
6e3onacHocTu CKC. OcHoBHbIe 3Tanb! mpoekTupoBanus CKC.
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Tema 4.2. HUzyuenue cmanoapmos no obecneuenuio nosicaprou dezonacnocmu CKC. Pazpabomia
NPAKMuyecKux mep
Ha 0CHO8e CMAaHOapmos

OOyyaromuxcsi npopadaThIBaeT JEKIHMOHHBIA MaTepual, TOTOBUTCS K BBINOJHEHHMIO W 3aIlINUTE
MPAaKTUYECKUX paboT

Tema 4.3. Ilpakxmuueckas peanuzayusi KOMMymamopog u mapuipymuzamopos Ha ocHose CISCO,
3Com u m. 0. Ilpumepvl peanuzayuii mabauy mapuwpymusayuu. Ilpaxmuueckue npumepbi
peanuzayuu cemesvix

Gunompos

OOyuaromuxcsi TpopadaThIBaeT JIEKIIMOHHBIA MaTepual, TOTOBHTCS K BBIMOJHEHHIO W 3aIlUTE
MPaKTUYECKUX padoT

Tema 4.4. Onexmpuueckue u onmuueckue CKC. Ilepedaua cuenanos no sneKmpuyeckum u
onmuueckum CKC. Obecneuenue nosxcaproti 6ezonacnocmu npu sxcnayamayuu CKC, cmanoapmet,
pe2ynupyrowue 80npocsl nodicaproti bezonachocmu CKC

Onekrpudeckue u ontudeckue CKC. Ilepenaua curnanos no snekrpuyeckum u ontudeckum CKC.
Ob6ecrneuenne moxkapHo Oe3omacHocTH Tipu 3kcruryataruu CKC, cranmapThl, peryaupyromume
BOIpOCHI ToxkapHo#t 6e3omacHocTH CKC.

Texymui KOHTPOJIb

Bun (hopma) konTpoms

TectupoBanue

Pazoen 5. Cmpykmypa n10KkanvHoil cemu

Tema 5.1. Cmpykmypa 10Ka1bHOU cemu

OcHoBbl kommyTanuu B IP — cersx. JleneHue cetn Ha TOMEHBI KOJUTM3WN. YMpaBiieHHWe TaOauIen
KoMMyTaIuu. PexxumMel pabotel kommyTaTropa. OCHOBBI KOHPUTYpHUPOBaHUS KOMMYTAaTOPOB. OCHOBBI
MapmpyTusanuu B [P — cetsax. Pexxumpl paboTsl MapuipyTu3aropoB. [IpoTokoasr MapmipyTH3anuu B
IP — cersax. KondurypupoBanue mapmpyTu3aTopoB, Tabmuilel Mapupytuzanuu. [Iporokonsr RIP,
OSPF. Ceresie punbTpsl B IP — ceTsax. OGecneyenne 6€30mMacHOCTH Ha OCHOBE CITMCKOB JOCTYIIA.
CermeHTanusi cereid C HCIONB30BAHUEM KOMMYTaropoB M MapuipyTuzaropoB. CermeHranus
JIOKaJBbHOW CETH Ha OCHOBE BHPTYalbHBIX JOKanmbHBIX ceTeil(VLAN). Mcnonb3yembie IPOTOKOIBI.
[TonsiTe 0 TpaHKOBBIX coenMHEHHSIX. KoHpUTYpHUpoBaHHE BUPTYyaIbHBIX CeTeil. MapripyTu3amms
MEXIy BUPTYyaJIbHBIMH JIOKAJIbHBIMU ceTsIMH. TexHomoruu OecrnpoBomHbix ceteit Wi-Fi, Bluetooth.
CrannapTsl 6ecripoBOAHBIX ceTeid. OCHOBHBIE MPOTOKOJIBI, TOMOJIOTHH MOCTPOCHUS CETEH.

Tema 5.2. Pescum cumynayuu 6 Cisco Packet Tracer. Hacmpoiika cemesvix cepsucos. 3HaKomcmeo ¢
komanoamu  10S.  Hacmpouxa  cmamuueckou — mapwpymusayuu. Ilocmpoenue — mabnuy
mapwpymuzayuu. Hacmpouxa npomoxona RIP. Hacmpotika npomokona RIP 6 xopnopamugHoti
cemu. Hacmpoiika npomoxona OSPF. [Ipeobpaszosanue cemesvix aopecoé NAT. VLAN na oonom
kommymamope Cisco. Hacmpotika VLAN na o0syx xommymamopax Cisco. . Hacmpoiika VLAN &
KOpNOpamueHou cemu
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Pexxum cumynsiun B Cisco Packet Tracer. Hactpoiika ceTeBbIX cepBHCOB. 3HAKOMCTBO ¢ KOMaHIaMH
IOS. Hactpoiika crarndeckoit mapupyruzauuu. [loctpoenue tabnun mapiipyrtusanun. Hactpoiika
nportokona RIP. Hactpoiika nporokona RIP B kopnoparuBHoii cetn. Hactpoiika npotokona OSPF.

ITpeobpaszoBanue ceteBbix anpecoB NAT. VLAN nHa onnom kommyTtarope Cisco. Hactpoiika VLAN
Ha 1Byx kommyTtaropax Cisco. . Hactpoiika VLAN B kopriopatuBHO# ceTu

Tema 5.3. [lpakmuueckas peanuzayus mexHonI02UU UPMYATbHBIX TOKAIbHBIX cemell 8 NPOBOOHBIX U
becnpoBoOHbIX cemsx

OOyuaromuxcsi mpopadaThIBaeT JICKIIMOHHBIA MaTepHaj, TOTOBUTCS K BBIOJHECHHIO W 3allUTe
MPAKTUYECKUX padoT.

Tema 5.4. Paspabomka npakmuueckux mep no 00ecnedyeHuro 3aujumsl Cemeevlx pecypcos U
npunodxcenuti Ha ochose Active Directory no éapuanmy ucxoomvix OAHHbIX

OOyyaromuxcsi popadaThIBaeT JEKIMOHHBIA MaTepuas, TOTOBUTCS K BBINOJHEHHMIO W 3aIINUTE
MPAaKTUYECKUX paboT

Texymui KOHTPOJIb

Bun (hopma) konTpoms

TectupoBanue

Pa3zoen 6. Ynpasnenue ungpopmayuonnvimu pecypcamu cemu

Tema 6.1. Ynpasenenue unghopmayuoruvimu pecypcamu cemu

ObecrnieueHre 0e30mMaCHOCTH  HMH(POPMAIMOHHBIX PECYpPCOB CETH HAa OCHOBE pa3BepThIBAHUS
Windows Server ActiveDirectory ¢ mpuMeHEHHUEM CPEACTB TPYNIIOBON MOJIUTUKH.

Tema 6.2. Pazpabomka 0oMeHHOU CMPYKMYpPbl cemu Opeanuzayuu 0 odecneyeHus mep no sawume
cemegulx pecypcos. Ilpumenenue nonumuKy y4emuvlx 3anuceli U NIaHUposanue mep no Hacmpotike
Oenecupoanusi noaHomouull cucmemvl 0Oe3onacnocmu  Windows Server. Paspabomka mep
bezonacnocmu Windows Server 3a cuem npumenenus wiabionog bezonacnocmu Kk obvexkmam Active
Directory. [Inanuposanue u ucnonvsogatrue epynn bezonacrocmu Active Directory Windows Server.

Pa3paboTka 1OMEHHON CTPYKTYpbl CETHM OpraHu3aluu JJIs 00eCIeYeHHs] Mep MO 3allUTe CETEBBIX
pecypcoB. IIpuMeHeHHME TOJMTUKH YYETHBIX 3aluced W IUIaHUPOBAaHME MeEp II0 HACTpOMke
JIENeTUPOBAHUST TIOJIHOMOYMK cucteMbl Oe3omacHoctn  Windows Server. Paspabotka wmep
6e3onmacHocTd Windows Server 3a c4eT NMpUMEHEHHsI 1Ia0JIOHOB O€30MacHOCTH K 00bekTam Active
Directory. IlmanmpoBanue u wucmoib30BaHHWe Tpynmn Oe3omacHocTH Active Directory Windows
Server.

Tema 6.3. Ilpeobpazosanue @ypve. /Juckpemnoe npeobpasosanue Dypoe.

OOyuaromuxcsi TpopadaThIBaeT JICKIMOHHBIA MaTepual, TOTOBHTCS K BBIMOJHEHHIO W 3aIlUTE
MPaKTUYECKUX padoT

Tema 6.4. Bvioenenue noocemeil ¢ 3a0aHHbIMU XAPAKMEPUCTIUKAMU C NOMOWbBIO MACOK NoOCcemell.
Junamuyeckoe svroenenue IPaopecos.

OO6yuaromuxcs mpopabaTeiBaeT JIEKIMOHHBIN Marepuasl, TOTOBUTCS K BBIIOJHEHHIO M 3allUTe

MPaKTUYECKUX padoT
Texyuuii KOHTPOJIb
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Bun (hopma) koHTpOIIS

TecTtupoBaHue

6. Ilopsaok nmpoBeeHMsi MPOMEKYTOUYHOM aTTeCTALUMN

[lopsnox mpoBeneHMsT TNPOMEKYTOUHOM — arTecTallud  PENIaMEHTHPYETCS  JIOKaJIbHBIMU
HOPMaTUBHBIMU aKTaMU YHHUBEPCUTETA:
- Ilonoxenuem o Qopmax, NEPUOJUYHOCTH, TOPAIKE TEKYIIEro KOHTPOJIS YCIIEBAEMOCTH H
NPOMEXKYTOYHON aTTecTaui OOy4aroIuXcsi 10 OCHOBHBIM 00pa30BaTelIbHBIM IpOrpaMMaM
BBICIIIETO O0pa3oBaHMsA — MporpaMmaM OakajlaBpuaTa, HMporpaMMaM CHEIHAIUTETa, MporpaMmaM
MarucTpaTypbl B QenepaJbHOM TOCYIapCTBEHHOM OIODKETHOM 00pa30BaTeIbHOM YUPEKIACHUU
BbICIIEr0 00pa3oBaHus «MOCKOBCKHI TOCYJapCTBEHHBIN YHHBEPCUTET T'€OE3UU U KapTorpadum,
1.6 «Opranu3zanus 1 NpoBeIeHUE NPOMEKYTOUHOM aTTECTALUN.
- TlonoxxeHneM O MOpPSAKE OCYLIECTBICHHS 00pa30BaTEIbHOTO IMPOLECCa, MPOBEICHHS TEKYIIEro
KOHTPOJII YCIIEBAEMOCTH U TPOMEXKYTOUHOW arTecTaluyd OOydalomMxcs C I[PUMEHEHHEM
ANIEKTPOHHOTO OOyYeHUS W AMCTAHIMOHHBIX OOpa30BATENIbHBIX TEXHOJIOTUH B (eaepaibHOM
TOCYIJapCTBEHHOM  OIO/[DKETHOM  00pa30BaTeIbHOM  YUPEXKACHWU  BBICIIETO  0Opa30BaHMSA
«MOCKOBCKHI TOCYIapCTBEHHBI YHUBEPCUTET Teofe3ud u Kaprorpadpum», 1n.8 «IIpoBenenue
IIPOMEXKYTOYHOM arrectauuu ¢ npuMeHenuem 20 u JOT».

Ilpomesxcymounas ammecmayus. 3auem c oyeHkou, 8§ cemecmp.

3a4eT oneHUBaeTCs M0 NATHOAUIBHOM IIKaJe:

- 3aYTEHO C OLEHKOW «OTJIMYHO» BBICTABISETCS, €CIM OOydYarolmuiics HMeeT DIyOoKue,
HCYEPIIFIBAIOIINE 3HAHUS B 00ObEME OCBOCHHOW IMPOTpaMMBI; 3HAHHE OCHOBHOW (00s3aTelbHON)
JUTEpaTypbl; JaeT MpaBUIbHBIE M YBEPEHHBIE OTBETHI, CBUJETEILCTBYIOIINE O HAJIWYUH TBEPABIX
3HAHUW U HaBBIKOB B HCIOJIb30BAaHUM TEXHUYECKUX CPEACTB; IMOJHOE, YETKOe, I'PaMOTHOE U
JIOTUYECKH CTpPOHHOE U3JIOKEHHE MaTepuajna; JEMOHCTPUpPYEeT CBOOOAHOE MpPUMEHEHHE
TEOPETUYECKUX 3HAHUM MPHU aHaU3€ MPAKTHUYECKUX BOMPOCOB;

- 3aYTEHO C OIICHKOM «XOpOIIO» BBICTABISAETCA OOydaroleMycsl B cllydae COOTIONEHUS TeX XKe
TpeOOBaHUl, HO HAJUYUU B OTBETE OOYYaIOLIErocs MO HEKOTOPHIM MEPEUUCICHHBIM MOKa3aTelsiM
HEJOCTAaTKOB NPUHLHUIHUAILHOTO XapaKTepa, 4YTO BbI3BIBACT 3aMEUYaHHUsI WJIM IONPaBKU
MIperoiaBaTeis;

- 3a4TEHO C OILICHKOH «yIOBJIETBOPUTEIHLHO» BBICTABISETCS 00ydaromeMycs B ciiydae COOMIOAeHUS
TeX e TpeOOBaHUM, HO B CiIydyae HaJWYMsI B OTBETE OIIMOOK, HEOOXOTUMOCTH CYIECTBEHHOM
MTOMOIIM B BH/JIE TIONIPABOK M HABOJSAIIUX BOIIPOCOB MPEIoaBaTes;

- HE 3a4TEHO («HE YIOBJIETBOPHUTEIBHO») — OOYJAIOIIUICS HE CMOT OTBETUTH Ha 2/3 BOIPOCOB; HE
CIPaBWJICS C MPAKTUYECKUM 3aJaHUEM WIIH BBIITOIHEHO MeHee 50 % MpakTU4eCKUX 3aJaHuu.

7. OueHOYHbIC MaTepPHAJIbI TEKYLEr0 KOHTPOJIS

Pazoen 1. Ocnoguvile nonamusa cucmem INEKMpPoCceA3u
Koumponupyemvie H/IK: 1IK-2.1 IIK-2.2 [IK-2.3

Tema 1.3. Hzyuenue O0OnOIHUMENbHOU JUMEPAMYPbl NO MeMe HPeodpaA306aHue AHAI0208bIX
coobwgenutl 8 yugposyio gopmy. Ilapamemper 011 oyeHku 3pgexmusHocmu NpPeocmasieHus
yughposvix coobuyerull npu nepeoaye

dopma KOHTPOJIs1/0LIEHOYHOE CPeICTBO: TecTupoBaHue

Bomnpocwi/3ananus:
1. Cxonbko ypoBHel B Mogenu OSI?
1)4
2)5
3)7
4)3

2. Kakoii ypoBeHnb OSI oTBedaeT 3a MapupyTH3anuio JaHHbIX ?
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1) KananbHbrii
2) CereBoit
3) TpanciOpTHBIIA
4) Ilpukiamuoit
3. Kaxkoii mpoTokos paboTaeT Ha KaHaJIbHOM YPOBHE?
1)IP
2) TCP
3) Ethernet
4) HTTP

4. Yro obecrniednBaeT TPAaHCTIOPTHBIN YPOBEHB?

1) CermeHTAaIMIO U KOHTPOJIb OIMTHOOK
2) ®duznveckyto nepeaavy
3) MapmpyTuzanuro
4) CuHXpOHHU3AIUIO CECCHI
5. Kakoit ypoBenp Momenu TCP/IP  oOwveguHsIET TNPUKIATHON, CEAHCOBBIH W
npeacTaBuTENbCKU ypoBHu OSI?
1) TparncopTHBIH
2) Ilpukamnoit
3) UnTepHeT-ypoBEeHb
4) CereBoit

Pazoen 2. Memoowt modynayuu
Koumponupyemwie H/IK: 1IK-2.1 IIK-2.2 [IK-2.3

Tema 2.4. Ilpakmuueckas peanusayusi MexHOIO2UU aA2PEUPOBAHUSL U MYTbIMUNIEKCUPOBAHUS
mpaguKra 8 Ma2UCMpalbHbIX KAHAIAX CE:A3U U cemu CUHXPOHHOU Yyugposoti uepapxuu. Ilouck u
O3HAKOMIEHUE C XapaKmepucmukamu no uHmepHem pecypcam www.yandex.ru.
dopma KOHTPOJIs1/0LIEHOYHOE CpeIcTBO: TecTupoBaHue
Bomnpocsi/3ananus:
1. Kaxkoii mpoTOKOJ OTBEUYAET 3a JJOTUYECKYIO a/Ipecalnio?
1) TCP
2) UDP
3)IP
4) HTTP
2. Yto nenaer DHCP?
1) [Ipenocrasnsier DNS-3anucu
2) Haznauaer [P-agpeca knmuentam
3) Yopasnser SSL-cepTudukaramu
4) Mapupytusupyer Tpapuk
3. Kak Ha3bIBaeTcs npoluecc nepsoHavdanbHoro 3anpoca [Panpeca knmuenrom 8 DHCP?
1) DHCP Acknowledge
2) DHCP Oftfer
3) DHCP Discovery
4) DHCP Release
4. Yro takoe CNAME-3anncs B DNS?

1) IPv6 anpec
2) IIpuBs3ka K Ipyromy JOMEHHOMY UMEHH
3) TekctoBas 3anuch
4) TlouToBblii cepBep
5. Kakoii Tunn DNS-3anucu paspemaer gomes B IPv4 agpec?
A
2) AAAA
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3) MX
4) TXT

Pazoen 3. Muozoxaunanvnsle cucmemsl nepeoayu OAHHbIX
Koumponupyemvie M/IK: 1IK-3.1 I1K-3.2 [1K-3.3 [IK-3.4 [IK-3.5 I[IK-3.6 1IK-3.7

Tema 3.3. Ilpumepvl npaxmuueckou peanusayuu cmpykmypuposantuvix xabernvuvix cucmem(CKC),
NpUBEOEHHbIX 8
O00NONHUMENbHOU TUmepanmype
dopma KOHTPOJIs1/0LIEHOYHOE CPEeICTBO: TecTupoBaHue
Bomnpocsi/3ananus:
1. Yro nemaer komaHza iptables -L ?
1) COpaceiBaeT mpaBuia
2) IIpocMaTpuBaeT TEKyIIHe MpaBHUiIa
3) HoOaBinseT mpaBuio
4) Bxurowaet NAT
2. Ins wero ucnonwzyetcs nenouka INPUT B iptables?

1) OOpabaTbIBaET HCXOMSAIIUE TAKESTHI
2) ObpabaTbIBaeT nepeHanpaBisieMble TaKeThI
3) O6pabarbIBaeT BXOASIINE TAKETHI
4) O6pabaTbIBacT BCE MAKETHI
3. Yto Takoe MackapaauHr B iptables?
1) JlorupoBaH#e MaKETOB
2) Innamuueckas momMena [P uctounmka
3) OTKJIOHEHHE TTaKETOB
4) TlepenarnpaBieHUE TIOPTOB
4. Kakoii metog HTTP ucnons3yercs i noay4eHus: JaHHbIX ?
1) POST
2) GET
3) PUT
4) DELETE
5. Kakoit metoq HTTP oGHOBIIsIET CyIiecTBytoMHUi pecypc?
1) PATCH
2) PUT
3) DELETE
4) GET

Pazoen 4. Cmpykmypuposannuie kavenvnsvie cucmemot (CKC)
Koumponupyemvie M/IK: 1IK-3.1 I1K-3.2 [1K-3.3 [IK-3.4 [IK-3.5 I[IK-3.6 1IK-3.7

Tema 4.4. Onexmpuueckue u onmuueckue CKC. Ilepedaua cuenanoé no snekmpuyeckum u
onmuueckum CKC. Obecneuenue nosxcapnoi o6ezonachocmu npu sxcniyamayuu CKC, cmanoapmet,
peaynupyrowue 6onpocsl noxcapuoti bezonacnocmu CKC

dopma KOHTPOJIs1/0LIEHOYHOE CpeICcTBO: TecTupoBaHue

Bomnpocwi/3ananus:

1. Yro genaer meron HTTP OPTIONS?

1) Ynanser pecypc
2) IIpoBepsieT AOCTYITHBIE METOIBI
3) OtnpaBnsieT JaHHBIC
4) OOHOBHSET JaHHBIC YACTUIHO

2. Yro Takoe TLS/SSL?
1) IIpoTokon MapLIpyTH3aLuu
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2) IIpoTokoin mudpoBaHus U ayTeHTUHUKAITTN
3) [Iporoxon DHCP
4) TIpotoxon NAT

3. Kakoii 211eMEHT LIENOYKH T0BEPHUSI SIBIETCS KOPHEBBIM?

1) SubCA
2) Root CA
3) Koneunslii ceptudukar
4) SSL Proxy
4. Yro takoe CSR B xontexcre TLS/SSL?
1) Kondurypanus cepsepa
2) 3ampoc Ha BBIITYCK cepTH(HKaTa
3) CekpeTHbIil K104
4) Ipotoxon muppoBaHUs
5. Yem ommmuaercss HTTP/2 or HTTP/1.1?

1) Ucnions3yeT Oosbiie MOTOKOB

2) He mopnepxuBaeT KeMIMpPOBAHKE
3) Ynanser 3aroiioBKu

4) Mennennee

Pazoen 5. Cmpykmypa n10xkanvHoil cemu

Koumponupyemvie M/IK: 1IK-3.1 I1K-3.2 [1K-3.3 [IK-3.4 [IK-3.5 I[IK-3.6 1IK-3.7

Tema 5.4. Paspabomka npakmuueckux mep No 00eCcnedyeHuro 3aujumsl Cemeevlx pecypcos U

npunodcenuti Ha ochose Active Directory no éapuanmy ucxoomvlx OAHHbIX

®dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:
1. Yro nemaetr DNS?
1) MapupyTu3upyeT nakeTsl
2) Haznauaer [P-agpeca
3) Pazpemaer nomennsie umena B [P
4) Hludpyer Tpaduk
2. Yro rakoe PREROUTING B iptables?
1) OGpabarpIBaeT 10 MapIIPyTH3ANH
2) IMocne MapmpyTH3anuu
3) st TIOKambHBIX ITAKETOB
4) Tonwko pyst TCP
3. Yro o3Hauaer NAT?

1) Network Address Translation
2) Network Access Terminal
3) Network Authorization Token
4) Network Active Transfer
4. Kakue ObIBaroT TaOmuiibl B iptables?
1) only filter
2) filter, nat, mangle, raw
3) NAT u proxy
4) ARP u DNS
5. st gero ucnonb3yeTcst komanaa netplan apply ?

1) Hacrpoiika iptables

2) [Ipumenenne cereBbix HacTpoek Ubuntu
3) Copoc DHCP

4) Ilepezanyck DNS
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Pa3zoen 6. Ynpasenenue ungpopmayuonnvimu pecypcamu cemu
Konmponupyemwie H/IK: IIK-3.1 IIK-3.2 IIK-3.3 IIK-3.4 I[IK-3.5 [IK-3.6 1IK-3.7

Tema 6.4. Bvioenenue noocemeil ¢ 3a0aHHbIMU XAPAKMEPUCTIUKAMU C NOMOWbBIO MACOK noOcemell.
Junamuyeckoe svroenenue IPaopecos.

dopma KOHTPOJIs1/0LIEHOYHOE CPeCTBO: TecTupoBaHue
Bomnpocsi/3ananus:
1. Yro takoe HTTP DELETE?

1) JobaBnser 3anuch
2) Ynanser pecypc
3) OGHOBISAET YACTHYHO
4) Ilepe3amyckaeT Ceccuto
2. Kakoif KOMIIOHEHT OTBeYaeT 3a HacTpoky uMmeH B OpenSSL koHbure?
1) policy
2) distinguished name
3) certificate
4) copy_extensions

3. Kaxoit nporokon DNS pa6oraet nosepx TCP/UDP nopra 53?

1) SMTP
2) FTP
3) DNS
4) DHCP
4. Yto nemaet komanaa openssl verify ?

1) I'enepupyet Kirou
2) IIpoBepsieT LENOUKy AOBEpUs
3) Coznmaer CSR
4) Beimmyckaet cepTugukar
5. Kax nassiBaercs (aiin konpurypauuu NGINX no ymonyanuio?
1) nginx.cnf
2) nginx.conf
3) nginx.config
4) nginx.d

8. OueHo4YHBIC MaTepHAJIbI IPOMEKYTOYHOM aTTeCTALMHA

8 cemecmp, 3auem c oyenkoi

Konmponupyemwie UJIK: 1IK-2.1 IIK-3.1 1IK-2.2 IIK-3.2 [IK-2.3 1IK-3.3 [IK-3.4 IIK-3.5 [IK-3.6
IIK-3.7

Bonpocsl/3ananus:

1. Awmmutynnas wopyisiuus.  Jemonynsauus AM-/JBII-IIH  curnana. AmmuTynHas
MOIYJIALHS ¢ IByMs1 00KOBbIMU TiosiocamMu AM-/BI1

2. CTpyKTypHas cxema ceTel 3JIEKTPOCBsI3U
3. YrmoBas monymsiuust. UHaekc yactorHoit Monynsiun. [llupuna cnexkrpa UM
4. Ilpencrasnenne @M curnana B Buze psna @ypne

5. Ammurynnas mopyasauus. Jemonynsauus AM-/IBII-ITH curnana
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6. OOHapyxeHue omuOOoK B cucTeMax cBs3u. Koapl ¢ moBTOpeHUEM, KOJBI XEMMHUHTA

7. OO0oOImIeHHasT CTPYKTypHas CXeMa CHCTEMbI CBS3M M — TO3UIMOHHON MOTYJISIIHEH.
CxopocTh nepenayu CUMBOJIOB

8. CnexrpanbHas 3pPEeKTUBHOCTD PA3IMYHBIX BUI0B MOAY/ISIMN
9. Lludposas ammutyaHas Monymsanus. [IpencraBienue curuaisa BO BpeMEHHOM o61acTu

10. O6oOmeHHasT CTPYKTypHasi CXeMa CHUCTEMBI CBS3M M — MO3WUIIMOHHON MOIYJSIIHEH.
Oueprerndeckas 3pdexruBHOCTs Mopyasauu. OTHomeHne curHain/myM. CrnekTpaibHas MIOTHOCTh
Takoro curuana. DpQeKTuBHas MUPUHA TOJIOCHI

11. OtHOocuTenpHas (azoBas moxyssiuusa. Moxgynarop u aemonyisitop 8ODPM (DEPSK)

12. Hudposas ammnutyaHas moxynsinus. [IpencraBneHune curaaisa BO BpeMEHHOM o6nacTu.
CTpykTypHas cxema AeMOIynaTopa. BeposTHOCTh OMIMOKM MpH KOTEPEHTHOW aemoxpyssiuuu AM
CUTHAJIOB

13. Cnocobb1 (hopMUpOBaHUS JTUHEHHBIX OJOYHBIX KOMOB JUIsi OOHApY>KEHHUS OIIUOOK B
CUCTEeMaXx CBSI3U. MHUHHMAILHOE PACCTOSHUE JIJIsl TMHEHHOTO Koa

14. ludposas ammmuryaHas Momyisinus. OTtoOpaxxeHHEe MOCIEI0BATEIHPHOCTEH IBOMYHBIX
cuMBOJIOB B M-uunble. BepostHocTh ommOku Ha OUT. COOTHOIIEHHE MEXKIY CPEIHEH W IMHKOBON
SHEPTUSIMH TIepelaBaeMbIX CUTHANIOB. CriekTpasibHast 3P dekTuBHOCTE AM MORyIAIUH

15. BeposiTHOCTH OMIMOKK TIPH KOTEPEHTHOM JIEMOMYJISIIMN OPTOTOHAIBHBIX UM cHUTHaJOB.
Cursaibl ¢ OpTOTOHaJIbHBIMUA OTUOAIOIIMMHU

16. dazoBas momymauus. Meroasl (opmupoBanus ancam6ias ®PM- curnanoB. Cxembl
MoxyisTopos 2-OM, 4-OM

17. CriocoObI 3aIUTHI OT OMIMOOK B CUCTEMAX CBs3H. Alredpandeckoe ONMucaHue JTMHEHHBIX
07109HBIX KOMTOB. [IprMepbI TMHEHHBIX OJIOYHBIX KOJIOB

18. ®azoBas moxpymsauus. BpemenHble nuarpamMMbl paOoThl MOAyAsTOpoB. CTpyKTypHas
CX€Ma ONTUMAJIbHOIO KOT€PEHTHOI'O AEMOLYIIATOpA

19. IIporokomsr TexHomorun ADSL. CurnanbsHblit oOMeH u cxembl Monyisiiiua ADSL

20. KBaHTOBaHME HENPEpPHIBHBIX CHUTHAJOB, CXEMbl KBaHTOBaHUA. HeomHopomHOE
KBaHTOBaHHE

21. Ha ocHOBaHMU KaKHUX JaHHBIX (POPMHUPYETCs 3alpeT WIN pa3pelIeHne CeTeBOro Tpapuka
yepe3 uHTepdeiic MapupyTuzaTopa

22. Kakue napaMeTpbl ITakeTa MOT'YT aHAJIU3UPOBATHCS B CIIUCKE JOCTyMa?

23. Kakue gaHHbIe aHAJIU3UPYIOT CTaHIAPTHBIE CIIUCKU T0CTyMa?
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24. Kakyio nHGOpMAIUIO aHATH3UPYIOT PACIIMPEHHBIE CIIMCKH JOCTyTa?
25. KaxoB (opMaT KOMaH/Ibl CO3/1aHUS CTAaHAAPTHOTO CIHMCKA JOCTyma?

26. Curnan x(t) mpeactapisieT co0Oi MEPUOIMUECKYIO MOCIEA0BATEIBHOCTh UMITYIBCOB C
3aJJaHHBIMM TlapameTpamu. Onpenenuts kod3dduiuentsl pspa Dypbe B IKCIOHEHLIUANBHOM W
TpuroHoMmeTpudeckoit popmax. Iloctpouts rpaduk cnexrpa

27. TlocTpouTb JUCKPETHBIH AaMIUIMTYAHBIM W (a30BBI CIEKTPHl MEPUOAUYECKOTO
TPEyrojbHOr0 curHasia ¢ mnepuogoM 8§ mns |t <=4. Mmmynsc omucan B Lambda.pdf, oGpasen
nporpammsl Discr-Spectr]-2.pdf

28. 3ajjaHa epuoauvecKas OCIEA0BaTEIbHOCTh TPEYTOIbHBIX UMITYJIBCOB C iepuogoM T=2.
Paccuutars koapdunments paas ypwe. [loctpouts rpaduk auckperHoro cnekrpa Oypoe

29. Cuauras, uro cur"Han ([lepmomuueckass mTOCIENOBATEIHPHOCTh HMITYJIBCOB 3aJ/1aHA)
MPOXOJIUT Yepe3 JIMHEHMHYI0 CHUCTEMY C MMITYJIbCHOM XapaKTepUCTHKOW, 3aJlaHHOM B BHUIE
(mpunaraetcs rpaduk) [locTpouts rpaduku BXOJHOTO CUTHANA, TIEPEeIaTOYHON HYHKITUN JTMHEHHON
CUCTEMbl W JUCKPETHBIH CIEKTP BBIXOJHOrO curHaia. lcmonp3oBaTh HpUMEp MPOrpaMMbl s
MatLab

30. 3agana nepuoauvecKasl MOCIEA0BaTEIbHOCTD MPSIMOYTOIBHBIX UMITYJIbCOB. OTHOLIEHME
JUTUTENTFHOCTH UMITYJIbCa K TEPHOLY MOBTOPEHUS CIIEAYeT BHIOMPATh B COOTBETCTBUU C BapUAHTOM.
[Toctpouts Tpaduk NOCIETOBATEILHOCTH HUMITYJIBCOB, IMCKPETHBIC AMIUIMTYAHBIM U (ha3oBBIN
CIIEKTPBI IaHHOTO CUTHaJIa

31. ITocTpOHTH CIIEKTPBI MATI000PA3HOTO UMITYJIbCA ITPH PA3TUYHBIX 3HAYCHHSIX MTapaMeTPOB:
3HaYCHMsI JJTUTSIBHOCTH W TEpHOJIa TTOBTOPCHHUS OINPENICICHBI B 3aJJaHUHM U MPUMEpPE MPOrpaMMBbl
st MatLab

32. IlocTpouTh U CPAaBHUTH CHEKTPHI CHMMETPUYHOTO U HECUMMETPHUYHOTO MPSIMOYTOJILHOTO
uMmitynbea. I[locTpouth aMmmuTymaHbld ¥ (Da30BBIM CHIEKTpbl UMMYNbCcoB; [locTpouTh rpaduku
MEPBBIX YETHIPEX TapPMOHUK. BBINOIHUTE BOCCTAaHOBIEHUE UMIYIHCOB MO (HOpMyJe MO 3aJaHHOMY
YHCITy TApPMOHUK

33. TlocTpouTh W CpaBHUTH CIEKTPHl HEMPEPHIBHBIX HENEPUOIMUYECKUX CUTHAJIOB:
NPSMOYTOJIBHOTO HMMITYJIbCa, CHUMMETPHYHOTO TPSMOYTOJIBHOTO HMITYNbCa, PaIHOUMITYIIbCa,
NWIOO0PAa3HOTO MMITYyJbCa, a TaKKe WX aMIUIMTYIHBIH H  ()a30BBIA CIEKTPHI, BBHINOJIHUB
npeobpaszoBanue Oypre. [Ipumep BoimonHeHNs npeacTasieH B (aitne ans MatLab

34. CpaBHUTH CHEKTpPbl HEMPEPHIBHOIO CHUTHAJa WU JMCKPETHOro curHaia. B kadyectBe
CUTHajia HCIOJIb30BaTh SKCIOHEHIMAIBHO 3aTyXalolMi UMIynbc. MareMaTHuueckoe OIHcaHue
CUTHAJIAa W TPOrpaMMy JUIS CIIEKTpa JUCKPETHOTO curHajga B3aTh W3 (aitma Lab-NCS3.pdf.
[IporpaMmy a5t CIEKTpa HEMPEPHIBHOTO CUTHAJIA COCTABUTh CAMOCTOSITEIbHO

35. BeInosHUTE AMCKpETU3aLNIo 110 TeopeMme KorenbHuKoBa

36. Iloctpouth rpaduk BoccraHoBieHHOro curHaima Cos(2*m*47*t) + Cos(2*m*219%*t),
0<t<l10
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37. 3agan nepuoANUYEcKUil curHan x(t) ¥ UMIyJIbCHAsl XapaKTEPUCTUKA JTUHEWMHON CHCTEMBI
h(t) cnenyromero Bupa:(rpaguk U aHANIWTHYECKOE OMUCaHWe mnpuiaraercs). Omnpenenuts
aMIUTUTYIHYIO TIEpeAaTouHyo (yHKIUIO auHeHHON cucteMbl H(f) yncneHHbIM MeTonoM, U 3a1aBast
BEKTOP 3HAYEHUH U1 UMITYJbCHON XapaKTepUCTHKH, a 3aTeM BOCIOJIb30BaBIIMCH (QyHKIMen fft()
Matlab. Paccuntarh U mOCTpOUTh TpaguK AUCKPETHOTO CIIEKTPa BBIXOJHOTO CHTHAJA JTMHEHHOU
CHCTEMBI, UCIOJb3Ys] N3BECTHOE COOTHOIICHME JUIsl CUTHAJIa paccMaTpuBaemMoro Buaa(hopmyna) u
npumep nporpammsl 11t MatLab

38. Bemomaauts @ypre-npeodpazoBanue curHanga x(t) 3amaHHor ¢GopMbl (CUTHAT 3aJlaH Ha
BPEMEHHOM JUarpaMMe), UCIIOJIb3Ysl aHATUTHICCKUN M YUCICHHBIN MeToIbl. CurHam X(t) moka3aH Ha
pucynke. UucneHnHo ObicTpoe mpeodpa3oBanne Pypbe MPOU3ZBECTH C MOMOIILIO MPOrPaMMBbI s
MatLab (mpumep mnporpammsl mnpunaraercs). Jns BeruuciaeHuss HeoOXxoaumbIx mapaMeTpoB
JOUCKPETU3alMK U YaCTOTHOTO pa3pelleHus NCIIOIb30BaTh BpEMEHHYIO TuarpamMmy curnana. [Ipumep
pacuera, u nporpamma MatLab npunaraercs

39. PaccuuTarh aMIUIUTYAHBIN CIIEKTP U BBIXOJJHOM CUTHAJI JIMHEHHON CHUCTEMBI U MIOCTPOUTH
rpaduKy JUIs CIEAYIOUINX UCXOIHBIX TaHHBIX

40. 3amaHo: BpeMEHHas JauMarpaMMa CHUrHajla, WMIIYJIbCHAs XapaKTEpUCTHKA JIMHEHHOMN
CHCTEMBI, II0JI0Ca MPOMYCKAaHUs HU3KOYACTOTHOrO (UiIbTpa W €ro mnepegaroyHas (QyHKLUS.
Hcnonb3oBarh mpumMep nporpammsl st MatLab

4]1. CurHan 3azaH BEKTOPOM, IPEICTABISAIOMIMM COOOHM JHCKPETHBIE OTCYETHl CHTHAJA.
[TocTpouTh aMIUIUTYIHBIA CIIEKTP CHTHaJa, BHIOpAB JOMOJIHHUTENIbHBIE BPEMEHHBIC MapaMeTphbl MO
JUINTEIBHOCTH CUTHAJIA IPOU3BOJIBHO

42. TlepemaBaeMoe COOOIIEHHWE W CUTHAJI HECYIIeW 3aJaHbl B AHAIUTUYECKOM BHUIE
COOTBETCTBYIOIIMMHU (opMyaamMH. 3aJjaHbl BpEMEHHbIE MapaMeTpbl 000MX curHanoB. Vcnonb3yercs
amrutyaHas moxymsiuus Ha ¢one ABI'I, orHomenue curHan/myMm 3amano. Cumras CHrHal
nepuoarueckuM Tpebyerca: PaccumTarh MOITHOCTP MOAYIUPOBAHHOTO curHaia; IlocTpoutsb
rpapuku: Curnana, Hecymero kxonebanus, MomyaMpoBaHHOTO CUTHANA, AMIUINTYIHBIC CHEKTPHI
CHTHaJIa U MOIYJIMPOBAaHHOTO curHaia c¢ podasieHHsiM ABI'I. Mcnonb30BaTh mpumep mporpamMmmbl
utst MatLab

43. CkonbKo ypoBHEM BKiodaeT monesib OSI?

44. Kakue (hyHKIUH BBHITIONHSIET GU3NUECKUi ypoBeHb Mojaenu OSI?
45. Kakue mpoTOKOJIbl OTHOCATCS K KaHaJIbHOMY ypoBHIO OSI?

46. 3a 4yTO OTBEUYAET CETEBOM ypoBeHb B Monenu OSI?

47. Kakue mpoToKoiIbl paboTaloT Ha TPAHCIIOPTHOM YpOBHE?

48. Kakue 3amauu pemaer ceaHcoBbli ypoBeHb Mozaenu OSI?

49. YeM 3aHHMMAETCA NMPEICTABUTEILCKUN YpOoBEHb B Moziesn OSI?
50. Kakue npoTtokossl paboTaroT Ha pukiaagHoM ypoBae OSI?

51. Ckonbko ypoBHeH BKItodaeT mozaens TCP/IP?
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52. Kakue yposuu monenu OSI oO0benuHeHBI B TpukIiIaaHoil ypoBeHb TCP/IP?
53. 3a yTo oTBevaeT uHTEpHETYpOoBeHb Moaenu TCP/IP?

54. B yeM ocHoBHOe omiinune TCP ot UDP?

55. Yto takoe DHCP u a1 4ero oH ucnoyib3yeTcs?

56. Kak Ha3bIBaeTcs repBoe coobmieHue kiaueHTa B mpouecce DHCP?

57. Kakue cereBblie mapameTpsl kpome [P-agpeca moxet BoigaBatb DHCP-cepBep?
58. Uto takoe Bpems apenns (lease time) B DHCP?

59. Uto takoe DNS 1 KaKyo pojib OH BBINOIHSET B CETU?

60. B xakux ciydasx ucnonb3yercsi CNAME-3anuce B DNS?

61. [Ins yero npeanasznauena MX-3anucek B DNS?

62. Kakuie oCHOBHBIE ATallbl BBINOIHAET pe3osiBep DNS npu paspenieHun uMeHu?
63. Kakue ¢ynkiun BoimonHseTr NGINX?

64. Yem oTnimuaeTcs apxutekTypa oopadbotku 3anpocoB B NGINX u Apache?

65. B xakom (aiinie 00b19HO XpaHuTcs KoHpuryparms NGINX?

66. Kakue nienouku CymiecTByoT B iptables?

67. Kakue 1eiicTBUSI MOXKET BBITIONHATH iptables Ha/l ceTeBhIMU MaKeTaMu?

68. B uem paznuuune mexay nenoukamu INPUT, OUTPUT u FORWARD?

69. Jlna yero ucnosnb3yeTcs Tadnuiia nat B iptables?

70. Yo takoe TLS/SSL u st uero oH Hy»keH?

71. Kakue sTansl BKJItoyaeT ycraHoBka TLS-coenunenus?

72. Yro Takoe 1ernovka goBepus mpu nposepke SSL-ceprudukaros?

9. MatepuaJIbHO-TEXHHUYECKOE H Y4eOHO-MeTOAMYeCcKoe ofecrevyeHue TUCIHIINHBI
9.1. [lepeyeHb OCHOBHOI U JOMOJHUTEIbLHON Y4eOHOM JTUTEPATYPbI

OcHognas tumepamypa
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1. Bacun H. H. Iloctpoenue cereii Ha 0aze KOMMYTaTOpOB W MapIIpyTH3aTOPOB: yueOHOe
noco6ue / H. H. Bacun. - [Toctpoenue ceteii Ha 6a3e KOMMYTaTOpOB M MapLIpyTU3aTOPOB - MOCKBa:
Wntepner-Yausepcurer Mupopmanmonnsix Texnonoruit (MHTYUT), Ait Ilu Ap Menua, 2024. -
330 c. - 978-5-4497-2439-7. - Tekct: osnekrponHsii // IPR SMART: [caiit]. - URL:
https://www.iprbookshop.ru/133972.html - Pexxum moctymna: mo nmoamnucke

2. CemenoB A. b. CtpykrypupoBanHbie kadenbnbie cuctemsl / A. b. Cemenos, C. K. Ctpuxakos,
W. P. Cynueneii. - CTpykrypupoBaHHble kabenbHble ciucTeMsbl - CapatoB: IIpodobpazoBanue, 2024. -
640 c. - 978-5-4488-0092-4. - Tekct: osnekrponHsii // IPR SMART: [caiit]. - URL:
https://www.iprbookshop.ru/145931.html - Pexxum mocryma: mo nmoamnucke

3. [locTpoeHne KOMMYTHPYEMBIX KOMIIBIOTEPHBIX ceTell: yueOHoe nocodue / E. B. CmupHoBa, U.
B. backakos, A. B. IIponerapckuii, P. A. ®enotos. - [TocTpoeHne KOMMYTHPYEMBIX KOMIIBIOTEPHBIX
cerel - Mocksa: Muarteprer-Yuusepcuter Mupopmanmonnsix Texnonoruit (MHTYUT), Ait [Tu Ap
Menua, 2024. - 428 c. - 978-5-4497-2434-2. - Tekcr: anekrponHsbiii // IPR SMART: [caiit]. - URL:
https://www.iprbookshop.ru/133971.html - Pexxum mocryma: mo nmoamnucke

4. HoBukoB FO. B. OcHoBBI JOKasbHBIX ceTeil: yuebnoe mocobue / HO. B. Houxos, C. B.
Kongparenko. - OcHOBBI JIOKaNbHBIX ceTeil - MockBa: MHTepHeT- YauBepcurer MH)opMamoHHbIX
Texnomoruit (MHTYUT), Ait Ilu Ap Menua, 2020. - 405 c. - 978-5-4497-0676-8. - Tekcrt:
snekTpoHHbI // IPR SMART: [caiir]. - URL: https://www.iprbookshop.ru/97563.html - Pexxum
J0CTyna: 1Mo MOAMHUCKE

Lononnumenvnas rumepamypa

1. CemenoB A. b. Benenue B CTpyKTypupoBaHHbIe KabelbHbIE CHCTEMBI: yueOHOe mocodue / A.
b. Cemenos, B. M. Aprtiomenko, T. C. A66acosa; non penakuueid A. b. CemeHoBa. - Beenenue B
CTPYKTypUpOBaHHbIE KaOenpHbIE cucTeMbl - MockBa: Hayunsiii koncymerant, 2024. - 206 c. -
978-5-907084-57-5. - Tekcr: onekrponnwrii // IPR  SMART: [caiir]. - URL:
https://www.iprbookshop.ru/140232.html - Pexxum noctyna: mo moimucke

2. MamueB I. B. IudpoBoe TteneBuaenue. TeopeTnueckne OCHOBBI U IPAKTUYECKOE
npumMenenue: yuebnuk / I. B. Mamues, C. B. Toipsikun. - HoBocubupcek: HI'TY, 2019. - 564 c. -
978-5-7782-3825-1. - Tekct: osnekrponnbiii // WspmarensctBo Jlaws: [caiit]. - URL:
https://e.lanbook.com/book/152234 - Pexxum gocTyna: 1Mo moamnucke

9.2. [IpodeccuonanbHblie 0a3bl JAHHBIX U pecypcbl «UHTEepHET», K KOTOPBIM 00ecneuynBaeTcs
AOCTYN 00YYAKOIIMXCS

IIpogheccuonanvruvie 6azvi danuvix
He ucnonb3yrores.

Pecypcor « Unmeprnem»
1. https://www.iprbookshop.ru/ - IPR BOOKS
2. https://znanium.ru/ - neKTpoHHO-OMOMMOTEUHAs cucTeMa ""Znanium"
3. https://www.elibrary.ru/ - HOb eLIBRARY
4. https://rusneb.ru/ - HantmonanwsHas snektponHas ouonuoreka (HOB)

9.3. [IporpammHoe o0ecnieyeHre U HHPOPMAITMOHHO-CIIPABOYHbIE CHCTEMbI, HCIOJIb3yeMble
NPH OCylIeCTBJIEHUH 00pPa30BaTeIbHOIO Npouecca no JUCIUIIUHE

Ilepeuenv npoepammnozo obecneuenus
(0bHOBNEeHUE NPOU3BOOUMCS NO Mepe NOABILEHUS HOBbIX 8ePCULL NPO2PAMMbL)

He ucnonb3zyercs.

Ilepeuensb uHGOPMAYUOHHO-CRPABOUHBIX CUCTEM
(0OHOBIEHUE BBINOTHAEMCA eAHCEHEOETbHO)
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He ucnonb3zyercs.
9.4. O0opynoBaHue U TEXHUYECKHE CPeACTBA 00yUeHUs

KoMnproTepHslii Ki1acce
MapxkepHas gocka - 0 mr.
MoH00610K - 64 mT.
IIpoexrop - 5 Wt
ABTtomaruzupoBaHHoe pabouee mecto (APM) - 15 mT.
Jlocka HacTeHHast OQHOIEMEHTHAs - 2 IIT.

CMmenanHbIf THIT
ABTtomaruzupoBaHHoe pabouee mecto (APM) - 1 mt.
Jlocka HacTeHHast OAHOIEMEHTHAs - 2 IIT.
WHTepakTuBHAas naHens - 1 mT.
[Ipoexrop - 1 mt.

10. MeTonnyeckue ykazaHusi 10 OCBOCHHMIO IMCIUIIMHBI (MOXYJIA)

C 1enpio yCHEenHoro OCBOCHUSI JAHHOTO IPeMETa CTYIEHTY HEOOXOIMMO BBIMOIHSTH JOMAIIHUE
paboThI MO YKa3aHHBIM MpEnojaBaTessiM TeMaM M IMPEICTaBICHHBIM Ha 3aHATHSAX MarepuanaM. [[is
Oolee  yCHEIIHOTO  BBIMOJHEHUS  pabOThl  CTYIEHTY  Mpeajaraercs  HCIOJIb30BaHUE
y4eOHO-METOJUUYECKUX MaTeprajoB, COOTBETCTBYIOIIUX YKa3aHHOH TeMe.

CaMocTtosTenbHast paboTa CTyJJCHTOB ONKCHIBACTCS U PETYIUPYETCS:

- MeronnyeckuMu peKOMEHIAUSIMU 1O JUCIUILIUHE;
- MeronuyeckuMu pEeKOMEHJAIMSAMHU IO OpPraHU3alMl CaMOCTOSATEIbHONH pabOThl CTYIEHTOB
MUUT'AuK;

Onucanue 603moxcnocmeii usyuenusn oucyunaunvl auyanu ¢ OB3 u uneanuoamu

[Tpu HEoOxonuMOCTH O0YUYEHHS! CTYICHTOB-UHBAIM/IOB U JIUI C OTPAHUYEHHBIMH BO3MOKHOCTSIMU
3M0pOBBSl  ayAMUTOPHBIE 3aHATUA MOTYT OBITh 3aMEHEHbl WJIM JIONOJHEHBbl H3yYEeHUEM
MOJTHOTEKCTOBBIX ~ JIEKIMW, TNpPE3eHTalluidi, BHAECO- M aygAuoOMarepuaioB B  AJIECKTPOHHOU
nHpopmarmonHo-oopazoBarensHoii cpene (DUOC) yuuBepcutera. MHAMBUAYaTbHBIC 3aJaHHS
MOoAOUPAIOTCS B a/allTUPOBAHHBIX K OTPaHUYEHUSIM 310pOBbs (hopMax (MUCBMEHHO WM YCTHO, B
dbopme mipeseHTarnuii). BeiOop MeTo0B 00ydYeHHUSI 3aBUCHT OT WX JOCTYIMHOCTH JUIsl MHBAIUIIOB M
JIUI] C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMU 3710POBbSI.

PaGouas mporpamma AMCHMIUIMHBI U1 WUHBAJIUAOB U JIUI C OFPAaHUYCHHBIMU BO3MOYKHOCTSIMH
30pOBBS pa3zpadaThIBaeTCs HHANBUAYAIBHO C YUETOM OCOOCHHOCTEH NMCUX0()U3NUECKOTO pa3BUTHS,
WHAUBUAYATbHBIX BOBMOKHOCTEH U COCTOSHUS 3[J0POBbS TAKUX 00YUYaIOLTUXCS.
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