MUHUCTEPCTBO HAYKHU U BBICHIETO OBPA3OBAHU A
POCCHUIMCKOI ®EJIEPALINN
denepanbHOE TOCYIaPCTBEHHOE OIOIKETHOE 00pa30BaTeIbHOE YUPEKACHUE
BBICITIIETO OOpa30BaHUS
MOCKOBCKWI TOCYIAPCTBEHHbBI YHUBEPCUTET
I'EOAE3UN U KAPTOI' PAOUU
(MUUT'AuK)

dakynsTeT YIpaBICHUS TEPPUTOPHSIMHA
Kadenpa nandopmarimoHHO-U3MEPUTETBHBIX CUCTEM
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%\; MIEKTPOHHOI NOANHUCHIO «YTBEPXIAIO»
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Brnanenen: Crenanuenko Anekceii Jleonnnosua A. JI. CternanuyeHKO

HeiictBurenen: ¢ 21.07.2025 mo 14.10.2026 15 mast 2026 T.

PABOYASI IPOTPAMMA JTMCHUTIJIMHBI (MOIYJIS)
WUH®OPMALMOHHBIE CHCTEMBI U TEXHOJIOT MU

«B1.0.14.03 OCHOBbI ”TH®OPMAIIMOHHOM BE3OITACHOCTH»
YpoBeHb BhICIIET0 00pa30oBaHUs: OakajJaBpuaT

Hanpasnenue noaroroku: 27.03.03 CucTteMHbIN aHAIU3 U YIIPABICHUE

HampasnennocTs (mpoduiib) MOArOTOBKHU: YIIpaBieHUE 3eMeTbHO-UH(OPMAIIMOHHBIMUA CHCTEMaMHU

KBanudukanus (cTerneHb) BEITYCKHUKA: OaKaJaBp
®dopma oOyueHHUs: OUHAs
I'on Habopa (mpuema Ha oOydenue): 2026

Cpox nosrydeHus: 00pa3oBaHuUs: 4 rona

O0beM: B 3a4ETHBIX SAUHUALIAX: 3 3.€.
B akajeMuyeckux yacax: 108 ak.u4.

Mocksa, 2026
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Pa3padoruukmu:
[Tpenonasarens kadenpsl MHGOpMAIIIOHHO-U3MEPUTEIBHBIX CUCTEM
ITuckapes A. /1.

Pabouas mporpamMma ITUCHMILIMHBEI (MOIYJsI) COCTaBI€Ha B COOTBETCTBUH C TpeboBaHusmu OI'OC
BO no nampasnenuto noarotoBku 27.03.03 CucteMHbId aHalW3 W YNPABICHUE, YTBEPKICHHOTO
npukazoM Munoopaayku ot 07.08.2020 Ne 902

ComnacoBaHue U yTBEPKACHUE

OTBeTCTBEHHOE aTa, IPOTOKOJI
Ne | [Togpaznenenue DUO Busa Jlara, np
JIALIO (Ipu HaNMUYUN)
1 axymbrer IIpencenarens Boponmosa A. A. Paccmotpeno | 25.11.2025, Ne
YipasiieHus YUYEHOTO COBETA 8-2025
TEPPUTOPUSIMU tbakynsTeTa
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1. Heab 1 3a1a4um 0CBOEHMSI TUCUMUIIIMHBI (MOLYJIs1)

Llenp OCBOEHHUS MUCHMIUIMHBI - MpUOOpeTeHue OOydyalolMMUCS 3HaHUW B 0OJIACTH
MH(POPMALMOHHONW 0€30MacHOCTH, CO3JJaHUE TEPMHUHOJIOTUYECKUI (yHIaMEHT U O3HAKOMIICHHE C
O0IIMMHU METOJaMH U MOIXoJaMu o0ecrieyeHuss MHPOPMALMOHHOM O€30MaCHOCTH.

3aauu N3y4eHHs TUCIUIUIAHBL:

- pacCMOTpEHHE OCHOBHBIX METOAMK M MOAXOA0B obecreueHust HHPOPMAITMOHHONW 0€301MacHOCTH B
paMKax COBPEMEHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM;

- 3aKpBITHE MPHUHIUIIOB TMOCTPOSHUS 3aLIUIICHHBIX HH()OPMAIIMOHHBIX CHCTEM M MOAJCpPKAHUS
MOZICUCTEMBI 3AIIUTHI HHPOPMAIH B aKTYaJIbHOM COCTOSIHUY;

- pacCMOTpEeHHE OCOOCHHOCTEN pean3alui O0IMIUX METOIUK 3aIUThl HH(POPMALIUU HA PA3IMYHBIX
aTgopmax.

2. [Inanupyempble pe3yJbTaThl 00y4YeHHs 10 TUCUUIIMHE (MO1YJ/II0), COOTHECEHHbIE C
IVIAHMPYEeMBbIMHU pPe3y/1bTaTaMHU 0CBOEHHsI 00pa30BaTe/IbHON NPOrpaMMblI

Komnemenyuu, unouxamopul u pe3yniomamul 00y4eHus

YK-8 CnocobeH co3gaBaTh W TOMJACPKUBATh B TOBCEAHEBHON >XM3HU U B MPO(HECCHOHAIBHOU
NESATETLHOCTH O€30TacHbIC YCIIOBHS JKU3HENCITCIIBHOCTH [IJIi COXPAHEHHUs TMPUPOTHON CPEIbI,
obOecrieueHrss yCTOWYMBOTO Pa3BUTHUS OOIIECTBA, B TOM YHCJIE TMPH Yrpo3e ¥ BO3HUKHOBCHUH
Ype3BBIYAHBIX CUTYAIlM ¥ BOCHHBIX KOH(PIUKTOB

VYK-8.1 Ananusupyet (HakTopbl BPEIHOTO BIMSHUS HA KU3HEIEATEILHOCTh 3JIEMEHTOB CPEIbI
oOuTaHusl (TEXHUYECKUX CPENCTB, TEXHOJOTMYECKUX IPOIECCOB, MaTepUaioB, 3MaHUN H
COOPYKEHUH, IPUPOITHBIX M COIUATLHBIX SBICHUM )

3namo:
YK-8.1/301 ®akTopsl BpeIHOTO BIUSHHUS HA KU3HEACITCIHLHOCTH JJIIEMEHTOB CPEIbI

o0uTaHus (TEXHUIECKUX CPEICTB, TEXHOJIOTHYECKHUX MPOIECCOB, MATEPHUAIIOB, 3MaHUN U
COOPY>KEHUU, TPUPOAHBIX M COLUATIBHBIX SIBICHUI)

VK-8.1/302 Unentudukanuio TpaBMHUPYIONIUX, BPEIHBIX W MOpaKaOIMMX (HaKTOPOB
Ype3BbIYANHBIX CUTYaIINI

Ymems:

VYK-8.1/¥YM1 AmnanuzupoBarh (hakTopbl BpEIHOTO BIHUSHHMA Ha >KU3HENEATEILHOCTD
BIIEMEHTOB CpeIbl OOMTaHUS (TEXHHUYECKHUX CPEICTB, TEXHOJOTWYECKHX IIPOLIECCOB,
MaTepualoB, 30aHUH U COOPY>KEHUH, IPUPOAHBIX U COLIMAIIBHBIX SIBJICHUMN)

Bnaoemw:

VK-8.1/HB1 HaBblkamu aHanu3za (GpakToOpoB BPEIHOTO BIUSHHS Ha KU3HEICATEIHLHOCTh
BIIEMEHTOB CpeIbl OOMTAaHUS (TEXHHUECKHUX CPEICTB, TEXHOJOTWYECKHX IIPOLIECCOB,
MaTepualoB, 30aHUH U COOPYKEHUH, IPUPOAHBIX U COLIMAIIBHBIX SIBICHUN)

VYK-8.2 Hnentudunmpyer omacHble W BpeaHbie (AKTOPhl B paMKaxX OCYIIECTBISIEMON
NesITeIbHOCTH

3namu:

VYK-8.2/3u1 OnacHele u BpeaHbie (JaKTOPhI B paMKax OCYIIECTBISIEMOU IEATeTbHOCTH
VK-8.2/302  ®usuonoruyeckue  IMOCIEACTBUS  BO3ACHCTBHS  HA  YeJIOBEKa
TPaBMHUPYIOIINX, BPSIHBIX U MOPAXKAIONINX (HaKTOPOB

Ymemns:

VK-8.2/¥m1l UnentudunmpoBaTh omacHble W BpemHble (akTOpel B paMKax
OCYIIIECTBISIEMOH JeSITeIbHOCTH

Braoems:

YK-8.2/HBl Merogamu 3amuThl OT ONAcHOCTEH NPUMEHUTENLHO K cdepe cBoei
npohecCHOHANBHON eATeIbHOCTH
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VYK-8.3 BrisiBisieT npo0iembl, CBsI3aHHBIE C HAPYLIICHUEM TEXHUKH 0€30MacHOCTH Ha pabouem
MecCTe, IpeiaraeT MEPOIIPUATHS 110 MPEIOTBPAILECHUIO YPE3BbIYAHBIX CUTYallui
3namo:
VK-8.3/301 Texnuky Oe30macHOCTH Ha pabodyeM MecTe M Mepbl INPeNOTBPAICHHS
Ype3BBIYANHBIX CUTYyalUil
VK-8.3/352 CpenctBa W MeETOAbl TOBBIICHUS O€30MAaCHOCTH M yCTOWYHBOCTH
TEXHUYECKHUX CPENICTB M TEXHOJIOTHYECKUX MTPOIIECCOB
Ymemo:
VK-8.3/YMm1 BrIsaBasaTe HapylieHUsT TEXHUKY 0€30MMaCHOCTH Ha pabodyeM MecTe
Braoemy:

VK-8.3/HBl HaBbsikamu mpemaoTBpamieHusi HapyMICHWH TEXHUKH O€30MacHOCTH Ha
paboueM MecTe

VK-8.4 Pa3pscHser mnpaBWiia MOBEACHUS NPU BO3HUKHOBEHHHM YPE3BBIYANHBIX CHUTYyallud
MPUPOJHOTO U TEXHOTCHHOTO IMPOUCXOXKIIEHHUS; OKA3bIBAaeT IEPBYIO MOMOIIb, OMHCHIBACT
CHOCOOBI yUacTUsI B BOCCTAHOBUTEIIBHBIX MEPOTIPUSATHSIX

3namo:

VYK-8.4/3u1 [IpuHumns! 6€30MaCHOCTH )KU3HEACATEIBHOCTH U MOPSAIOK IMPUMEHEHUS UX
B pabote

VK-8.4/302 IlpaBuna moBeAeHUS IPH BO3HHUKHOBEHHUHM YPE3BBIYAWHBIX CHUTyalui
IPUPOJHOTO U TEXHOTEHHOTO IIPOUCXOKACHHUS

Ymemo:

VK-8.4/Yml CoOmtogath W pa3bsACHITH NpaBWIA TOBEACHUS IPU BO3HHUKHOBEHUU
Ype3BbIYalHBIX CUTYALH PUPOAHOTO U TEXHOI€HHOTO MPOUCXOKICHUS

Braoemy:

VK-8.4/HB1 MeTtoaukoii U HaBbIKAMH OLIEHKU JOIMYCTUMOTO pUCKa

OIIK-2 Cnocoben dopMmynupoBarh 3aaadu Npo(eCCHOHAIBHON ASSATEIHPHOCTH Ha OCHOBE 3HAHUWI
NPOQMIBHBIX pa3lesioB MAaTEMaTHIECKUX M €CTECTBEHHOHAYYHBIX TUCIIMIUTHH (MOTYJICH)

OIIK-2.1 Hcnonp3yerT 3HaHHME alropuTMa OpPraHM3alMU BBIOJIHEHUS pabOT B mpolecce
MMPOEKTHOM JEeSATETbHOCTH

3nams:
OIIK-2.1/311 OcHOBHBIE 3TaNbl U AITOPUTMBI OPTaHU3AIMH TPOCKTHOMN NEeSATEIHLHOCTH,

BKJIIO4Yas IUIAHUPOBAHUC, HWHHUIUMAIIUIO, pPCaiM3alllio, COIMPOBOXKIACHUC, KOHTPOJIb U
OLICHKY ITPOCKTAa

Ymems:
OIIK-2.1/¥Ym1 ®opmynupoBaTh 3aaauu Mpo(hEeCcCHOHATBHON AEATENbHOCTH B OOJIACTH

WHPOPMAITMOHHON  0€30MacHOCTH, ONHUpAasCh Ha 3HAHUA MAaTEMAaTUYECKUX U
€CTECTBEHHOHAYYHBIX JUCUUILINH

Braoems:

OIIK-2.1/HBl HaBbikamu 3¢¢ekTuBHOrO B3aMMOJECHCTBUS C YYaCTHUKAMH IPOEKTa,
pacrnpeneneHust 00I3aHHOCTEN U OIICHKH KaueCTBa BBHIITOJIHEHHUS 33134

OIIK-2.2 ®opmynupyeT 1ed BHIIOIHEHUS padoT M IpeasaraeT MyTH MX JOCTHIKEHUS INPH
OpraHu3aIlK IPOU3BOJICTBA U YIPABICHUH B podeccuoHaibHoi chepe
3nams:
OIIK-2.2/311 OcHOBBI TOCTAHOBKH IIeJiei M 3a7a4 B IPO(PeCCHOHATEHON NeSTETbHOCTH
C yueTroM crieun(puku HHPOPMAITMOHHON 6€30aCHOCTH
Ymems:
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OIIK-2.2/¥Ym1 ®@opMyaupoBaTh LEIH BHIMOIHEHUS paboT B 001acTu MHPOPMAITUOHHON
0e30macHOCTH, HUCXOAs W3 TpeOOBaHMN TNPOPECCHOHANBHONW JAEATENbHOCTH U
npoQUIBHBIX 3HAHUH

OIIK-2.2/¥YMm2 Tlpemmarath 000CHOBaHHBIE ITyTH U METOBI JOCTH)KCHHSI ITOCTABICHHBIX
1esiel ¢ UCTIO0Ib30BaHNEM MaTeMaTH4eCKUX MOJIEeH U HayqHbIX METOIOB

Braoemy:

OIIK-2.2/HB1 HaBblkaMu CUCTEMHOTO aHAJIM3a U CHHTE3a pU (HopMyIHpOBaHUH IIEeTIeH
¥ 3a/1a4 B TPO(eCCUOHATILHOMN 1eATEIIbHOCTH

OIIK-2.3 OcymiecTBisieT cOOp MCXOAHBIX TaHHBIX ISl COCTABICHHS HAyYHO- TEXHUYECKOH,
MIPOEKTHOM U CITyKeOHOH TOKyMEHTAIUN

3name:
OIIK-2.3/31]1 OcHOBHBIE UCTOYHHKHA M BHAB MCXOMHBIX TAHHBIX, HEOOXOOMMBIX IS

COCTaBJICHUSI HAYYHO-TEXHUYECKOM, MPOEKTHON U CITy>)KEOHOH JOKyMEHTAIluK B 00JacTu
UH(POPMAITMOHHON 0€30MaCHOCTH

Ymems:

OIIK-2.3/¥m1 IIpoBomuTh cHUCTEMaTHYECKUN COOp W TEPBUYHBIA aHAIHU3 HMCXOJHBIX
JAaHHBIX, HEOOXOMUMBIX ISl Pa3pabOTKH JOKYMEHTAIIUU

Braoems:

OIIK-2.3/HB1 HaBbikaMu TpUMEHEHUS COBPEMEHHBIX MHCTPYMEHTOB M IPOTPAMMHBIX
CpenCTB 115l cOOpa M aHAJIM3a JaHHBIX B 00J1acTH WH()OPMAITMOHHONW 0€301TaCHOCTH

OIIK-2.4 BpiGupaeT COOTBETCTBYIOIINE MPOTPAMMHBIC TIPOAYKTHI MJIM UX YACTH VISl PEIICHUS
KOHKPETHBIX IPpOo(heCcCHOHAIBHBIX 3314

3nams:

OIIK-2.4/311 OcHoBHBIE KaTeropuu M (HyHKIIMOHATHHBIE BOZMOXKHOCTH MPOTPAMMHBIX
MPOAYKTOB, IPUMEHIEMBbIX B UH(POPMALIMOHHON 6E€30MaCHOCTH

Ymemu:

OIIK-2.4/¥YMm1 OueHuBars ¥ CpaBHUBATH IPOTPAMMHBIE ITPOIYKTHI M KX KOMIIOHEHTHI 110
(YHKIHMOHATBHOCTH, 0€30MaCHOCTH, Ha/IEKHOCTH U COBMECTUMOCTH

Braoemy:

OIIK-2.4/HBl HaBwsikamu pabOTHI C COBPEMEHHBIMH MPOTPAMMHBIMU CPEACTBAMHU H
MHCTPYMEHTAMH, TPUMEHSIEMbIMU B HHPOPMAIIMOHHOW 6€301MacHOCTH

OIIK-2.5 JIeMOHCTpUPYET HABBIKM aBTOMATU3UPOBAHHOTO MPOCKTUPOBAHUS TEXHOJIOTMYECKUX
MPOLIECCOB

3namu:

OIIK-2.5/311 OcHOBBI aBTOMAaTU3HUPOBAHHOTO IPOCKTUPOBAHUS TEXHOJIOTHYECCKHUX
MIPOIIECCOB M KX IPUMEHEHNE B MHPOPMAITMOHHOW 0€301MacHOCTH

Ymemu:

OIIK-2.5/¥m1 Hcnonp30BaTh CHENHMAIM3UPOBAHHOE NPOTPaMMHOE oObOecriedueHue s
ABTOMATU3UPOBAHHOIO IPOECKTUPOBAHUS TEXHOJIOTUUECKUX MPOIECCOB

Braoems:

OIIK-2.5/HBl  HaBbikamu paboOTBl C HMHCTPYMEHTAMH  aBTOMAaTH3UPOBAHHOTO

MPOCKTUPOBAHHUS, BKIIOYAs CO3JaHHME, PEIAKTHPOBAHUE M ONTHMH3AIUI0 MOJCIeH
IIPOIECCOB

OIIK-2.6 Bnaneer HaBbIKaMu pa3pabOTKH U COCTABJICHUS OTIENbHBIX HAYYHO- TEXHUYECKHX,
NPOEKTHBIX U CIYXEOHBIX JOKYMEHTOB, O(OPMIICHHS HAayYHO- TEXHHYECKHX OTYETOB,
0030pOB, MyOMUKAIHii IO Pe3yabTaTaM BBHIIIOJTHEHHBIX padoT

3name:
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OIIK-2.6/3u1 Crpykrypy u TpeOOoBaHHMA K HAy4YHO-TEXHHYECKOW, MPOEKTHOH U
CIIy’)kKeOHOM  JOKyMEHTauuu B  mpodeccHoHalbHOW  cdepe  uHPOpMAIIMOHHOM
6e30macHOCTH

Ymems:
OIIK-2.6/Ym1 Pa3pabareiBaTh M COCTaBIISATH OTACIbHBIC BUABI MPOQEeCCHOHATBLHON

JAOKYMCHTAIIMU: HAYYHO-TCXHUYCCKUC OTUYCTHI, MPOCKTHLIC IOKYMCHTHI, C.Hy)KGGHBIG
3aIlI1MCKHu

Braoems:

OIIK-2.6/HBl HaBbpikamMu CHCTEMHOTO TOAXOAAa K TMOATOTOBKE U O(OPMIICHHUIO
npodecCHOHANTBHON TOKyMEHTAIIUN

OIIK-2.7 Bnaneer cOBpeMEHHBIMH TEXHOJOTHSAMH U T€OMH()OPMAIIMOHHBIMH CUCTEMaMU JIJIs
oopmiieHns1 HAYyYHO- TEXHUYECKHX OTYETOB, 0030pOB, MyOIUKAIMA, peLCH3UH
3namo:
OIIK-2.7/3u1 ba3zoBble MOHATUS M BO3MOXHOCTH TeonH(popmannonubix cucreM (I'MC)
U UX MOTEHIAJI IPUMEHEHHUS B KOHTEKCTE MPO(ECCHOHATLHON 1eATEIIbHOCTH
OIIK-2.7/312  IlpuHuumbl  pabOTBl  COBPEMEHHBIX  TEKCTOBBIX  IPOIIECCOPOB,
U3/1aTeNIbCKUX CUCTEM U MHCTPYMEHTOB Il OhOPMIICHUS TOKYMEHTALUU
Ymemo:
OIIK-2.7/YMm1 Hcnons30BaTh COBPEMEHHBIC ITPOTPaAaMMHBIE CPEACTBA JJIsl TIOATOTOBKU M
odopMIIEHUS HAYYHO-TEXHUYECKUX OTYETOB, 0030pOB U MyOIMKaIUi
Braoemy:
OIIK-2.7/HBl HaBblkamMM HCIONIB30BaHUA COBPEMEHHBIX O(MHUCHBIX M H3IATEIbCKUX
nporpaMm IJist Ipo(ecCUOHATBFHOTO 0(hOPMIICHUS TOKYMEHTOB

OIIK-10 Criocoben noHuMarh NPUHLIUIBI PA0OTHl COBPEMEHHBIX MH(OPMALMOHHBIX TEXHOJIOTUH U
MCTIOJIb30BaTh UX ISl PELICHUS 33124 PO eCCHOHAIBHON AEATEIbHOCTH

OIIK-10.1 JlemOoHCTpHpYyeT 3HAaHHE COBPEMEHHBIX HMH(POPMAIMOHHBIX TEXHOJOTHH,
MPUHIIMIIOB B3aUMOJIEUCTBHUS CO CIY)OaMU MH(OPMAITMOHHBIX TEXHOJIOTHUH.

3nams:

OIIK-10.1/3u1 CoBpemeHHBbIe WH(OPMAIIMOHHBIE TEXHOJOTHH, BKIIOYAs apXUTEKTYpPy
KOMITBIOTEPHBIX CHCTEM, CETH, 00IaYHbIe CEPBHUCHI M 0a3bl TaHHBIX

Ymemu:

OIIK-10.1/¥YMm1 Ananu3upoBarh U OLIEHUBATh BO3MOXHOCTH UT-cucTeM ¢ TOUKH 3peHus
0€30MaCHOCTH U COOTBETCTBUS TpeOOBaHUAM MPOPECCUOHATEHON IEATEIbHOCTH
Braoemy:

OIIK-10.1/HBl HaBbikamu paboTel ¢ coBpemeHHbIMH WT-cuctemMammu W cepBUCaMH,
BKJIIOYasl cpe/icTBa KOMMYyHHKaIK u ynpasienus UT-pecypcamu

OIIK-10.2 [IpuMeHsieT METOBl U TTPOTPaMMHBIE CpeZCTBA 0OPAOOTKH ET0OBOM HH(pOPMAIUH
BO B3aMMOJICHCTBHHU CO CITy>)KOaMU MHPOPMAITMOHHBIX TEXHOJIOTHHA

3name:

OIIK-10.2/3u1 OcHoBHBIE METOABI 0OPaOOTKHU ACIOBON MH(MOPMAIIMHM M MX 3HAYCHUE B
po(heCCHOHAIBHOM IeITeIbHOCTH

Ymems:
OIIK-10.2/¥YMm1 Hcnonp3oBaTe mporpaMMHbie cpeacTBa s 3((GeKTUBHONH 00paboTKU

NIeNToBOM MH(pOpMAaLMU: CO3aHUE, PEJAKTUPOBAHUE, XPAaHEHUE U Tepesiadya JOKYMEHTOB
U JTaHHBIX

Braoems:
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OIIK-10.2/HB1 HaBbikamu paOOThI C COBPEMEHHBIMH MPOTPAMMHBIMU TPOIYKTaMHU IS
00paboTKK Je70BOM HH(pOpPMALMK, BKIIOYAs CHEIHATU3UPOBAHHBIE CUCTEMbI U
UHCTPYMEHTHI

OIIK-10.3 Bmameer HaBbikaMu  3()(PEKTUBHOTO  HWCIOJB30BAaHUS  KOPIMOPATUBHBIX
MH(OPMAITMOHHBIX CUCTEM NP PEUICHUH 3a/1a4 MpodeccHoHaNbHON AESITETbHOCTH

3name:

OIIK-10.3/3u1  OcHOBHBIE = KOMIIOHEHTHl M  apXUTEKTypy  KOPHOPATHUBHBIX
MH(GOPMAIIMOHHBIX CUCTEM, UX (YHKIIUU U Ha3HAUYCHUE

Ymems:

OIIK-10.3/¥Ym1 Hcnonb3oBaTh (yHKIHMOHAIBHBIE BO3MOXKHOCTH KOPHOPATUBHBIX
UH(POPMAITMOHHBIX CUCTEM JUIS PELICHUs TPO(PEeCCHOHANBHBIX 3a/1a4

Braoems:

OIIK-10.3/HBl = HaBblkamu  pabOTBI C  COBPEMEHHBIMH  KOPIIOPATUBHBIMH
MHGOPMAITMOHHBIMU CUCTEMaMH M UX OCHOBHBIMH MOJIYJISIMU

3. Mecro aucuumimHbl B cTpykrype OII

Huctummza (Monynb) b1.0.14.03 «OcHoBel MH(pOpMAIMOHHON 0€30MacCHOCTH» OTHOCUTCS K
00s13aTeNbHOI yacT 00pa30BaTeIbHOM MPOrpaMMBbl U U3ydaeTcs B cemecTpe(ax): 2.

B npoumecce wu3yyeHHMs JOUCHMIUIMHBI CTYAEHT TOTOBUTCA K PpEUIEHMIO THUIOB 3ajad
npodecCHOHAIBHOW  AeaTenbHOCTH, mnpenycMmorpeHHbix @OI'OC BO wu  obpazoBarenbHON
IIPOrpaMMON.

4. O6beM auCUMIJIMHBI (MOYJIs1) M BUABI Y4eOHOH padoThI
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5. Conepxxanue 1M CUMILTAHBI (MOLYJIS)
5.1. Pa3gennl, TeMbl AMCUUILIMHBI M BUABI 3aHATHH
(4acel MPOMEXYTOYHOM aTTECTALIMU HE YKA3bIBAOTCSI)
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OLIEHKH 3alUIIEHHOCTH
KOMITBIOTEPHBIX CUCTEM

Ne 000006904

Pa3gen 1. Undopmanuonnas 29 8| 16| VK-8.1
0e30MacHOCTh B cHCTEME YK-8.2
HAIMOHAJILHOM 0e30IacHOCTH YK-8.3
Poccuiickoii @exepannu YK-8.4
Tema 1.1. HarmonanbHas 8 2 4| OIIK-2.1
6e3omacHoCTh Poccuiickoit OINK-2.2
denepanyun OIIK-2.3
Tema 1.2. OCHOBBI 7 2| 4| OlK-24
rOCYIapCTBEHHOW MOJUTUKU U OIIK-2.5
yIrpo3bl 0€30MaCHOCTH OIIK-2.6
Poccuiickoit @enepanuu B OIIK-2.7
nH(popMaImoHHOU cdepe

Tema 1.3. OCHOBHBIE IIOHSATHSA U 7 2 4
00ILIIEMETONOIOTTUECKIE

MIPUHIIAITE TCOPHH

nH(pOpMaITMOHHOM 0€30MTaCHOCTH

Tema 1.4. IToasiTHE U BUABI 7 2 4
3amuiaeMon nHpopMarn

Pasnen 2. UngopmanmonHas 21 6| 12| VK-8.1
BOIiHA, METObI M CPEJACTBA ee YK-8.2
Be/leHHsI YVK-8.3
Tema 2.1. [ToHATHE ¥ BUABI yTPO3 7 2 4| YK-8.4
MH(POPMALMOHHON 6€30MaCHOCTH OIIK-2.1
Tema 2.2. Undopmanmonnast 7 2 4| OIK-2.2
0e30IacHOCTh U OIlK-2.3
nH(OPMAITMOHHOE OIIK-2.4
IpOTHBOOOPCTBO OIIK-2.5
Tema 2.3. OGecrieucHue 7 2 4| OIIK-2.6
nH(GOPMAITMOHHON 0€30MaCHOCTH OIIK-2.7
00BbEKTOB NH(POPMALIMOHHOM

cdepbl TOCYIapcTBa B YCIOBUAX

MH(POPMALIMOHHOW BOMHEI

Paznen 3. O6ecneuenust 58 20| 29| OIIK-2.6
HHOPMALMOHHOI OIIK-2.7
0€e30MaCHOCTH KOMIIBIOTEPHBIX OIIK-10.1
CHCTEM OIIK-10.2
Tema 3.1. MeTomb! U cpencTBa 7 2| 4|OIIK-10.3
obecniedeHns: THPOPMAITHOHHON

0€30IaCHOCTH KOMITBIOTEPHBIX

CUCTEM

Tewma 3.2. MexaHU3MBI 3aIIUTHI 7 2 4
uHpOpPMaLIUH B

aBTOMATHU3HPOBAHHBIX CHCTEMAX

Tema 3.3. @opmanbHbIE MOAEIIH 8 3 4
0€30MacHOCTH

ABTOMATH3MPOBAHHBIX CHCTEM

Tema 3.4. OcobeHHOCTH 9 4 4
JUCKPEUMOHHOM Y MaHIaTHOU

MojielIi 0€30IaCHOCTH

Tema 3.5. Metonbl U KpUTEPUHN 10 4 4
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Tema 3.6. PykoBonsiiue 7 1 2 4
nokymeHTsl @CTIOK Poccun
(I'ocrexxomuccun)

Tema 3.7. 3ammra uHGOpMaIIHH, 10 2 3 5
oOpabarpIBaeMoOl B
ABTOMATH3MPOBAHHBIX CHCTEMaX
OT TEXHUYICCKUX Pa3BEIOK

Hroro 108 17| 34| 57

5.2. Conep:kanue pa3aesoB, TeM JUCHHUILUIMH U (DOPMBI TEKYIIEr0 KOHTPOJIS

Pazoen 1. Hugpopmauuonnas 60e3onacnocms 6 cucmeme HAYUOHAIbHOU 0e30nacHocmu
Poccuiickoit @edepayuu

Tema 1.1. Hayuonanvnas 6ezonacnocms Poccutickou ®edepayuu

[TonaTne HanMoHaIBbHOW O€30MACHOCTH M ee 3HayeHHe U rocyaapcTBa. Ponb mHpopManmoHHOM
0€30MacHOCTH  KaK COCTaBJISIONIEH  HalMOHAaIbHOM  Oe3omacHOCTH. (OCHOBHBIE — YIpO3bI
HaIMOHAJIbHOW Oe3omacHOCTH B HMH(pOpManMoHHON cdepe. Buapl Ge30macHOCTH B Pa3IMYHBIX
cdepax KU3HEeIEATSTbHOCTH JIMYHOCTH, O0IIECTBA M FOCYIapCTBa.

Tema 1.2. OcHosbl 2ocyOapcmeeHHOl NOTUmuKY u yeposvl bezonachocmu Poccutickou @edepayuu 6
uHgopmayuonroll cghepe

TocynapcTBeHHast MOMUTHKA B 001acTH MH(GOpMAMOHHOM Oe3omacHOocTH. OCHOBHBIE HAIIPABICHHUS
u 3amaun  olecmeyeHHs HMH(POpPMAIIMOHHON 0€30MacHOCTH Ha TOCYIAapCTBEHHOM YpPOBHE.
CoBpemeHHbIEe yrpo3bl Oe3omacHOCTH B HH(popManMoHHON cdepe: Kubeparaku, yTEUKH
uHpopmanmy, HHPOpMAIMOHHBIE BOWHBL.  [IpoOmembl  permoHanbHON — MHPOPMAITMOHHON
0€30MacHOCTH.

Tema 1.3. OcHoenble noHsmusi u 06WeMENMOO0I02ULECKUEe NPUHYUNDL MeOPpUU UHDOPMAYUOHHOL
bezonacnocmu

[Tonatne wHPOPMALMOHHOW O€30MaCHOCTH, OOBEKTHI W CyObEKTHl 3amuThl. [IpHHIKIBI
KOH(UACHIMAIBHOCTH, LIEJIOCTHOCTH U JOCTYHHOCTH WH(popMauuu. MeToq0I0rnyecKue OCHOBBI
aHamu3a yrpo3 MW TIOCTPOCHHS cHCTeM 3amuThl. OCHOBHBIE TOHATHA HH(POPMAITMOHHON
0€30MacHOCTH.

Tema 1.4. Ilonamue u 6uovl 3awuwiaemor uHpopmayuu

Knaccudukanus wHbOpManmu 1O CTENEHH CEKPETHOCTHU: OTKpBITast, KOH(MUICHIIUATbHAS,
rocygapcTBeHHas TaiHa. Bumbl wHbOpmanmu, TpeOyromeil 3amuThl: MEepPCOHAIBHBIC aHHEBIE,
KOMMEpYecKasi TaiiHa, TOCYIapCTBEHHas TaiiHa. Buael 3ammmaemMold wHOOpMAMu ¥ 3amuTa
WHTEJUICKTYaJIbHON COOCTBEHHOCTH.

Pazoen 2. Hugpopmayuonnas eoitha, memoowt u cpeocmea ee 6e0eHus

Tema 2.1. I[lonamue u uovl yepo3 uHghopmayuoHuot 6e3onacHocmu
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Omnpenenenne MHPOPMAIMOHHBIX YIpo3. Buabl yrpo3: HECaHKIIMOHMPOBAHHBIA JOCTYII, YTEuKa,
UCKa)KeHHEe, YHUUTOXKEeHUEe HH(popManuu. VICTOUHUKN yrpo3: BHEIIHWE U BHYTPEHHUE HAPyIIUTEIH,
TEXHUYECKHE U TMPOrpaMMHBIC CPEICTBa. YTpo3bl MH(GOPMALMOHHON Oe3omacHocTH Poccuiickoii
deneparyy B pa3IUuHbIX cepax.

Tema 2.2. Unghopmayuonnasn bezonacnocme u ungopmayuonHoe npomusooopcmeo

[TonsiTne WHGOPMAIIMOHHOTO MPOTHBOOOPCTBA KaK dYacTH HWHMOPMAITMOHHONW O€30MacHOCTH.
Mertonsl u cpeactBa HH(DOPMAIIMOHHOTO BO3ACHCTBHSI W 3amuThl. Poiab WHGOPMAIMOHHBIX
TEXHOJIOTH B COBPEMEHHBIX KOHQIUKTaX. MeToabl HH(OPMAIMOHHOTO MPOTHBOOOPCTBA H
PUMEHEHHE UHPOPMAITMOHHOTO OPYKHUSI.

Tema 2.3. Obecneuenue uHpopmayuorHoU 6e30nacHOCmMU 00beKMO8 UHDOPMAYUOHHOU Chepbl
20¢y0apemea 8 Yciosusx UHGOPMAayUOHHOU 80UHbI

Ocob6eHHOCTH 3aUThl HH()OPMAITMH B YCIOBUAX WHOOPMAITMOHHON BOHHBI. MephI 1o 00ecrneueHunto
YCTOMYMBOCTH TOCYAAPCTBEHHBIX WH(MOPMAIMOHHBIX cucTeM. OpraHu3alliOHHBIE W TEXHHUYECKUE
MOAXOABI K TPOTUBOACHCTBHIO MH(POPMAIIMOHHBIM aTakaMm. KommbroTepHas cucreMa Kak OOBeKT
nH(pOpPMAITMOHHONW BOWHEI.

Pazoen 3. Obecneuenun unghopmayuoHHoll 6€30NACHOCMU KOMRbIOMEPHBIX CUCHEM

Tema 3.1. Memoowvr u cpedcmsa obecneyeHus UHGOPMAYUOHHOU OE30NACHOCMU KOMAbLIOMEPHLIX
cucmem

TexHonoruu 3amuThl MHPOPMAIHH: KpUNTOrpadus, KOHTPOIL JOCTYIA, aHTUBUPYCHBIC CPEICTBA.
Metonb! ayTeHTU(DUKAIMKM U UASHTU(PUKAIUN ToIb30Baresei. [IporpaMMHoO-ammaparHeie CpeacTBa
obecriedeHns HGPOPMAITMOHHOM 06€30MaCHOCTH.

Texyuuii KOHTPOJIb

Bun (hopma) koHTpOIIS

TecTtupoBanue

Tema 3.2. Mexanuzmul 3auumsi uHgopmayuy 6 aBMoMamu3UPOSAHHLIX CUCTNEMAX

OcCHOBHBIE MEXaHHM3MBI: Pa3rpPaHUUCHUE JIOCTYyTMa, MHU(PpPOBaHUE, FICKTPOHHAS ITUGPOBAs MOAIUCH.
CpencrtBa KOHTPOJIS IEIOCTHOCTH W KOH(PUACHIIMATHHOCTH MaHHBIX. [IpUHIUIIBI MOCTpOEHUS
3aIUIIEHHBIX aBTOMATH3UPOBAHHBIX CHCTEM. MeEXaHWU3MbI 3aIIUTHl WH()OPMAITUU KOMITBIOTEPHBIX
CHUCTEM.

Texyuuii KOHTPOJIb

Bun (hopma) koHTpOIIS

TecTtupoBanue

Tema 3.3. @0pMaJZbele Mmooenu b6ezonacHocmu asnmomamu3upoBarHblX CUucnem

Mogenu 0e30MmMacHOCTH: JUCKPEIIMOHHAS, MaHJIaTHas, poJjeBbie Mojeian. Popmanm3anus MpaBuil
JOCTyIa ¥ yIPaBJICHH TIPpaBaMH Iojib3oBarenei. [IpumeHeHre Mojeeid sl OIIEHKH U TTOCTPOCHUS
cucTeM 0€30IIaCHOCTH.

Texymui KOHTPOJIb

Bun (hopma) konTpoms

TectupoBanue
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Tema 3.4. Ocobennocmu OUCKPEeYUOHHOU U MAHOAMHOU MoOelU Oe30nacHOCmu

JluckpenroHHasi MOJENb: YIpaBlieHHE JOCTYIIOM Ha OCHOBE MpaB Biajeibla HHGOpMaIUU.
ManpgarHass MoOAenb: YIpaBlI€HHWE JOCTYIIOM Ha OCHOBE YPOBHEW CEKPETHOCTH M IOJUTHUK
6e3onacHocTH. CpaBHUTEIBHBIN aHAIM3 U 00IACTH MPUMEHEHHS MOJIEIICH.

Texymuii KOHTPOJIb

Bun (hopma) konTpOss

TectupoBanue

Tema 3.5. Memoovl u Kpumepuu oyeHKU 3auuyeHHOCMU KOMIbIOMEPHBIX CUCTEM

Kputepun onenku Oe3omacHOCTH: KOH(DHUIEHIIMAIBHOCTh, LEIOCTHOCTh, AOCTYMHOCTh. MeTombl
TECTUPOBAaHUS H ayauTa cucteM Oe3zonmacHocTd. CraHmapThl W KiIacCUUKAIUsS ypOBHEH
3aNIUIICHHOCTH.

Texyuuii KOHTPOJIb

Bun (hopma) koHTpOIIS

TecTtupoBanue

Tema 3.6. Pyxosooawue ookymenmor @CTIK Poccuu (I ocmexkomuccuu)

OcHoBHble HOpMaTuBHBIE akThl W craHaaptel ®CTOK mo wuHbOpManmnoHHON O0€30MacHOCTH.
TpeboBanus k 3ammure UHGOpPMALIMK B TOCYIapCTBEHHBIX U KOMMeEpUYEeCKUX cucrtemax. lIpomemypbl
cepTuUKaMM M aTTeCTallMd CpeacTB 3amuTbl HHpopmanuu. CTaHAapThl MO YIPaBICHUIO
nHpopmarmonHoii 6ezonacuocteio ISO/IEC 27000.

Tema 3.7. 3awuma ungpopmayuu, obpabamvieaemon 6 a8MoMAMuU3UPOBAHHBIX CUCMEMAX OM
MeXHU4ecKUx pazeedox

MeToap! 3alUThl OT TEXHUYECKON pa3BEIKU: SKpaHUPOBAaHUE, TOMEX03alIUTa, KOHTPOJIb JOCTYTIA.
OpranuzalluOHHbIE U TEXHUYECKHUE MEphl MpenoTBpalieHus yredek uHopmanuu. OcoOeHHOCTH
3alUTHl B YCJIOBHUSX COBPEMEHHBIX TEXHMYECKHUX YIrpo3. 3alluTa aBTOMAaTU3HPOBAHHBIX CHUCTEM U
CPEICTB BBIYUCIUTEIHHON TEXHUKH OT BHELTHETO IEKTPOMArHUTHOTO BO3ACHCTBHUS.

Texyuuii KOHTPOJIb

Bun (hopma) koHTpOIIs

TecTtupoBanue

6. Ilopsaok nmpoBeeHnsI MPOMEKYTOUHOM aTTeCTALUMN

[lopsnoxk mpoBeeHMsT NPOMEKYTOUHOM  arTecTallud  PENIaMEHTHPYETCS  JIOKaJIbHBIMU
HOPMaTUBHBIMU aKTaMU YHHUBEPCUTETA:
- Ilonoxenuem o Qopmax, NEPUOJUYHOCTH, TOPAIKE TEKYIIEro KOHTPOJIS YCIIEBAEMOCTU H
NPOMEXYTOYHOM aTTecTauy OOy4aroIuXcsi 10 OCHOBHBIM 00pa30BaTelIbHBIM IpOrpaMMaM
BBICIIIETO0 O0pa3oBaHMsA — MporpaMMmaMm OakajaBpuaTa, HMporpaMMaM CHEIHAIUTETa, MporpaMmamM
MarucTpaTypbl B QelnepaJbHOM TOCYIapCTBEHHOM OIODKETHOM 00pa30BaTeIbHOM YUPEKIACHUU
BbICIIEr0 00pa3oBaHus «MOCKOBCKHI TOCYJapCTBEHHBIM YHHUBEPCUTET T'€OAE3UU U KapTorpadum,
1.6 «Opranu3zanus 1 NpoBeIeHUE MPOMEKYTOUHOM aTTECTALUN.
- TlonoxxeHneM O MOpPSAKE OCYLIECTBICHHS 00pa30BaTEIbHOTO IMPOLECCa, MPOBEICHHUS TEKYIIEro
KOHTpOJISl YCIIEBAEMOCTHM M IPOMEXKYTOYHOW arrecTalud OOydyaroluuxcsi C [PUMEHEHUEM
ANIEKTPOHHOTO OOyYeHUS W AMCTAHIMOHHBIX OOpa30BATENIbHBIX TEXHOJIOTUH B (eaepaibHOM
TOCYIJapCTBEHHOM  OIO/[DKETHOM  00pa30BaTeIbHOM  YUPEKACHWU  BBICIIETO  O0O0pa30BaHMA
«MOCKOBCKHMI TOCYIapCTBEHHBI YHUBEPCUTET Teofe3ud u Kaprorpadpum», 1n.8 «IIpoBenenue
IIPOMEXKYTOYHOM arrectauuu ¢ npumeHenuem 20 u JJOT».
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IIpomedxcymounas ammecmayus: 3avem c oyeHkou, 2 cemecmp.

7. OneHOYHbIC MaTepPHAJIbI TEKYLEr0 KOHTPOJIS

Pazoen 3. Obecneuenun ungpopmayuoHHoll 6€30NACHOCMU KOMRbIOMEPHBIX CUCHEM
Koumponupyemvie H/[K: OIIK-2.6 OIIK-2.7 OIIK-10.1 OIIK-10.2 OIIK-10.3

Tema 3.1. Memoowvr u cpedcmsa obecneyeHus UHGOPMAYUOHHOU OE30NACHOCMU KOMIbLIOMEPHLIX
cucmem

®dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:
1. OcHOBHBIC TPUHITUTIEI HHPOPMAITMOHHOM 0€30MaCHOCTH:
1) KonduneHimanbHOCTh, IIEIOCTHOCTb, JOCTYITHOCTh
2) KorduneHmaapbHOCTh, ayTCHTUYHOCTb, JOCTYITHOCTh
3) KonduneHmanpbHOCTh, IIEIOCTHOCTD, aKTyaTbHOCTh
4) ILlenocTHOCTD, JOCTYIHOCTb, OTKa30yCTOMYUBOCTH

2. YUTo siBNsieTCSl OCHOBHOM 1LIEJIBIO aTAKK THUIIA COLMATbHON MHXXEHEepUuu?

1) OOxonm TEXHWYECKHX CpPEACTB 3ammuThl (OpaHaMay’poB, AHTUBHPYCOB) IIyTEM B3JIOMa
ysizBumocten [10.

2) MaHumyasus JTI0AbMU C LENbI0 MOoTy4YeHUs] KOH(pUIeHTnaTbHON HH(GOPMAIIUU WIH COBEPILIECHUS
ONPENCIICHHBIX ICUCTBUM.

3) 3apakeHne KOMIBIOTEPOB BpenoHOCHBIM [10 depe3 ysa3BUMOCTH B ONIEPAITMOHHON CHCTEME.

4) Kpaxa pusnueckux Hocurteneid nHGopMaruu ()KECTKUX TUCKOB, (IICTIIEK).

3. Kak Ha3piBaeTcs TEXHHKA COLMAIBHOW WHXKCHEPUHU, TPU KOTOPOH 3ITOYMBINIICHHHK
3apaHee MPHUIYMbBIBACT MPABIONOAOOHBINA CIIeHapuil (JIeTeHIy) AJisi YCTAHOBICHUS JOBEpUS H
nonydeHus: Hpopmarmmu?

1) ®ummunr (Phishing)
2) KBu mipo kBu (Quid pro quo)
3) [Iperekctunr (Pretexting)
4) Baiitunr (Baiting)
4. Yto o3Havaet npuHIu "L{e1ocTHOCTR" B KOHTEKCTE HH(POPMAITMOHHON Oe30macHOCTH?
1) Obecneuenue Toro, 4To MHGOPMAIHS JOCTYITHA TOIBKO TEM, KTO UIMEET Ha 3TO MPaBo.
2) OG0ecrnieueHne TOro, uYTO0 HWHQPOpPMANMS SBISICTCS TOYHOH, TOTHOW M 3alIMIIEHHOW OT
HECAaHKIIMOHUPOBAHHOTO WJIHM CITy4aifHOTO U3MEHEHUSI.
3) Obecnieuenue TOro, 4To MHGOPMAIMA MU CHUCTEMBI JOCTYIHBI aBTOPU30BAHHBIM I10JIb30BATEIISIM,
KOTJIa 3TO HEOOXOMMO.
4) 3amuTta MHQOPMAIMK OT HCKaKEHHUs WM MOTEpU IPH Tepenaye Mo KaHajaM CBSI3U HU3-3a
TEXHUYECKHX TTOMEX.

5. Kakasi araka HampaBieHa Ha HapyUIEHME NPUHIMNA JOCTYIHOCTH IIyTEM IMEperpys3ku
LIEJIEBOTO pecypca (cepBepa, CETH) OTPOMHBIM KOJIMYECTBOM 3alIpOCOB, A€JIasl €ro HEAOCTYIHbBIM IS
JIETUTUMHBIX IIOJIb30BaTENEH?

1) ®ummunr (Phishing)

2) Bueapenne SQL-koma (SQL Injection)

3) Otka3 B obciyxuBanuu (DoS / DDoS araka)

4) Yenosek nocepenune (Man-in-the-Middle, MitM)

Tema 3.2. Mexanusmol 3auumsl uHGopmayuu 8 Aa8MoMamu3uUpOBaAHHbIX CUCEMAX

®dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:
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1. UYro wu3 mepeuuciIeHHOro Hauboliee TOYHO Ompenensier moHsaTHe '"Yrpoza" B
MH(POPMALIMOHHOM 6e30macHoCTH?
1) Konkpetnasi ciiabocTh WJIM HEJOCTATOK B CHCTEME, MPOLEAYPE WM KOHTPOJIC, KOTOPBI MOXKET
OBITh MCIIOJIH30BAH.
2) TloTeHnmaneHas MPUYMHA HACTYIICHUS HEXKEIATeIhbHOTO COOBITHS , KOTOPOE MOXKET HaHECTU
yiiepd cucTeMe WM OpraHr3aIi.
3) Texuuueckas araka, Takas Kak BUPYC MM (DUIITHHT.
4) daKkTUYEeCKH MPOU3OILE/IIee HapylIeHHe Oe30I1acCHOCTH, MOBIEKIIee yepo.

2. Kakoii BapmaHT Kiaccupukanuu yrpo3 HHGOPMAIMOHHONW O€30MaCHOCTH SIBISICTCS
HaubOonee QyHIAaMEHTAIbHBIM W IIUPOKO HCIONb3YEMbIM, YYUTBHIBAET HCTOYHUK U TMPUPOAY
MPOUCXOXKIACHUS YTPO3bI?

1) Ilo oOBekTy araku: Yrpo3bl JaHHBIM, YIPO3bl MPOrPaMMHOMY OOECIEYEHHUIO, YIPO3BI
000pYI0BaHUIO, YTPO3bI KaHAJIaM CBSI3H.

2) [Ilo wucnoimp3yeMbIM CpEIACTBAM  arTakW: TMpOoTpaMMHbBIC, amnmapaTHble, (U3NYECKUE,
COLIMAJIbHO-TICUXOJIOTUYECKHE.

3) I1o MCTOYHMKY POMCXOXKACHHUS: BHYTPEHHHE U BHELIHHE; a TAKXKE TI0 MPHUPOJE: €CTECTBEHHBIE U
HCKYCCTBEHHBIE.

4) Tlo tuny Hapymaemoro npuHiuna Mb: yrpo3sl KOHOUACHIMATEHOCTH, YIPO3bl IIETOCTHOCTH,
YTPO3bI TOCTYTHOCTH.

3. Kakoli merton aHamu3a yrpo3 HCIOJIBb3YeT APEBOBHIHYIO CTPYKTYpy, rae "kopHeM"
SBIISIETCS KOHEYHAsl IIeNb 3JIOyMBINUICHHUKA (HApUMep, Kpaka JaHHBIX, OTKa3 CepBHCa), a
"BerBAMU" W "NMUCThAMHU" TNPEACTABIAIOTCA BCE BO3MOXKHBIE IyTH (CLIEHApUM, IIAru arakH,
HEOOXOIUMBIC YCIOBHUS) Uil JOCTHXKEHHMS OJTOM WEeNH, TIO3BOJSAS CHUCTEMAaTHUECKH OLEHHUTH
YSI3BUMOCTH M KOHTPMEPHI?

1) Ananu3 nepesa arak (Attack Tree Analysis)
2) Ouenka kputnanocTH ysa3Bumocteit (CVSS - Common Vulnerability Scoring System)
3) KauectBennsiii ananu3 puckoB (Qualitative Risk Assessment)
4) Llenouka ku6epyrpo3 (Cyber Kill Chain)
4. YTo U3 MEpEUUCIICHHOTO SBISETCS KIIOUEBOM LENbIO XEIIMPOBAHUS?

1) OGecnieuenne KOHPUACHITUATHFHOCTH TaHHBIX MyTeM UX MU POBAHHUS.

2) T'apanTupoBaHHE IEJIOCTHOCTH JaHHBIX MYTEM CO3JaHHS YHUKaJIbHOTrOo "oTmeuarka' (Xermia),
YyBCTBUTEIHHOTO K JIOOBIM U3MEHEHUSIM.

3) ObecnieueHre TOCTYIMHOCTH JAHHBIX ITyTEM HX CKATHUS.

4) AyteHTrdUKaIKs MOIH30BaTENCH C ITOMOIIBIO TTapOJIs.

5. Kakoe wu3 mnepeuncieHHbIXx BpeaoHocHbix mporpamm [IPEMMYIIECTBEHHO
MpeIHa3HauYeHo JUIsl TaliHOro cOopa MHQpOpMalMKU O JEHCTBHUSX MOJb30BaTeNs (Ha)KaTHsl KIIABMII,
MOCEIICHHbIE CAUTHI) U €€ Mepeaadyy 3JI0yMbIIUICHHUKY ?

1) Bupyc (Virus)

2) Yepssik (Worm)

3) Keiinorrep (Keylogger)
4) Pexnamuoe I10 (Adware)

Tema 3.3. @opmanvhbie Mooenu 6€30nACHOCMU A8MOMAMUSUPOBAHHBIX CUCTIEM

dopma KOHTPOJIs1/0LIEHOYHOE CpeicTBO: TecTupoBaHue

Bomnpocsi/3ananus:

1. Hpunuun "Haummensmux npusmiernil” (Principle of Least Privilege) B ympasnenun

JOCTYIIOM O3HAYaeT, YTo:
1) Bce monb3oBarenu AOMKHBI UMETh OIMHAKOBBIA YPOBEHb JOCTYINa K pecypcam ISl YIpPOIIEHUs
yIpaBJICHUSL.
2) [TIlomp3oBarenu JOMKHBI TOMYy4aTh JOCTYNl TOJNBKO IIOCJIE TPOXOXKIEHUS  CIOXKHOU
MHOTO(AKTOPHOH ayTeHTU(UKAIIUH.
3) Ilonp3oBaTensiM M TpoleccaM JOJDKHBI MPEAOCTABIATHCS TOJNBKO T€ IpaBa JOCTYIa
(mpuBHIIETHH), KOTOPBIE A0COIIOTHO HEOOXOAUMBI ISl BBITOTHEHUS UX 3apaHee OIpeIeICHHBIX
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3ajau.
4) AIMHHHUCTPATOPHI JTOJKHBI UMETh TTOJIHBIN JOCTYIT KO BCEM CUCTEMaM 0e3 OTpaHuYeHUH.
2. Yto u3 mepedncieHHOro oTHocHTcs K Mepam OU3MYECKOM  6esomacHocTH
MH(OPMAITMOHHBIX aKTUBOB?
1) YcTanoBKka 1 HacTpOIKa MEKCETEBOTO dKpaHa (OpaHamay3pa).
2) Perynspuoe oOHOBIeHHE aHTHBUPYCHOTO [10 Ha pabounx cTaHIIUSIX.
3) OOopymoBaHue CEpPBEPHBIX IMOMEIICHHH CHCTEMOM KOHTPOJS JOCTylla H CHUCTEMOU
BUICOHAOIIONCHNA.
4) Ucnonw3oBanue nporokosa HTTPS ms mmdposanus tpaduka Bed-caiiTa.
3. Uto siBAsieTCS OCHOBHOM LEJBbIO PETYISIPHOTO CO3AaHUs PE3EPBHBIX KOMUN KPUTHYECKHU
BaXXHBIX JIaHHBIX B KOHTEKCTE MHPOPMALIMOHHOW 6€301MacHOCTH?
1) OGecnieueHne KOHPUACHITUATHFHOCTH JTaHHBIX.
2) IlpenorBpamenue atak tumna "Yemosek nocepeaune” (MitM).
3) [Monnep:kaHue JOCTYMHOCTU JaHHBIX U BOBMOKHOCTH UX BOCCTAHOBJICHHMS I1OCJIE€ UHIUICHTOB.
4) IN'apanTHpoBaHKEe LETOCTHOCTH IaHHBIX B PEaIbHOM BPEMEHHU.

4. Kakoli THN aTaku TpEAIoyiaracT BHEIPEHHUE 3JIOYMBIIIICHHUKOM BPEJOHOCHOTO KOIa B
JOBEPEHHBIN BEO-CANT, C LENbI0 BHIMOJHEHHS 3TOTO Kofa B Opay3epe, HUYero He TMOI03PEBAaIOIIeTo
MOJIB30BATENIS MPU MOCEUIEHUH ITOTO caiTa?

1) SQL-unbeknus (SQL Injection)

2) MexcaiitoBblit ckpuntunr (Cross-Site Scripting)
3) Ilonmena DNS (DNS Spoofing)

4) ®ummmnr (Phishing)

5. Kakoe moHSATHE ONUCHIBAET MPOLIECC BBISABICHUSA, OLEHKU U IPUHATHS PELIEHUH IO
00paboTKe PpHUCKOB Ui MUHUMM3AIMA WX [OTEHIMAJIBHOTO HETaTHBHOTO BO3JCHCTBUS Ha
MH(POPMALIMOHHBIE aKTUBBI OPraHU3aIu?

1) Ynpasnenue unnuaentamu (Incident Management)

2) Aynut nHpOpManMoHHO# 6e3omacHocTH (Security Audit)

3) [Iposenenue nentectoB (Penetration Testing)

4) Ynpasnenue puckamu nHpopmarmonHoi 6ezonacHoctu (Information Security Risk Management)

Tema 3.4. Ocobennocmu OUCKPEYUOHHOU U MAHOAMHOU MOOenU 6e30nacHOCmu
dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:

I. Yro w3 mnepeuuciennoro sapisiercs KIIKOUEBBIM otauumemM acMMMETpUYHOTO
mudpoBanus (Hanpumep, RSA) ot cummerpuynoro mudposanus (Hanpumep, AES)?
1) AcummerpuuHoe mH$pPOBaHUE BCETAa OBICTPEe CHMMETPUYHOTO.
2) AcumMmeTpuuHOe IMH(PPOBAHUE HCIOIB3YETCS TOJIBKO Il IMQPOBaHHUS OONBIIUX O0BEMOB
JTAHHBIX.
3) AcummMmetpuuHOe MM POBAHUE UCTIONB3YET Mapy KItoued (OTKPBITBIA M 3aKPBITHINA), B TO BpeMs
KaK CHMMETPUYHOE UCTOIb3YeT OANH OOIINN CEKPETHBIN KITIOU.
4) CumMmeTrpuuHoe mudpoBaHre He obecTnieunBaeT KOHPUIECHITNATLHOCTb.

2. JIns 4ero B MEPBYIO OUepelb UCIOIb3YeTCs LU(pPOBOIA cepTudUKar?
1) Jns mmdpoBanus KOHDUICHIIMATBHBIX TaHHBIX MPHU TIepeIade 1Mo CETH.
2) JInst cxatus aHHBIX Mepe] mepeaade.
3) [ns npuBsS3KH OTKPBHITOrO KJIIO4a K WACHTU(UKATOPY M MOATBEPHKACHUS MOIIMHHOCTU 3TOTO
COOTBETCTBUS JOBEPEHHOU TPEThEH CTOPOHOM.
4) Jlnst 3aMeHbI TapOJIBLHON ayTeHTHU(UKATIIIH.

3. UYro wu3 mepeuncnenHoro smmsiercs I[IPEMMYIIECTBEHHOIM wuenbio crcTeMbl
oOHapy>xenus Brop>keHuit (Intrusion Detection System)?
1) ABTOMaTH4YEeCKMd MOHHMTOPHHI CETH WJIM CHCTEM Ha MpEeAMET NPHU3HAKOB 3JIOHAMEPEHHOM
AKTUBHOCTH WJIM HApYIIEHUH MOIUTHUK 0€30IaCHOCTH U TeHEepalys OMOBELICHHI.
2) ABromaruyeckasi OJOKMpPOBKAa BBISBJICHHBIX aTaKk B peajbHOM BpeMEHH Oe3 BMeIlaTesIbCTBa
YeJioBeKa.
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3) 3ameHa MexceTeBOTo dKpaHa (Opanamay’pa) st puibTpanuu Tpaduka.
4) lllndpoBanue Bcero cereBoro Tpaduka.

4. Kakoil THIT MOJUTHKH OE30MaCHOCTH OIUCHIBACT MPABWIIA JTOIMMyCTUMOTO HCIOJIh30BAHUS
KOPIIOPAaTUBHBIX HH()OPMAIIMOHHBIX PECYpPCOB (MHTEPHETA, TMOYTHI, KOMITBIOTEPOB) COTPYIHUKAMH
OpraHu3aiuu?

1) [onuTuka xnaccudukarnmu nanabix (Data Classification Policy)

2) Ionutuka ynpasienus goctynoM (Access Control Policy)

3) onuTHka nomyctumoro ucnonbs3oBanus (Acceptable Use Policy)

4) INonuTuka pe3epBHOTO KonmupoBaHus U BocctanoBienus (Backup and Recovery Policy)

5. Uro u3 mnepeuucienHoro HAUMBOJIEE ToyHO omnuchiBaeT KOHLENIMIO "3amiuThl B
myouny" (Defense in Depth)?
1) YcTranoBka camoro Jopororo ¥ COBpeMEHHOTO aHTUBUPYCaA HA BCE KOMIIBIOTEPHI.
2) ®oKycHUpOBKa BCeX yCUIUI 0€30MacHOCTH Ha 3alUTe MEPUMETPa CETH.
3) Peanu3zanusi MHOXK€CTBEHHBIX, Pa3HOPOJIHBIX U MEPEKPHIBAIOIIUXCS CIOEB 3AIUTHI JJI CO3TAHUS
KOMITJIEKCHOW O€30MacHOCTH, TJ€ MPOPHIB OMHOTO CJIOS HE BEIET K TMOJTHOW KOMIIPOMHTAIHH
CHCTEMBI.
4) TlonHOE OTKIIFOYEHUE BCEX CUCTEM OT MHTEPHETA.

Tema 3.5. Memoowl u kpumepuu oyeHKu 3auueHHOCMU KOMNbIOMEPHBIX CUCTEM
®dopMa KOHTPOJISI/OTIICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:

1. Kakas araka HampaBjeHa Ha 3aXBaT CeaHCa ayTeHTU(UIUPOBAHHOTO MOJB30BATENS IIyTEM
noxuileHus Qaitna cookie ceccur WM TOKEHA, YTO MO3BOJISIET 3JI0YMBIIUICHHUKY J1EHCTBOBATH OT
MMEHHU >KEepPTBBI O€3 3HAHUS €€ JIOTUHA U MapoJis?

1) SQL-unbeknus (SQL Injection)

2) Kpocc-caiiroBas moanenka 3amnpoca (Cross-Site Request Forgery - CSRF)
3) 3axaar ceccuu (Session Hijacking)

4) ®ummmnr (Phishing)

2. Kakoii xkpuntorpadpuueckuii npumutuB rapantupyer LIEJIOCTHOCTD npanHbIX,
reHepUpys YHUKaJIbHYIO "IH(pOBYI0 moAnmuch" (GUKCUPOBAHHOM JUIMHBI U3 MPOU3BOJIILHOTO 00beMa
JaHHBIX, IPH 3TOM Tpoliecc HeoOpaTum?

1) Cummerpuunoe mudposanue (AES)
2) Xem-¢pynkmust (SHA-256, MDS5)

3) Acummerpuunoe mudposanue (RSA)
4) ludposas moamuce (DLIT)

3. Kakoit meron ayTeHTHM(UKAIMU CUMTAeTCs HauOoiee HaJAeKHBIM I 3allUThl OT
KOMITPOMETAIIMM YUETHBIX 3alUCEN U3-3a YKPaJCHHBIX maposen?

1) Ucnionp3oBanue ciaoxHbIX napodei (12+ cuMBOJIOB)
2) Perynsipuast cMeHa naposeit (kaxasie 90 mHei)
3) MuorodakropHas ayreHTuduxanus (MFA)
4) Ucnionp30BaHUE €IUHOTO MAPOJIS ISl BCEX CITYKEOHBIX CUCTEM

4. Yto sBnsieTcsl IaBHOM 11enbi0 ATana "OleHka pucKoB" B MPONECCE YNPABICHUS PUCKAMU
nH(popmaImoHHoM 6e30macHocT?

1) YcTpanenue Bcex 0OHAPYKEHHBIX ySI3BUMOCTEH

2) Unentuduxamuss akTUBOB, YIpo3 U YA3BUMOCTEH, OIICHKA BEPOSTHOCTH W IIOCJIEACTBUI
peanusaiy yrpo3 Ajs onpeaeacHusl ypoBHs pUCKa

3) [IpuobpereHne cTpaxoBKH OT KMOSPUHITUICHTOB

4) HazHaueHue OTBETCTBEHHBIX 32 0€30MaCHOCTh KaXk/I0T0 aKTHBA

5. Kakoli cereBoi CErMeHT CHenuaNbHO MPEIHA3HAUYCH ISl pa3MEIICHHs OOIIeI0CTyTHBIX
CepBHUCOB (BeO-CepBEP, MOYTOBBIN CEPBEP), U3OIUPYS UX OT BHYTPEHHEH CETH U BhICTyNas OydepHou
30HOM?

1) JlokanbHas cets (LAN)
2) becnipoBoanas cetb (WLAN)
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3) Bupryanbnas gactHas cetb (VPN)
4) lemunurapuzoBanHas 30Ha (DMZ)

Tema 3.7. 3awuma ungpopmayuu, obpabamvieaemon 6 a8MoMAMu3UPOSBAHHBLIX CUCMEMAX OM
MeXHU4ecKUx pazeedox

dopma KOHTPOJIs1/0LIEHOYHOE CPeICTBO: TecTupoBaHue
Bomnpocsi/3ananus:
1. Kakoii tun araka, Bxomsaumuii B OWASP Top 10, mo3BosisseT BHEAPATh W BBIIOJIHUTH

IIPOU3BOJIbHBIN KOJ Ha CEPBEPE WIIM MOJYyUYNUTh HECAHKLIMOHUPOBAHHBIN JOCTYII K JTAaHHBIM?
1) MexcaiiToBsiit ckpunTHHT (XSS)
2) Buenpenue (Injection)
3) HeGe3onacHas necepuanusanus
4) Tlognenka mexxcaToBbix 3anpocoB (CSRF)

2. Kakoe mpaBmJI0O pe3epBHOTO KONMUPOBAHUS CUUTAETCS MHUHUMAJIBHO JOCTAaTOYHBIM JUIS
3alIUThl OT MOTEPU JAHHBIX B pe3ynbTare cOosi 000pynOBaHUs, MPOTPAMMHOM OIMIMOKM WIIM aTaku
mmdposanbiuka (ransomware)?

1) ExxenHeBHOE KOTMpOBAaHWE HA BHEUTHUHN JUCK

2) KonmupoBanue Ha JIeHTY (tape) pa3 B HEJCIIO

3) [IpaBusio 3-2-1: 3 koMU JaHHBIX, 2 Pa3HBIX HOCUTEIS, | KOMHsI Ha y/IaJIEHHOM HOCHTEIIe
4) UcnonwszoBanue RAID-maccuBa

3. Kakoit Tun mmdpoBanus ucnonb3yer OJMH wimrou, kak mains mmdpoBaHus, TaKk U IS
pactudpoBaHus HHGOPMALTIH?
1) Cummerpuunoe mudposanue (AES, DES, 3DES)
2) Acummetpuunoe mudposanue (RSA, ECC)
3) XemmpoBanue (SHA-256)
4) ludposas moanucs (DSA)

4. Kakas wmepa ¢usnueckoit Oe3omacnoctn HAMBOJIEE »>¢dexktuBHO mnpemoTBpariact
HECAHKIIMOHUPOBAHHBIN TOCTYII B CEPBEPHOE MOMEILICHUE?
1) Tabnmuuka "IlocTopoHHUM BXOH BOcTpernieH"
2) 3aMOK ¢ KJIFOYOM Ha JIBEpH
3) Cucrema xontpois npocryna (CKVY]) ¢ wucnonb30BaHMEM HWISHTU(DHUKAIMOHHBIX KapT |
MOCTOSTHHBIM MOHUTOPHUHIOM.
4) YcraHOBKa KaMepbl HAOIOEHUS HAJl ABEPHIO
5. Uro sBstercst [IEPBOM kimoueBoit Bhasoii yrpaBieHuHs: HHIHACHTaAMH HHMOPMAIHOHHOI
6e30macHOCTH?
1) YcTpanenue (cnepKuBaHUE W JTUKBHUIAIMS YTPO3BI)
2) BoccranosieHue (BO3Bpar CUCTEM B pabouee COCTOSTHHE)
3) [MoaroroBka (pa3paboTka MjiaHa, Ha3HAYCHHUE POJICH, CO3JTaHUE UHCTPYMEHTOB)
4) TTocTHHIIMICHTHBIN aHaTU3 (M3BJICYCHUE YPOKOB)

8. OueHouyHbIe MaTepHAJIBI IPOMEKYTOUHOI aTTeCTANIMU
2 cemecmp, 3auem ¢ OYeHKOU

Koumponupyemvie H/[K: VK-8.1 VK-8.2 VK-8.3 VK-8.4 OIIK-2.1 OIIK-10.1 OIIK-2.2 OIIK-10.2
OIIK-2.3 OIIK-10.3 OIIK-2.4 OIIK-2.5 OIIK-2.6 OIIK-2.7

Bonpocsl/3ananus:

1. ITonaTue HanmoHansHOM O6e30macHoCTH Poccuiickont deaepanmm.

2. HanmonanbHbie nHTEpPECH PD U cTparernyeckrue HallmOHaJIbHbIC IPUOPUTETHI.
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3. Ponp unpopmannoHHOH Oe3omacHOCTH B 00ECHEYEHMM HAIMOHAJIBHOW 0€30MacHOCTH
rocyziapcTBa.

4. OCHOBHBIE COCTaBIISIIOIIME HAIMOHAJIBbHBIX HHTEpecoB Poccuiickoit denepauuu B
nH(popMaImoHHOU cdepe.

5. IlonsTre nHpopManmonHoit 6e3onacHoctu Poccuiickoii @eneparum.
6. MaTepeck! IMYHOCTH OOIIECTBA M TOCyapcTBa B MHGOPMAIIMOHHOM cdepe.
7. Buzsl yrpo3 unpopmannonHoi 6ezonacHoctu Poccuiickoii @eneparum.

8. BHemHue 1 BHyTpeHHHE UCTOYHUKH YIpo3 WH(GOpPMALMOHHON Oe3omacHocTH Poccuiickoii
denepanun.

9. Metons! obecrnieueHust HGOpMaMOHHON Oe3onacHocTH Poccuiickoit deneparum.
10. Mctounnku mOHATHIA B 00J1acTi HH(POPMAITMOHHOM O€30T1aCHOCTH.

11. OcHOBHBIEC TOHATHS HHPOPMAITMOHHOM 0€30MMaCHOCTH.

12. O6memMeToa0I0THYECKUE TIPUHIIUITBI TEOPUH HHPOPMAITMOHHOM 0€30MMacHOCTH.
13. [loHsiTHE W CYIITHOCTH 3aIIUIIAEMON HH(OPMAIIIH.

14. IIpaBa u 00s13aHHOCTH O0NIagaTeNst HHPOPMAIIUH.

15. Bunpl 3antumiaeMoit HHGOpMaIuu.

16. [lepedenp cBeneHM KOH(UICHIIMAIBHOTO XapaKTepa.

17. IloHsTHE UHTEIUIEKTYaIbHOW COOCTBEHHOCTH U OCOOCHHOCTH €€ 3aIllUTHI.

18. [TonsiTne yrpo3sl HHGOPMAIMOHHON 0€301MaCHOCTH.

19. ®akrop, BO3ACUCTBYIOMNIA HA 3alTUIIaeMy 0 HHOpMaIuio. THUITB 1eCTaOMIN3UPYIOIINX
(hakTopoB.

20. Knaccuduxanus 1 BUIbI yrpo3 HHPOPMAITMOHHON 0€30IacHOCTH.
21. IIpoToKOIMpPOBAaHUE U AYAUT KAK CEPBUCHI OE30MTACHOCTH.

22. KpunTorpaguueckue cepBUCHl O€30MaCHOCTH.

23. DKpaHupOBaHMUE KaK CEPBUC OE30MACHOCTH.

24. Ananu3 3alIUIIEHHOCTH KaK CepBUC 0€30MaCHOCTH.

25. YipaBieHue Kak cepBUC 0€30MaCHOCTH.
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26. Haznauenue hopmanbHbIx Mojeneit 6e3omacHocTH. [TonuTrka 6e30macHOCTH.
27. QuckpennoHHas Mozens 6e3onacHocTi. Moaenb Xappucona-Py330-VYibemana.
28. MannatHas mozienb 6e3onacHocTH. Monens bemna-Jlallamymer.

29. ®opmasnbHbIE MOJEIH LIETOCTHOCTH.

30. I[ToHsiTHE POJIEBOTO YNPABICHUS JOCTYIIOM.

31. Mogenu, cTpaTeruu U CUCTEMBI o0ecriedeHus: HH()OPMAITMOHHON O€30MacCHOCTH.
32. Kputepuu 6€30mMacHOCTH KOMITBIOTEPHBIX cucTeM «OpaHKeBasi KHATay.

33. O6mwme kpuTepun 6€30MacCHOCTH HH(POPMAITMOHHBIX TEXHOJIOTHH.

34. Kputepuu u knaccsl 3anuuieHHoctd CBT u AC. PykoBomsmue nokymeHThl @CTOK
Poccum.

35. CranpapTsl o ynpasieHuio HHPpopManoHHoii 6e3omacHocThio ISO/IEC 27000.
36. Knmaccuduxanusi 1 BO3MOKHOCTH TEXHHUYECKHUX Pa3BEIOK.
37. KomnbroTepHas pa3Bezka.

38. TexHuueckue KaHaJIbl YTEUKH MH(OpMAIMM MPHU IKCIUTyaTallMd aBTOMATHU3UPOBAHHBIX
CUCTEM.

39. DnexkTpoMarHuTHOE BO3JeHCTBHE U A(D(PEKTHI €T0 BO3ICHCTBHUS.

40. 3amuTa aBTOMAaTU3MPOBAHHBIX CHUCTEM M CPEACTB BBIYUCIWUTEIBHOM TEXHUKH OT
BHEIITHETO AIEKTPOMAarHUTHOTO BO3ICUCTBHUS.

9. MaTepuaibHO-TeXHHUYECKOE H Y4eOHO-MeTOAuYeCKoe odecneyeHue U CIUTIIUHbI
9.1. IlepeyeHb OCHOBHOM M JOMOJHHUTEIbHON Y4eOHOH JTUTEPaTypPbl

OcnosHas tumepamypa

1. HecrepoB C. A. OcHoBbl MH(MDOpPMAIMOHHON Oe3omacHOCTH: y4eOHuUK 1 By3oB / C. A.
Hecrepos. - 3-e uzn., crep. - Cankr-IletepOypr: Jlans, 2024. - 324 c. - 978-5-507-49077-6. - Tekcr:
anekTpoHHbIi // M3narensctBo Jlank: [caiiT]. - URL: https://e.lanbook.com/book/370967 - Pexum
JOCTYyTA: TI0 TOATHICKE

Hononnumenvnas numepamypa

1. banwrer I1. H. MadopmarmonHas 6€30macHOCTh U 3ammuTa nHpopMaum: yaeonoe nocoowue / I1.
H. baumue, A. B. ba6am, E. K. bapanoBa. - HMudopmanumonHas 0Oe€30mMacHOCTb W 3aluTa
uHpopmanuu - MockBa: EBpasuiickuii oTKpbITHIH HHCTUTYT, 2012. - 311 c. - 978-5-374-00301-7. -
Texct: anexrponnsiii / IPR SMART: [caiit]. - URL: https://www.iprbookshop.ru/10677.html -
PexxuM noctymna: 1o noanucke
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9.2. [IpodeccuonanbHblie 0a3bl JAHHBIX U pecypcbl «AHTEepHET», K KOTOPBIM 00ecneuynBaeTcs
AOCTYN 00YyYAKOLIMXCS

IIpogheccuonanvruvie 6azvi danubix
1. https://student2.consultant.ru/cgi/online.cgi - [IpaBoBoii Cepep Koncymnprantlntoc

Pecypcor « Unmeprnem»
1. https://znanium.ru/ - SnekTpoHHO-OMOMMOTEYHAast cucTeMa "Znanium"
2. https://intuit.ru/ - SnexTponnas o6pazosarenbHas cpena "MHTYUT"
3. https://www.elibrary.ru/ - HOb eLIBRARY
4. https://rusneb.ru/ - HantmonanwsHas snekTponHas oudnuoreka (HOB)
5. https://e.lanbook.com/ - DnexTponnas 6ubnuoreunas cuctema "Jlanp"

9.3. IIporpamMHoe oGecnieyeHne U MH(POPMALIMOHHO-CIIPABOYHBIE CHCTEMbI, HCIIOJIb3yeMble
MPH OCYLIEeCTBJICHHH 00Pa30BaTeIbHOIO NMpoLecca Mo JUCHUIIINHE

Ilepeuens npoepammHozo obecneyeHus
(0bHOBNIeHUe NPOU3BOOUMCS NO Mepe NOABNIEHUs HOBbIX 8EPCULL NPOSPAMMbL)

1. Microsoft Office;

Ilepeuens uHghopmayuoHHO-CRPABOUHBIX CUCEM
(0OHOBIeHUEe BLINONHAENICS €XHCEHEDENbHO)

He ucnonb3yercsi.
9.4. O6opynoBaHue U TeXHHYECKHE CPeACTBA 00yUeHH s

KomnbrorepHsbIit Kitacc
Mapkepnas gocka - 0 mr.
MoHo010K - 64 mT.
[TpoekTtop - 4 mT.

10. MeTonuyeckue ykazaHusi 10 OCBOCHHUIO M CIUIIMHBI (MOXYJIA)

C 1enpio yCHEenHoro OCBOCHUSI JAHHOTO IPeMETa CTYIEHTY HEOOXOIMMO BBIMOIHSTH JIOMAIIHUE
paboThI MO YKa3aHHBIM MpEnojaBaTessiM TeMaM M IMPEICTaBICHHBIM Ha 3aHATHSIX MarepuanaM. J[is
Oolee  yCHEIIHOTO  BBIMOJHEHUS ~ pabOThl  CTYIEHTY  Mpeajaraercsi  HCIOJIb30BaHUE
y4eOHO-METOJUUECKUX MaTeprajoB, COOTBETCTBYIOIIUX YKa3aHHOM TeMe.

CaMocTtosTenbHast paboTa CTyJICHTOB ONKCHIBACTCS U PETYIUPYETCS:

- MeronnyeckuMu peKOMEHIAUSIMU 1O JUCIUILTUHE;

- MeTonuyeckuMi PEKOMEHIAIMSIMHU 10 OpPraHU3AIMH CaMOCTOSTEIHLHOM pPabOThl CTYIACHTOB
MUUT'AuK;

Onucanue 603moxcnocmeii usyuenusn oucyunaunvl auyanu ¢ OB3 u uneanuoamu

[Tpu HEoOxonuMOCTH 00YUYEHHS! CTYICHTOB-UHBAIM/IOB U JIUI C OTPAHUYEHHBIMH BO3MOKHOCTSIMU
3M0POBBSl  ayAMUTOPHBIE 3aHATUA MOTYT OBITh 3aMEHEHbl WJIM JIONOJHEHBl H3yYEeHUEM
MOJTHOTEKCTOBBIX ~ JIEKIUMW, TMpPEe3eHTalluid, BHACO- M aygAuOMarepuajioB B  AJIECKTPOHHOU
nHpopmarmonHo-oopazoBarensHoii cpene (DMOC) yuuBepcutera. MHIAMBUAYaTbHBIC 3aJaHUS
MoAOMPAIOTCS B aallTUPOBAHHBIX K OTPaHUYEHUSIM 310pOBbs (hopMax (MUCBMEHHO WM YCTHO, B
dbopme mipeseHTarnuii). BeiOop MeTo0B 00ydYeHUSI 3aBUCHT OT WX JOCTYIMHOCTH JUIsl UHBAIUIIOB M
JIUI] C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMU 3710POBbSI.

PaGouas nporpamma TUCIUIUIMHBEI ISl MHBAJIUAOB U JIUIL C OTPAHUYEHHBIMUA BO3MOKHOCTSIMHU

Ne 000006904 Crpanuria 20 u3 21



30pOBBS pa3zpadaThiBaeTCs HHANBUAYAIBHO C YUETOM OCOOCHHOCTEH MCUX0()HU3NUECKOTO pa3BUTHS,
WHAUBUAYATbHBIX BOBMOKHOCTEH U COCTOSHUS 30POBbS TAKUX 00YUYaIOLIUXCS.

Ne 000006904 Crpanuria 21 u3 21



		2026-09-16T15:45:38+0300




